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Abstract

The Internet of Things (IoT) touches almost every aspect of modern society and has
changed the way people live, work, travel and, do business. Because of its importance, it
is essential to ensure that an 10T system is performing well, as desired and expected,
and that this can be assessed and managed with an adequate set of 10T performance
metrics. The aim of this study is to systematically inventory and classify recent studies
that have investigated 10T metrics. The authors conducted a literature review based
on studies published between January 2010 and December 2021 using a set of five
research questions (RQs) on the current knowledge bases for 1oT metrics. A total of
158 loT metrics were identified and classified into 12 categories according to the
different parts and aspects of an 10T system. To cover the overall performance of an
loT system, the 12 categories were organized into an ontology. The results show that
the category of network metrics was most frequently discussed in 43% of the studies and,
with the highest number of metrics at 37%. This study can provide guidelines for
researchers and practitioners in selecting metrics for 10T systems and valuable insights
into areas for improvement and optimization.

1. INTRODUCTION AND BACKGROUND

The expression “Internet of Things” was coined by Kevin Ashton in 1999 during his
work at Procter & Gamble (Ashton, 2009). Although there is already a large body of
literature on the design of the Internet of Things (10T), investigating the performance of an
0T system has been much more challenging. Given the importance of 10T in industry and
daily life, it is essential to ensure that an loT system performs well as desired and expected.
Many artifacts can be used to evaluate an 10T system, including software (IoT applications),
service support and application support layer (data processing or data storage), network
(networking capabilities and transport capabilities), hardware (devices capabilities), man-
agement capabilities, and security capabilities (Djam-Doudou et al., 2022).
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There are several issues related to the evaluation of 10T systems; for instance, some
proposed measurement solutions are not quantifiable because of their non-quantifiable
values (Voas et al., 2018). What is more, some formulas assigned to the metrics are
inefficient and sometimes absent. Some proposals can be at odds with others, and to
overcome this issue, some researchers have proposed weighting factors of importance
applied to each individual metric (Voas et al., 2018), performance metrics related to
security and privacy threats (Ahmed & Kannan, 2021; Kumar & Sharma, 2021; Yang et
al., 2017; Zhou et al., 2017), and others related to energy efficiency (Magno et al., 2017,
Zahoor & Mir, 2021). Other papers have proposed loT metrics for hardware, software,
network, quality requirements, security requirements, etc. An example of the latter is the
study by Zhang et al. (2021) who proposed the 10T Security Threat Ontology (I0TSTO) as
an loT security ontology model to describe the elements of 10T security threats and threat
analysis rules. Their model assists security managers in deploying loT security solutions.
However, their study did not consider monitoring the overall security of the loT.

To ensure reliable 10T services, monitoring, measuring, and evaluating quality-relevant
metrics are required. For instance, Fizza et al. (2021) presented a vision, survey, and future
directions for Quality of Experience (QOE) research in IoT. They reviewed existing QoE
definitions before conducting a literature review of techniques and approaches used to
evaluate QOE in the 1oT. They defined the quality metrics into four layers: device,
network, computing, and user interface. Kuemper et al. (2018) proposed a framework
based on quality information (Qol) metrics to assess the quality of heterogeneous data in
loT applications. Their study provided formulas for measuring the quality of information
and data metrics for 10T systems.

To improve the efficiency and ensure the quality of Android applications for 10T
systems, Cui et al. (2020) developed risk vulnerability prediction models based on machine
learning techniques and software code metrics. However, in their study, the datasets used
for building the models were relatively small.

Klima et al. (2020) reviewed the literature on quality and test metrics for 10T systems,
and some studies have shown that software characteristics largely determine the energy
efficiency of a software system (Hindle, 2015; Jagroep, 2017). Soubra and Abran (2017)
presented the potential benefit of using functional size measurement based on the
COSMIC - 1SO 19761 method in the context of 10T for managing the energy consumption
of 10T real-time embedded systems (RTES). Kogak (2018) explored the relationship
between software code properties and energy consumption. Iwendi et al. (2020)
investigated the minimization of the energy consumption of sensors in an loT network to
increase network lifetime.

In summary, a number of studies have proposed 10T metrics and their measurement
automation; however, to the best of our knowledge, there has not yet been a systematic
literature review (SLR) of 1oT metrics which cover the different parts and aspects of an
0T system. This motivated the current SLR study of loT metrics from 2010 to 2021. The
rationale for the review is to systematically inventory and classify recent studies that have
investigated 1oT metrics, and therefore propose an ontology that establishes the
relationships across each of the 10T performance metrics. Moreover, these metrics can help
to evaluate the performance and effectiveness of 10T systems, depending on the specific
use case, application, and system architecture and provide valuable insights into areas for
improvement and optimization.
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The rest of this paper is organized as follows. Section 2 presents the method used to
conduct the SLR study. Section 3 presents the results and discussions. Section 4 concludes
the paper with a summary of the key findings, study limitations, and directions for future
work.

2. THE REVIEW METHOD

To perform our systematic literature review (SLR), the authors followed the guidelines
proposed by Kitchenham and Charters (2007) which can be summarized in six main
stages: research questions, search strategy, study selection, quality assessment, data
extraction, and data synthesis. The SLR protocol is illustrated in Figure 1.

Research Search s:zgz) i As(sl::smnrent Data Data
Questions Strategy Criteria Checklist Extraction | Synthesis
Pilot Study Selection Pilot Data Extraction

Fig. 1. The systematic review protocol

2.1. Research questions

The present SLR aims to identify and classify the different 10T metrics proposed in the
literature and its current knowledge bases. Formulating the research questions is one of the
important aspects of any SLR. The research questions judged relevant to this study were
formulated as follows:

RQ1: Which are the dominant journals for papers reporting on loT metrics?
RQ2: Which metrics have been used in loT systems?

RQ3: What are the different categories / classification of 10T metrics?
RQ4: What other new metrics could be defined?

RQ5: What are the relationships between the different 10T metrics?

arwnE

2.2. Search strategy

This section identifies the primary studies that address the research questions. The
search strategy was conducted in two phases: search terms and data source. The search
terms phase consisted of identifying the major terms from the selected research questions.
The data source phase presents the databases used to search for and select relevant papers
for our SLR.

2.2.1. Search terms

The search concentrated on key terms from the research questions as well as commonly
used terms related to 10T and metrics. The research was written by combining the keywords
relating to IoT and the keywords relating to metrics as follows: (“Internet of Things” OR
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10T OR “IoT systems”) AND (“loT metrics” OR “IoT Measurement” OR “IoT performance
metrics” OR “IoT network metrics” OR “IoT security metrics” OR “software metrics” OR
“hardware metrics” OR “data quality metrics” OR “privacy metrics” OR “energy
consumption metrics” OR “energy efficiency metrics” OR “Internet of Things metrics”).

2.2.2. Data source

The authors selected papers from five databases: Scopus, ScienceDirect, the ACM
Digital Library, IEEE Xplore, and Springer. These databases were selected because they
publish a significant number of research papers relevant to this study within the software
engineering community. The constructed search terms were used to find journal papers,
reviews, and conference papers. Because different databases' search engines use different
syntax for search strings, the search terms were modified to accommodate them. A search
was carried out on these five databases, focusing on the title, abstract, and keywords.
To obtain relevant sources, searches on the five databases were conducted separately, and
then we gathered the identified papers together. Duplicate papers were removed. To manage
the search results, the Endnote reference management tool was used.

2.3. Study selection

A search from the five databases returned 180 papers. This section aims to identify next
only the relevant papers that are useful to answer our research questions. Study selection
criteria were used to determine which studies were included in or excluded from an SLR.
For this purpose, the authors read the titles, abstracts, conclusions, or full text and applied
the following inclusion and exclusion criteria to the 180 papers:

Inclusion criteria:

— The papers should be published between 2010 and 2021 and related to IoT metrics.
The search was limited to this period because the loT was launched around 2009 and
we believe that a lot of research has been done in the last decade.

— The subject area should be computer science and informatics and the article types
should be journals, reviews, or conference papers.

Exclusion criteria:

— Duplicated papers should be removed.

— Studies on the Internet of Things but not on loT metrics were excluded.

— Studies not taking into account the inclusion criteria listed above were excluded.

After applying the selection criteria and quality assessment described in Section 2.4, 31
relevant papers were obtained. Then, the references of each relevant paper and identified
additional papers that were not considered in the primary search, were reviewed. The selection
criteria and quality assessment were also applied to these papers, and six relevant papers
were returned. At the end, 37 papers were selected not including bibliographic references
(see Appendix). In brief, Figure 2 provides an overview of the search, selection process,
and number of selected studies retained.
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Databases SclenceDirect m [EEE Xplore m Total

Retrieved 62 ‘ 109 ‘ ‘ 17 ‘ 19 ‘ 786 P 993

Candidate 57 ‘ 66 ‘ ‘ 16 ‘ 14 ‘ 27 P 180

Selected 5 ‘ 17 ‘ ‘ 3 ‘ 5 ‘ 1 P 31

Relevant Studies Relevant Studies Final selected Studies

31 37 37

Papers derived from Apply QA criteria
relevant studies

Fig. 2. Overview of search, selection process and results
2.4. Quality assessment

Quality assessment was used to discuss the relevance and credibility of the selected
studies. The papers were selected from five well-known databases of papers reviewed by
experts before their publication. In addition, for this SLR, we selected some quality evaluation
questions proposed by Kitchenham and Charters (2007) that are the most appropriate for
our research questions:

— QLI: Are the aims of study stated clearly?

— Q2: Are the metrics used in the study defined adequately?

— Q83: Are the findings clearly supported by the results reported?

— Q4: Are the limitations of study discussed?

Only papers that answered at least three of the above questions were selected.

2.5. Data extraction

The data extraction process allowed the extraction of the data items required to answer
the research questions and study quality criteria. For each selected study, we extracted in
a structured way the article title, author name, type of publication, date of publication, IoT
metrics found, and the research questions addressed. It should be noted that not all of the
studies selected addressed all the five research questions.

2.6. Data synthesis

Data synthesis aimed to collate and summarize the results of the included primary
studies. We identified and grouped all relevant data to answer the research questions using
descriptive synthesis. For descriptive statistics, we considered the number of 10T metrics
found per study, the total number of 10T metrics according to the different parts and aspects of
an loT system, the relationships between the different 10T metrics, and the total number of
studies per category/classification of 10T metrics.
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3. RESULTS AND DISCUSSION

This section provides answers to the SLR research questions based on a synthesis of the

selected studies.

3.1. RQ1: Which are the dominant journals for papers investigating 10T metrics?

Table 1 shows the distribution of the selected studies according to publication venue,

type (journal or conference), and number of studies within a publication venue.

Tab. 1. Distribution of publication venues and type of the selected studies

Type of

Publication venue study Number
Future Generation Computer Systems Journal 3
IEEE Access Journal 3
Wireless Network Journal 3
IEEE Internet of Things Journal Journal 2
Ad Hoc Networks Journal 2
Journal of Network and Computer Applications Journal 2
International Journal of Interactive Mobile Technologies Journal 1
ACM Computing Surveys Journal 1
Journal of Sensor and Actuator Networks Journal 1
Pervasive and Mobile Computing Journal 1
Information & Management Journal 1
Computers & Electrical Engineering Journal 1
Computer Networks Journal 1
Computers & Security Journal 1
Software Quality Journal Journal 1
Simulation Modelling Practice and Theory Journal 1
Physical Communication Journal 1
International Conference on Body Area Networks Conference 1
International Conference on Parallel and Distributed Systems Conference 1
Annual Consumer Communications & Networking Conference Conference 1
International Conference on Intelligent Environnements Conference 1
Internatlona_ll Conference on _Communlcatlons, Computing, Conference 1
Cybersecurity, and Informatics
International Conference on Management of Emergent Digital Conference 1
EcoSystems
Conference on Business Informatics Conference 1
Internathnal _Workshop on Signal Processing Advances in Wireless Conference 1
Communications
Advances in Computer Science and Ubiquitous Computing Conference 1
International Conference on Software Maintenance and Evolution Conference 1
International Conference on Network Protocols Conference 1

From Table 1, most of the studies were published in reputed journals with a percentage
of 70% and 30% in conference proceedings. In this SLR, no journal has published more
than 3 studies. As a complement to Table 1, Figure 3 presents the 2010-2021 timeline of the
studies published, providing an overview of the evolution of research regarding loT

metrics.
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Fig. 3. Numbers of studies published per year

It has been noted that 81% of the studies have been published within the last five years
and 53% of them were published in 2020 and 2021. Thus, we can conclude that loT metrics
have received increasing attention from researchers.

3.2. RQ2: Which metrics have been used in 10T systems?

The authors found from the selected studies (see Appendix), an inventory of 158 different
metrics (see Table 2), of which some of these metrics have only been listed in previous
studies (Cui et al., 2020; Fizza et al., 2021; Tavakolan & Faridi, 2020; Savola et al., 2012),
others have been discussed in some depth (Klima et al., 2020; Kim et al., 2017), and others
have been used in experiments to evaluate 10T systems (Gandotra & Jha, 2017; Hasan et al.,
2019; Roy et al., 2021).

3.3. RQ3: What are the different categories / classification of 10T metrics?

According to the loT reference model proposed by ITU-T Y.2060 (06/2012) and the
different parts and aspects that affect the overall performance of an 10T system, we categorized
the metrics into 12 categories: quality metrics of an 10T system or service, network metrics,
quality of experience metrics, hardware metrics, energy metrics, quality of information and
data quality metrics, software metrics, test metrics, attack and anomalies prediction
metrics, privacy policies metrics categories, security metrics, and inference and data
privacy metrics. Table 2 presents the metrics classified within each of the 12 categories.
The second column in Table 2 lists the corresponding 10T metrics for each metric category.
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Tab. 2. Category / classification of 10T metrics

Category of 10T metrics

loT metrics

Quality metrics of an 10T system or
service

availability, rate of user error, responsiveness, security, functionality,
suitability, interoperability, maturity, mean time between failures,
recoverability, reliability, efficiency, conformance, functional
correctness, portability, confidentiality, flaws over time, integrity and
safety.

Network metrics

GoodPut, reliability, collision probability, availability, packet loss
ratio, network stability, Packet Transmission Delay, packet latency,
Transmission Cycle, network lifetime, data transfer size, processing
speed, packet delivery ratio, End-to-end delay, Memory space,
convergence time, latency, network overload, hop delay, bandwidth,
priority, packet error ratio, periodicity, deadline, bit error rate, fault
recovery, Gateway Load-Balanced factor, Average Link Delay,
Throughput, data rate, Message size, Data Extraction Rate, number
of collisions, control overhead, transmission power, Expected
Transmission Delay, packet delay, Memory utilization, control
message overhead, Signal to noise ratio “SNR”, Packet time on air,
Connectivity range, Spreading factor, Coding rate, Spectrum
efficiency, scalability, Received signal strength indicator “RSSI”,
Load, Implementation complexity, Network size, Effective
utilization of channels, Sampling frequency, Data loss rate,
Congestion, delay jitter, Number of alive nodes, Temperature,
maintainability, Packet creation time.

Quality of experience metrics

Mean opinion score, Surveys.

Hardware metrics

Energy consumption, Accuracy of sensors, Resolution of camera
devices, Time duration for which sensor is sensing.

Energy metrics

Energy efficiency, energy consumption, residual energy, Power
Consumption.

Quality of information and data
quality metrics

Completeness, Timeliness, Plausibility, Artificiality, Concordance.

Software metrics

Code complexity, Code redundancy, Cohesion, Code readability,
Comment line density, Completely bad practice, Computation time,
Critical practice, Duplicated blocks, Duplicated Files, Duplicated
lines, Extent of component coupling, File, Interceptor practice,
memory consumption, Method, Number of classes, Number of
comment lines, Number of lines, Primary training, Quality of code,
Secondary practice, Size of code's units, Unit interface size, Volume
of code.

Test metrics

Defect Density of Test Case Review, Defect Discovery vs Defect Fix
Rate, Defect Leakage, Defect Rejection Rate, Defect Re-open Rate,
Effective Defect Density, Requirement Coverage, Test Case Reuse in
Regression Tests, Test Execution Productivity, Test Execution Rate,
Test Scripting Productivity, Test to Defect Ratio, Valid Defects.

Attacks and anomalies prediction
metrics

Confusion matrix, Accuracy, Precision, Recall, F1 score, Receiver
operating characteristic curve.

Privacy policies metrics categories

Obligation, disclosure, collection, and selectivity.

Security metrics

Attack cost, Attack success probability, Compromise rate, Mean-
time-to- compromise, Number of Active Services, Number of
Inbound and Outbound Connections, Password Strength, Percentage
of successful attacks, Risk.

Inference and data privacy metrics

Utility, information loss, trustworthiness, information privacy,
differential privacy, average information leakage, local differential
privacy, identifiability, mutual information.
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Figure 4 shows the distribution of metrics per category found in the literature over the past
one decade.

M Quality metrics of an loT system or service (18)

® Network metrics (59)

M Quality of experience metrics (2)

W Hardware metrics (4)

M Energy metrics (4)

m Quality of information and data quality metrics (5)

m Software metrics (25)

M Test metrics (13)

W Attacks and anomalies prediction metrics (6)
Privacy policies metrics categories (4)

M Security metrics (9)

2%!1%

M Inference and data privacy metrics (9)

Fig. 4. Distribution of the 10T metrics per category

From Figure 4, the categories of network, software, and quality metrics have the highest
number of metrics with 59, 25, and 18, respectively, whereas the categories of quality of
experience, hardware, energy, and privacy policies metrics have, by far, the lowest number
of metrics with 2 and 4, respectively.

3.4. RQ4: What other new metrics could be defined?

Figure 5 presents, in terms of number of studies, the amount of research attention given
to each category of metrics from 2010 to 2021.
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Fig. 5. Numbers of studies per category of 10T metrics
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The total number of studies used to construct the SLR was relatively small (37 papers),
but for a decade, this number was similar to other SLR on new topics (Enholm et al., 2021;
Taylor et al., 2020; Wu et al., 2016). However, this relevant sample can provide an objective
and quantitative view of the research on 10T metrics, from which we can derive valuable
insights for both practitioners and researchers, including identifying gaps in metric
coverage within a category of loT metrics.

As shown in Figure 5, on the one hand, most of the studies discussed network metrics
and this is also justified by the highest number of metrics for this category. On the other
hand, compared to the network category, the other categories have received less research
attention, specifically hardware metrics, inference and data privacy metrics, quality
metrics, quality of information and data quality metrics, test metrics, attacks and anomalies
prediction metrics, and privacy policies metrics categories. It should be noted that a study
can discuss more than one category (in Figure 5, the sum of the numbers of studies is 46).

Moreover, the categories of quality, energy, hardware, attacks and anomalies prediction,
and test metrics have the highest percentage of metrics with formulas, whereas the
categories of security and inference and data privacy metrics have the lowest percentage of
metrics with formulas.

There are no privacy policies metrics found in our SLR; only categorization of the
metrics exists. Therefore, new metrics need to be investigated for privacy issues and for
metrics with no formulas. In addition, other categories of metrics, such as financial
metrics, metrics for user satisfaction, convenience and safety, should be explored.

3.5. RQ5: What are the relationships between the different 10T metrics?

It is worth noting that 10T metrics are used to measure the overall performance of an
10T system. All of these metrics aim to ensure that an 10T system performs as desired and
expected, and therefore should be related. The selected and analyzed studies (see
Appendix) do not identify the relationships between the different parts that affect the
overall performance of an IoT system. Therefore, we propose an ontology that brings
together all these performance metrics. We determined the relationships between metrics
using a set of hierarchically interconnected IoT metrics. These relationships between
different 10T metrics have been represented with the ontology structure shown in Figure 6
using categories such as: network metrics which include energy metrics and, software
metrics which include security metrics.
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Fig. 6. Relationships between the categories / classes of metrics

Figure 6 shows the organization of different IoT metrics, considering their nature as
classification criteria. 10T metrics identified in each category were described by their
respective name, input, output, computation formula and the reference where they have
been identified. The aggregation metric consists of evaluating the overall loT performance
system by taking into account the metrics definition, the metrics values and the role for
each category. The graphical user interface allows the evaluation result and its visualization.
It should be noted that all these metrics aim to contribute to ensuring quality services in an
10T system.

4. CONCLUSION AND FUTURE WORK

4.1. Summary of findings

A number of issues in the 10T have been investigated over the years, but relatively few
have focused on loT metrics, and this knowledge has not yet been inventoried and
categorized. This 2010-2021 SLR in recent studies proposing loT metrics followed the
guidelines proposed by Kitchenham and Charters (2007). First, 37 studies were selected
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from the ACM Digital Library, Springer, IEEE Xplore, ScienceDirect, and Scopus
databases to address our research questions using specified inclusion and exclusion criteria
and then analyzed to answer the research questions.

The SLR findings can be summarized as follows:

— RQ1: Most of the selected studies were published in journals, and the remaining
studies were published in conference proceedings. In addition, no specific journal
has published more than three studies. Most of the studies are fairly recent and have
been published over the past five years (81% from 2017 to 2021). This indicates that
lIoT metrics have gained increasing attention from researchers.

— RQ2: We identified 158 different metrics, some of which are listed only, others are
discussed in more depth, and some are used in experiments to evaluate 10T systems.

— RQ3: We categorized loT metrics into 12 categories. The categories of network,
software, and quality metrics presented the highest number of metrics, whereas the
categories of quality of experience, hardware, energy, and privacy policies metrics
had the lowest number of metrics.

— RQ4: New metrics could be defined for privacy issues and metrics such as convenience
and safety, financial metrics, metrics for user satisfaction should be introduced.
There are no formulas for the categories of security, and inference and data privacy
metrics.

— RQ5: We determined the relationships between metrics through a set of hierarchically
interconnected loT metrics and represented them as an loT metric ontology.

One of the most interesting findings of our study was that the extracted metrics could be
used to evaluate the overall performance of an IoT system through the proposed loT metrics
ontology. This research is also of interest to both researchers and practitioners and contributes
to consolidating the current knowledge bases for 10T metrics, and should guide in the
selection of the appropriate metrics for 10T systems.

4.2. Study limitations

Limitations refer to influences or shortcomings that are beyond the researchers’ control
and place restrictions on the methodology and analysis of research data (Filippova et al.,
2017). The limitations of this study related to the research problem under investigation
may include the following:

— Search strings derived from the research questions. Studies that did not include our

search terms in their titles, abstracts, and keywords may not have been considered.

— The assumption used to assess the relevance and credibility of primary studies may

be incorrect and may have excluded other relevant papers.

To conduct this SLR, reputed journals and international conferences were used to ensure
the selection of relevant primary empirical studies. Regardless of the number of studies
selected, we believe that this study provides a reliable basis for further research on the loT
metrics.
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4.3. Future work

Further empirical studies can be conducted on IoT metrics using our study as a base-
line for comparison. In this paper, we point out that few studies have focused on the loT
metrics. To fill the gaps identified in this SLR, researchers could propose other metrics
such as privacy metrics, financial metrics, user satisfaction metrics, convenience, and
safety metrics. Furthermore, the 10T metrics ontology framework proposed in this SLR can
be extended and improved.
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Appendix — selected primary studies.

This appendix contains the supporting documentation for our article. The list of the 37
selected studies and three additional bibliographic references selected to perform the SLR
are presented in Table 1.

Tab. 1. Selected primary studies
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al. Efficiency: Techniques and Tools Surv.
S2 Huang et al. | Building Energy Efficient Internet of Things Assaciation for
by Co-Locating Services to Minimize Computing
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S3 Filho et al. A fog-enabled smart home solution for Future
decision-making using smart objects Generation
Computer
Systems
Energy S4 Gandotra & | A survey on green communication and Journal of
Jha security challenges in 5G wireless Network and
communication networks Computer
Applications
S5 Linetal. Zigbee-based Internet of Things in 3D Computers &
Terrains Electrical
Engineering
S6 Sarwesh et ETRT — Cross layer model for optimizing
al. transmission range of nodes in low power Physical
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Perspective
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Cognitive Radio 10T Networks
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Transmissions
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