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Wireless body area networks: A review of challenges, architecture, 

applications, technologies and interference mitigation for next-

generation healthcare 

Abstract 

Wireless Body Area Networks (WBANs) are one of the emerging technologies in the healthcare landscape. 

It enables the non-invasive collection of physiological data to continuously measure health indicators using 

a network of miniaturized sensors placed on or under the human body. This paper explores a 

comprehensive study of WBANs, covering all the basic concepts, including their background information 

and motivation for development, as well as requirements and issues related to their application scenarios 

and future directions. The paper elaborates on the exclusive characteristics of WBANs compared to 

Wireless Sensor Networks. It describes health monitoring requirements and energy efficiency challenges 

with security and biocompatibility as guidelines for comparison. In addition, the paper also highlights 

various WBAN communication technologies and their relevance in diverse medical and non-medical 

domains. This paper identifies the critical comprehensive analysis of interference dynamics and mitigation 

strategies that remain absent in the literature, along with an exhaustive review of the literature. The 

research shows that WBANs could have a significant impact on healthcare and other industries, while 

discussing the technical and ethical hurdles to their wider application. 

1. INTRODUCTION 

Wireless Body Area Networks (WBANs) represent a transformative advance in wireless communication 

and healthcare technology, enabling continuous physiological monitoring and real-time data analysis through 

miniaturized sensors placed on or within the human body (Taleb et al., 2021). These networks have significant 

applications in healthcare, particularly in the management of chronic diseases such as diabetes, Parkinson's, 

and asthma, where continuous real-time monitoring facilitates early diagnosis of critical scenarios, improves 

patient health outcomes, and reduces healthcare costs (Talpur et al., 2024). 

WBANs play an important role in several other areas. In a common WBAN structure, physiological data 

collected by body sensors is transmitted via communication protocols to a gateway device. The gateway 

collects and relays this data to a centralized health monitoring system (Figure 1), where it is analyzed by 

clinicians or AI-driven diagnostic algorithms (Kalra et al., 2024). This architecture facilitates continuous 

clinician-patient interaction, enabling real-time health assessments and early detection of emergent conditions 

such as cardiac arrhythmias or hypoglycemic episodes through automated anomaly detection protocols (Das 

& Moulik, 2025). WBANs enable real-time health monitoring and rapid response to hazardous exposures. In 

addition, their potential extends to workplace safety in hazardous industries, elderly care through remote 

monitoring and fall detection, and integration with augmented and virtual reality applications for immersive 

experiences (Rameshkumar & Ganeshkumar, 2022). In addition, WBANs are contributing to diverse fields 

such as research, education, veterinary care, public health, insurance, and lifestyle monitoring, further 

demonstrating their applicability and transformative impact (Arshad et al., 2024). 
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The-sensors are expected to become more ubiquitous, offering innovative solutions across a wide range of 

industries. Emerging applications include monitoring the fitness of athletes during competitions, assessing the 

health of crops in agriculture, and ensuring the well-being of endangered animals. Future developments may 

extend WBAN applications into the areas of entertainment, lifestyle enhancement, environmental intelligence, 

ubiquitous computing, and security (Punj & Kumar, 2019). 

 

Fig. 1. Wireless body area overview 

Given their critical role in medical environments, WBANs must meet stringent Quality of Service and 

security requirements, particularly when handling sensitive patient data. Recent research efforts (Singla et al., 

2022; Kaleem & Rehman, 2024)  have focused on optimizing QoS in WBAN applications, emphasizing the 

need for lightweight security mechanisms tailored to the resource-constrained nature of WBAN nodes. For 

instance, security protocols such as trust management must be designed to ensure data integrity and 

confidentiality without compromising network performance (Dhanvijay & Patil, 2021). WBANs also facilitate 

seamless data exchange with software systems that analyze and present local information through a local 

processing unit that serves as a gateway between physiological sensors and access points (Khater et al., 2024). 

In addition, WBAN sensors can interact with the environment and integrate both medical and non-medical 

data sources to improve patient monitoring and healthcare delivery (Hassan et al., 2024). As technology 

continues to evolve, WBANs are expected to have a significant impact on healthcare and other industries, 

providing novel solutions that improve quality of life, operational efficiency and safety in various applications. 

Recently, the integration of artificial intelligence (AI) technologies into WBAN systems has received 

considerable academic interest, especially in the area of processing and classifying the large amount of 

biomedical data collected by WBAN sensors. Machine Learning Algorithms (Negra, 2022) Artificial Neural 

Networks (ANNs) (Donghua Jiang et al., 2022a)federated learning systems (Singh et al., 2025)Mobile edge 

computing is increasingly being used to enhance the intelligence, autonomy, and personalization capabilities 

of WBANs (Yang et al., 2021). Biomedical signals such as EEG (electroencephalogram), ECG 

(electrocardiogram), VAG (vaginal acoustic signal), blood glucose levels, and others require complex data 

processing techniques to extract meaningful information (Popov & Ivanko, 2024). 

Particularly, AI is used for classification of biomedical data into different health states in normal and 

abnormal (Jin & Dong, 2018), anomaly detection to recognize early signs of disease (Abououf et al., 2023; 

Haechan & Kim, 2024), prediction of disease states such as arrhythmia, epilepsy, or hypoglycemia (Porumb 

et al., 2020), and personalization of medical care by adapting the monitoring and treatment strategies based on 

individual patient profiles (Ghanem et al., 2024). In addition to these applications, machine learning techniques 

have also been employed in the field of orthopaedic diagnostics, particularly for assessing knee health and 

diagnosing knee-related conditions (Karpiński, 2022; Machrowska et al., 2025). Finally, machine learning 

classifiers such as support vector machines (SVMs), convolutional neural networks (CNNs), recurrent neural 



139 

networks (RNNs) (Machrowska et al., 2024)ECG signal classification and arrhythmia detection using decision 

trees (Çınar & Tuncer, 2021). 

There are still many unexplored areas within this technology. In particular, there has been no 

comprehensive study focusing on interference management in WBANs. This study aims to fill this gap by 

conducting an in-depth analysis of interference challenges and mitigation strategies in WBANs, thereby 

contributing to the advancement of research in this area. The contributions of this study are: 

− An overview of the needs and research conducted in the area of WBANs.  

− A detailed analysis of the three layers of network architecture for WBANs.  

− A definition of the WBAN concept based on previous related studies with a proposed new definition. 

− A classification of WBAN applications in various medical and non-medical domains. 

− A comparison of different communication technologies for WBANs.  

− The challenges in WBANs are still open for research. - A collection of WBAN projects. 

The paper is organized as follows: Section 2 presents the fundamentals of WBAN architecture, interference 

dynamics, and existing literature reviews on WBANs, highlighting research gaps. Section 3 discusses 

optimization strategies for communication technologies, followed by Section 5 which discusses interference 

mitigation techniques, and Section 6 classifies WBAN applications based on medical and non-medical 

domains. Finally, Section 7 identifies technical and ethical challenges, and Section 8 concludes the study. 

2. STATE OF ART OF WBAN 

2.1. Concept of WBAN 

Due to the rapid development of the Internet of Things (IoT), WBANs have received significant attention 

from researchers in various fields (Punj & Kumar, 2019). The integration of WBANs and IoT has enabled a 

wide range of applications, including remote health and fitness monitoring, rehabilitation, military and sports 

training, active combat operations, animal husbandry, interactive gaming, personal information sharing, secure 

authentication, and assisted living. WBANs consist of low-power, miniaturized, and lightweight devices with 

wireless communication capabilities that operate in close proximity to the human body (Bhatti et al., 2022). 

These devices can be placed in various locations on the body, including inside the body (in-body sensors or 

implants), on the surface (on-body sensors), and around the body, to monitor physiological functions and 

environmental characteristics, supporting a wide range of biomedical applications, particularly in the 

healthcare industry (Mohamed et al., 2021). The design and deployment of medical sensor networks is tailored 

to specific applications and scenarios. For example, a sensor network intended for ad hoc deployment on the 

body during an emergency has different requirements than a network permanently installed in a hospital where 

fixed, powered gateway nodes can be used to access a wired network infrastructure.  

Different researchers have proposed different WBAN architectures, each with unique approaches to health 

monitoring challenges. The following examples illustrate the diversity of these research initiatives and 

highlight the breadth of innovation in WBAN technology. 

Definition 1: In e-healthcare environments, WBANs are an integral part and play a critical role as 

information collectors and transmitters (to base stations or portable gateway nodes such as PDAs, cell phones) 

of medical data to remote healthcare facilities for storage and further processing. In healthcare, this technology 

enables remote monitoring and disease detection, which improves patient care and reduces healthcare costs by 

providing continuous, unobtrusive patient monitoring for the elderly or those with chronic diseases (Al-

Thobhani, 2022). 

Definition 2: WBANs play an important role in modern e-healthcare systems, enabling real-time health 

monitoring, remote patient management, and timely medical intervention. Data collected by sensors in the 

WBAN is then either transmitted to personal devices such as smartphones or directly to remote servers via the 

Internet, where it can be accessed by healthcare providers for continuous monitoring and complex diagnostic 

services. Technology is enhancing the healthcare landscape to take advantage of increased patient mobility 

and independence, and also to increase the efficiency of healthcare delivery (Taleb et al., 2021). 

Definition 3: WBANs generally consist of a number of small and lightweight devices embedded in the 

human body that communicate wirelessly with each other. These devices can be placed in or around the body 

at specific locations to routinely monitor various physiological and environmental parameters. WBAN devices 

can be classified based on location as internal (in-body sensors or implants), external, which refers to in-body  
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sensors (<5 m distance traveling through vacuum and atmosphere) while carried by a human body. Chaudhary 

et al. (2024) is similar in meaning but different from the wearable device mentioned above. WBANs are an 

attractive technology for monitoring vital signs in a wide range of biomedical applications in the healthcare 

industry due to their low power characteristics (Preethichandra et al., 2023). 

Proposed Definition: An interconnected wireless system of devices and sensors designed to continuously 

monitor a variety of biometric activity information. This includes (but is not limited to) vital signs, habits, 

patterns, and interactions with the environment, enabling real-time health monitoring, activity tracking, and 

personalized care solutions. These networks use novel wireless communication protocols to enable continuous, 

secure, and energy-efficient data transfer between user-wearable devices and external systems. 

2.2. Architecture of WBAN 

With the growing technology of wireless communication and sensors, WBANs have been identified as a 

notable advancement in health monitoring and personal care (Krishnamoorthy et al., 2023). A WBAN has 

developed a three-layer architecture (Fig. 2) for reliable and energy-efficient data acquisition, transmission, 

and analysis. Layer-One: includes sensors that can be applied to the body surface or placed inside the body. 

These sensors continuously monitor various physiological signals such as heart rate, body temperature and 

glucose concentration. The collected information is wirelessly transmitted to the higher level for further 

analysis. Intermediary devices such as smartphones, PCs and other intelligent electronic systems are in the 

second layer. These are the gateway devices that transmit the physiological data collected by the sensors to a 

central data center. This is a wireless communication that allows real-time data transmission, which will 

provide the impetus for rapid decision making. Remote servers are usually part of the third layer: the terminal 

data center. It collects, sorts and interprets the data into actionable information. When the system detects 

abnormal physiological readings, it triggers an emergency by issuing alerts and alarms. Rapid notification is 

critical to expediting emergency response and facilitating prompt medical care. 

 

Fig. 2. Three layers architecture for WBAN 

2.3. Interference dynamic of WBAN 

WBAN is typically deployed for a single human body. However, in many practical environments, the 

presence of multiple WBANs operating simultaneously is unavoidable (Olatinwo et al., 2021). Since the 

human body is inherently mobile, the sensor devices attached to various parts of the body, such as arms and 

legs, also experience localized mobility, as shown in Figure 3. Under such conditions, both intra-WBAN and 

inter-WBAN interferences can significantly degrade the communication transmission (Shaik et al., 2018). The 

increasing density of WBAN deployments and their shared operation in limited frequency bands have 

exacerbated interference challenges (Taleb et al., 2021). These challenges can degrade overall system 

performance and jeopardize mission-critical applications, particularly in healthcare environments. Interference 
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hinders transmission reliability, resulting in packet drops and frequent retransmissions of both data and control 

packets (Tusha & Arslan, 2024). These interruptions even cause synchronization problems, sensor-to-hub 

communication problems, reduced throughput, additional channel conflicts, and unnecessary energy 

consumption, especially in the scenarios of user mobility and overlapping WBANs, where the validity of the 

signal is spatially and temporally unstable, causing further noticeable performance degradation in the network. 

One of the challenges in WBAN is the interference caused by short-range communication. WBAN interference 

can be divided into three types. 

 

Fig. 3. Transmission and interference links in WBAN 

Intra-WBAN communication, a fundamental component of WBANs, supports the continuous collection, 

processing, and reporting of data across WBANs, such as health monitoring, fitness tracking, and immersive 

entertainment applications. A typical WBAN consists of multiple small sensor nodes with embedded 

processing and wireless communication capabilities. Although WBANs inherit the challenges of traditional 

wireless sensor networks, such as limited node energy and interference in close proximity to the human body, 

they have their own design requirements. Such challenges are biocompatibility and long-term wearability, and 

resistance to dynamic body motion, for which specific research beyond the classical WSNs system framework 

should be addressed. Wearable WBAN sensors used for chronic disease management or health and wellness 

must operate at ultra-low power levels, often for extended periods of time, and without the risk of false alarms 

or missing events of interest. To meet these needs, key communication standards have been adapted for 

wearable applications: IEEE 802.15.4 (Akbar et al., 2022) (Zigbee), IEEE 802.15.6 (Choudhary et al., 2020) 

(tailored for WBANs) and Bluetooth Low Energy (BLE) (Rangaiah et al., 2023). Notably, while IEEE 802.15.6 

was explicitly designed for WBANs that prioritize energy efficiency and channel diversity in body-centric 

environments, its practical adoption remains limited due to hardware complexity and interoperability 

challenges. 

The impact of inter-WBAN interference, which is critical in multi-user WBANs and results in degradation 

of network performance due to decreased throughput, high packet loss rates, and reduced reliability (Chaudhari 

et al., 2022). This interference grows with independent, uncoordinated WBANs, which are common in 

dynamic environments such as healthcare, such as hospitals, or health monitoring, such as multi-user gyms. 

Interference management methods can generally be divided into two approaches: centralized and distributed 

techniques. Centralized solutions use the base station as a coordinator to design Media Access Control (MAC) 

protocols and sensor transmission power within the WBAN in a way that reduces inter-network interference 

(Herculano et al., 2024). Although these techniques are efficient for static environments, they are not suitable 

for WBAN scenarios. Due to the mobility of users and the decentralized, autonomous nature of each WBAN, 

centralized coordination is not feasible, nor is real-time reconciliation across independent networks. 
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Inter-domain interference occurs when heterogeneous wireless technologies operating in shared frequency 

bands coexist in the same physical space. A prominent example is the 2.4 GHz ISM band, where Wi-Fi, Zigbee 

and WBANs often compete for spectral resources. Such coexistence can severely degrade WBAN performance 

through channel contention, signal collision, and noise amplification. For example, Fan et al. (2021) 

Experimentally demonstrated that nearby Wi-Fi and Zigbee devices increase WBAN packet loss rates by up 

to 40% under overlapping channel conditions, while simultaneously increasing bit error rates and symbol error 

rates due to cross-technology interference. 

2.4. Related work  

WBANs have attracted much interest for advanced health monitoring and human-centered services. Many 

researchers have studied WBANs, focusing on related communication technologies, security protocols and 

models, energy consumption, architectural designs, and real-world applications. In this section, we review and 

integrate key contributions from recent works, focusing on dominant themes and placing the work in the 

broader context of the scientific literature. Table 1 systematically categorizes these studies according to their 

key contributions. 

In the work of Qu et al. (2019)The authors documented a detailed survey of WBAN routing protocols for 

healthcare systems, describing the unique posture of each protocol in terms of its practical usability. They 

organized the protocols around the parameters of posture, temperature, clustering designs, cross-layer, and 

QoS. Focusing on network routing, the study stated that temperature control, energy efficiency, and network 

dynamics due to body movements should be integrated. The authors proposed to open innovative problem 

areas in the development of reliable, energy-efficient, low-latency, and persistent WBAN e-health applications, 

while employing WBAN-tailored routing protocols that focus on efficiency and reliable execution. 

In Al-Barazanchi et al. (2019)The researchers reviewed the communication methods used for WBANs, 

analyzing both short-range methods such as Bluetooth, ZigBee, Ultra-Wideband, and Wi-Fi, and long-range 

cellular communication. The authors examined the trade-offs between power consumption, data rates, latency, 

and reliability that are essential for continuous patient health monitoring. The review outlined issues related to 

power efficiency, secure data transmission, and system scalability. In summary, the paper concluded that 

technology selection requires careful consideration of application criteria, body mobility, and multiple medical 

requirements.  

In the study Yaghoubi et al. (2022)The authors provided a comprehensive review of the current state of 

WBANs in terms of architecture, technologies, energy consumption, and security issues related to WBANs. 

They defined WBANs as networks of wearable or implantable sensors that continuously monitor health 

conditions. Important issues addressed were the limited energy available, the reliability of data transmission, 

and the vulnerability of the system to attacks. Various approaches were discussed, such as energy-aware 

routing protocols, sparse and adaptive security mechanisms, and secure communication strategies. This paper 

emphasized the need to balance energy optimization with security for weaponized autonomous border 

surveillance systems. 

The authors of Zhumayeva et al. (2023) examined the state of wireless power and information transfer 

techniques in WBANs, focusing on the role of wireless power transfer and simultaneous wireless information 

and power transfer as key enablers for sustainable operational functioning. They also separated near-field and 

far-field WPT methods in the context of energy harvesting optimization techniques. Some of the concerns 

discussed are device miniaturization, propagation modeling, and security of energy information networks. The 

study concludes that the merging of communication and energy harvesting is essential for long-term reliable 

performance in WBANs. 

In Shunmugapriya et al. (2022)The authors reviewed the recent research on energy-efficient routing 

protocols to be used in WBANs and formulated a survey. The categories of routing protocols they derived 

were cluster-based, cross-layer, QoS-based, postural movement-based, and secure routing protocols. They 

focused on energy conservation, thermal performance, and network lifetime extension. The survey highlighted 

the importance of self-configurable protocols that adapt to changing conditions, thereby improving overall 

system efficiency and reliability for both medical and non-medical applications. 

The Authors Hajar et al. (2021) presented a detailed overview of WBANs with special attention to the IEEE 

802.15.6 standard, WBAN architectures, their communication layers, and security issues. They reviewed 

serious security issues such as confidentiality, integrity, and availability, as well as encryption, authentication, 

trust management, and intrusion detection systems. They noted that "low power," "high reliability," and "strong 
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security" are critical at all levels of communication for sensitive health information and real-time medical 

needs. 

In Bouldjadj (2022) the author reviewed thermal-aware routing protocols for WBANs, focusing on the 

problems of overheating due to sensor activity. They evaluated sixteen thermal-aware routing protocols and 

synthesized them in terms of their principles, advantages, and disadvantages. The study described how 

overheating can cause tissue damage and advocated the construction of routing protocols that provide 

temperature control in nodes in terms of energy expended. Issues of safe and reliable thermal management in 

WBANs highlighted open research areas. 

In Ayyub (2023) the study examined the impact of WBANs on the healthcare system, with a focus on IoT 

integration, energy conservation methods, secure data transmission, and real-time patient tracking. They 

evaluated approaches to increase throughput and reduce latency in WBAN systems and compared other 

wireless standards to derive optimal strategies for reliable and accurate healthcare data transmission. The study 

highlighted the need to focus on optimizing the WBAN architecture for healthcare emergencies and the 

development of eHealth in the future. 

In Jian et al. (2024) the authors studied security in WBANs with respect to IoT-enabled healthcare systems. 

They studied access control methods, protection countermeasure tactics, and strategies for protecting medical 

information from unauthorized access. After a systematic literature review, the authors examined a number of 

protocols in terms of communication overhead, energy consumption, and storage efficiency. This study also 

mentioned that patients should be tracked in real time in the hospital and indicated that WBANs should be 

highly encrypted, protocols should be secure, and information should be continuously accessible in real time 

to ensure confidentiality, integrity, and availability in the healthcare sector. 

The study Sallabi et al. (2025) provided an analytical study of intelligent network management in 

healthcare, with a specific focus on WBANs, which are a fundamental part of IoT in healthcare. They studied 

state-of-the-art network protocols and investigated scalability, device reliability, and health monitoring 

security that may be related to these protocols. A new reference architecture was recommended that integrates 

SDN and DL to enhance the intelligent operation of an intelligent healthcare system. They expressed the 

demand that future healthcare systems should incorporate WBANs and be able to manage patient records in a 

sustainable, secure, and real-time manner. 

In Diane et al. (2025) the authors presented an analytical overview of Low Power Wide Area Networks 

(LPWANs), focusing on their characteristics, architecture, and applications. Although it was not their primary 

focus, they considered the applications of LPWANs such as LoRa, Sigfox, NB-IoT, and IoT caregiving. The 

paper focused on the issues of energy and spectral optimization and scalability, and argued that LPWAN could 

provide enhanced WBANs by providing remote, low-power communications for continuous patient 

monitoring. 

While numerous investigations have focused on some elements of WBAN, comprehensive and 

systematically structured analyses that encompass all concepts, applications, characteristics, technologies, and 

issues are undoubtedly still lacking. The available literature tends to focus on isolated issues, such as 

interference mitigation and a deep overview of WBAN communication technologies, without promoting the 

more integrated perspective that is critical for the progress of WBAN research and deployment. This is the gap 

we aim to fill in this paper by providing a taxonomy-driven review that maps WBAN concepts to actual 

applications with attributes, classifies system-specific technological advances and emerging challenges, and 

provides insights with actionable intelligence. 
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Tab. 1 Comparative analysis of recent studies in WBAN communication 

Ref.No. Year 
Type of 

Study 
Focus Area Key Contributions 

(Qu et al., 2019) 2019 Survey 

Routing Protocols 

for Healthcare 

Applications 

Classified WBAN routing protocols by posture, 

temperature, QoS; analyzed energy-performance 

tradeoffs and mobility effects on routing stability. 

(Al-Barazanchi 

et al., 2019) 
2019 

Comparative 

Survey 

Communication 

Technologies 

Compare WBAN communication standards; 

evaluate Bluetooth, ZigBee, Wi-Fi, UWB; focus 

on power efficiency, data rate, latency, and 

suitability for healthcare applications. 

(Yaghoubi et 

al., 2022) 
2022 Survey 

WBAN 

Architecture and 

Security 

Reviewed WBAN architecture and challenges, 

emphasizing power constraints, communication 

reliability, and lightweight security for medical 

monitoring applications. 

(Zhumayeva et 

al., 2023) 
2023 

Technology 

Review 

Wireless Power 

Transfer 

Reviewed WPT and SWIPT in WBANs; 

discussed near-field and far-field methods, power 

conversion efficiency, and wireless energy 

integration for sustainability. 

(Shunmugapriya 

et al., 2022) 
2022 Survey 

Energy-Efficient 

Routing Protocols 

Reviewed routing protocols in WBANs; 

identified posture, QoS, and energy-aware 

strategies; proposed design improvements for 

efficiency and reliability. 

(Hajar et al., 

2021) 
2021 Survey 

WBAN 

Architecture and 

Security 

Reviewed IEEE 802.15.6 WBAN architecture; 

analyzed security attacks; proposed IDS, trust 

models, and countermeasures for secure multi-

layer communication. 

(Bouldjadj, 

2022) 
2022 Survey 

Thermal-aware 

Routing Protocols 

Classified 16 thermal-aware routing protocols; 

evaluated energy consumption and node security; 

proposed design directions for temperature-

sensitive WBAN environments. 

(Ayyub, 2023) 2023 Review 
Healthcare 

Monitoring 

Reviewed WBAN-based healthcare systems; 

discussed mobility, power, and latency issues; 

emphasized real-time data handling and 

emergency response optimization. 

(Jian et al., 

2024) 
2024 

Systematic 

Literature 

Review 

Data Security 

Compare security mechanisms in WBAN-IoT; 

evaluate encryption, authentication, and intrusion 

detection based on cost, power consumption, and 

scalability. 

(Sallabi et al., 

2025) 
2025 

Conceptual 

Framework 

Proposal 

Smart Healthcare 

Network 

Management 

Introduced SDN and deep learning model for 

intelligent WBAN healthcare; improved 

scalability, security, and efficiency of patient data 

management. 

(Diane et al., 

2025) 
2025 Review 

LPWANs 

Overview 

(Relation to 

WBAN) 

Reviewed LPWAN technologies and 

architectures; assessed their relevance to WBANs 

in low-power, long-range medical and 

environmental monitoring contexts. 

3. WBAN COMMUNICATION TECHNOLOGIES 

WBANs use state-of-the-art wireless communication technologies to enable unobtrusive health monitoring 

of a wide range of physiological signals. They use miniaturized sensors on and in the human body connected 

by various wireless communication protocols to collect, transmit, and analyze important health metrics. 

Wireless communication technology is essential to achieve energy efficiency, reliability, and successful 

WBANs. The following are different types of wireless technologies. 
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Bluetooth operates in the 2.4 GHz ISM band, with data rates of up to 3 Mbps and a range of 100 meters 

from body-worn sensors connected to central hubs (e.g., smartphones) (Abderrahmane et al., 2024) as shown 

in Figure 4. With its frequency hopping, it is not easily disturbed and has become a platform well suited for 

monitoring physical body actions (Zhang et al., 2023). However, Bluetooth's power consumption is a drawback 

for battery-powered devices. Despite this, Bluetooth is highly compatible and supports many different network 

topologies, making it a prominent technology in healthcare (Taleb et al., 2021). 

 

Fig. 4. IoT- Based healthcare monitoring using bluetooth-connected sensor nodes 

ZigBee, which is based on IEEE 802.15.4, has been designed for low-power and low-data-rate applications 

such as WBANs (Al-Sofi et al., 2023). It works on various ISM bands with data rates up to 250 Kbps for use 

in star-topologies, as well as mesh networks. ZigBee has a multi-hop routing that increases its coverage and 

reliability. It also allows long latency and is good for continuous health monitoring. While the lower data rate 

of WBAN is not suitable for high-bandwidth applications, its energy efficiency and more reliable networking 

are beneficial with respect to almost all practical WBAN purposes (Gavra et al., 2023). 

WiFi, with IEEE 802.11 standards enabling data rates up to a few Gbps, provides high transmission 

bandwidth and is well suited for fast health data transmission in WBANs (Artetxe et al., 2023). WiFi security 

features ensure the confidentiality of health information as well as operating in two regulated frequency bands, 

2.4 GHz & 5GHz, so patients and physicians can feel comfortable about privacy issues when using a WiFi 

connection for any data transfer (Philip et al., 2021). On the other hand, its high power consumption remains 

a significant limitation for prolonged use in battery-powered devices. However, the long-range and established 

infrastructure of Wi-Fi offers considerable flexibility and mobility in healthcare environments (Hasan et al., 

2019). 

Li-Fi enables the integration of visible light to transmit data, supporting uplink and downlink speeds as 

high as 10 Gbps, making it a potential replacement for RF communications, also known as Wide WBAN 

(Subha et al., 2020). It is especially good in environments with a lot of RF interference, such as hospitals. The 

only drawback is that Li-Fi requires line-of-sight communication, so a body between the transmitter and 

receiver can interfere with the connection. However, the signal's extremely limited bandwidth and short-range 

challenges, as well as its ability to potentially be combined with current LED lighting infrastructure, could 

make it an unobtrusive healthcare communication (Riurean et al., 2019). 

LoRa (a low-power wide-area network (LPWAN) technology that operates in sub-GHz bands and can 

support communication distances of up to 15 km (Mousavi et al., 2022). It is suitable for WBAN applications 

that require guaranteed long-range communication under conditions such as remote health monitoring. The 

low power consumption of LoRa devices allows the battery life to last up to years, but it is weaker in data rate 

compared to other high speed and applications. This star-of-stars topology makes it easier to scale the network 

so that it can be used for long-term and continuous monitoring (Taleb et al., 2021). 

NB-IoT is a low-power wide area network (LPWAN) technology that enables long-range communication 

with high scalability and minimal power consumption (Nair et al., 2019). NB-IoT operates in the frequency 

bands below the licensed spectrum and provides data rates as high as 250 Kbps, enough to transmit health 

metrics within WBANs (Sultania et al., 2021). Its excellent power efficiency allows patients to use it for long 

periods on a single battery charge, which is essential for continuous health monitoring. Although it stands to 
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reason that its data rate is lower, so NB-IoT may not be suitable for high bandwidth applications), but due to 

its wide area coverage and secure attributes, which better serve as various reasons why Next Generation 

Internet of Medical Things (NG-IoMT) should benefit from this technology (Ar-Reyouchi et al., 2022). 

WiFi HaLow, based on the IEEE 802.11ah standard in the sub-1 GHz frequency band, supports low-power 

wide-area network (LPWAN) communications and covers WBANs with long-range service capabilities 

(Ahmed et al., 2021). With data rates from 150 Kbps to multiple Mbps, it enables the transmission of health 

metrics over longer distances than standard WiFi. WiFi HaLow security protocols to protect sensitive health 

data work in large healthcare facilities or outdoor environments due to its long range and low power 

requirements (Taleb et al., 2021; Zakariya Saleh, 2023). 

5G features ultra-high speeds of up to 20 Gbps, low latency (1 ms), and massive connectivity that meets 

WBAN requirements for fast, real-time data transfer between small devices needed for remote surgery, for 

example (Garcia et al., 2021) as shown in Figure 5. 5G can operate over multiple frequency bands and handle 

a large number of connected devices simultaneously, making it an even more useful tool in healthcare. The 

use of network slicing can improve the quality and safety of various medical applications, but 5G coverage 

requires extensive infrastructure to be deployed, which may consume more power than previous generations 

(Khujamatov et al., 2022; Sharmila & Jaisankar, 2021). 

 

Fig. 5. 5G- Enabled cloud architecture for integrated smart healthcare systems 

Body-Coupled Communication  (BCC) transmits secure and low-power signals through the human body to 

transfer data between on-body or implanted devices, making it promising for WBANs where continuous health 

monitoring is critical (Jang et al., 2019). BCC has higher data rates and much lower latency than BLE, which 

would be suitable for critical health applications such as glucose or heart rate monitoring. Because it uses the 

human body, data is secure, but its utility is limited to communication between devices in close proximity, as 

shown in Figure 6. BCC is very favorable in the presence of high electromagnetic interference (Ormanis & 

Elsts, 2020). 



147 

 

Fig. 6. Body-coupled communication technology 

Operating in VLANs of UHF RFID, operates via short-range line-of-sight to retrieve the automatic opinion 

interrogation and tracking of patients or medical assets. Because of the low power consumption that enables 

long-term monitoring, RFID is considered a valuable tool for patient care and resource management in 

WBANs (Mohammad et al., 2022). However, due to the relatively short range of this Technology and its 

susceptibility to interference caused by metal objects or liquids, it may limit applications where closer 

proximity is necessary. Although the constraints of RFID technology should not be underestimated, its 

durability and ability to work within current healthcare systems serve to further legitimate it as a valuable tool 

in healthcare environments (Bouhassoune et al., 2019). 

RuBeeA device for low frequency and magnetic wave data transmission created by IEEE 1902.1 working 

group (Alejandrino et al., 2021). It has a base frequency in the range of 30 kHz-450 kHz and uses data rates of 

a few kbps. While RuBee has a low range and data rate, its high immunity to interference from metal and 

liquids makes it a perfect choice for RF-challenged medical environments. As a result, RuBee's low power 

consumption and ability to operate in harsh environments make it a strong candidate for secure health 

monitoring over WBANs, especially in applications such as communicating with implanted pacemakers or 

defibrillators (Gudnavar et al., 2022). 

Table 2 compares WBAN communication technologies by frequency band, data rate, power consumption, 

range, latency, network topology, security features, and application specificity. 
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Tab. 2. Comparison between WBAN's communication technologies 

Technology 
Frequency 

Band 
Data Rate 

Power 

Consumption 
Range Latency 

Network 

Topology 

Security 

Features 

Application 

Specificity 

Bluetooth 

(Abderrahm

ane et al., 

2024) 

2.4 GHz 
Up to 3 

Mbps 
Moderate 

Up to 100 

meters 
Moderate Star Moderate 

General 

Purpose 

ZigBee (Al-

Sofi et al., 

2023) 

868/915 

MHz 2.4 

GHz 

20-250 Kbps Low 
Up to 100 

meters 
Moderate 

Star/Mesh/T

ree 
Moderate 

General 

Purpose 

WiFi 

(Artetxe et 

al., 2023) 

2.4/5 GHz 
Up to 

several Gbps 
High 

Up to 100 

meters 
Low Star High 

General 

Purpose 

Li-Fi 

(Subha et 

al., 2020) 

Visible 

Light 

Up to 10 

Gbps 
Moderate 

Line-of-

Sight 
Low Star High Specialized 

LoRa 

(Mousavi et 

al., 2022) 

Sub-GHz 0.3-50 Kbps Low Up to 15 km High Star Moderate Specialized 

NB-IoT 

(Nair et al., 

2019) 

700 MHz - 

2.1 GHz 

Up to 250 

kbps 
Low Up to 10 km Moderate Star Moderate Specialized 

WiFi 

HaLow 

(Ahmed et 

al., 2021) 

Sub-1 GHz 

150 Kbps to 

several 

Mbps 

Moderate Up to 1 km Low Star High 
General 

Purpose 

5G (Garcia 

et al., 2021) 

Sub-6 GHz 

mmWave 

Up to 20 

Gbps 
High 

Up to 

several km 
Low Star High 

General 

Purpose 

Body-

Coupled 

Comm. 

(Jang et al., 

2019) 

Body 

Conductivit

y 

High Low Short Low Star High Specialized 

RFID 

(ISO/IEC 

18000-6) 

(Mohamma

d et al., 

2022) 

860-960 

MHz 

Up to 640 

Kbps 
Low 

Several 

meters 
Low Star High Specialized 

RuBee 

(IEEE 

1902.1) 

(Alejandrino 

et al., 2021) 

30-300 kHz 
Up to 9.6 

Kbps 
Low 

Up to 10 

meters 
Low Star High Specialized 

4. INTERFERENCE MITIGATION IN WBAN 

This section systematically examines current methods for mitigating such interference, emphasizing their 

theoretical underpinnings and operational frameworks. As shown in Figure 7, existing mitigation strategies are 

taxonomically organized into four main categories; however, a table summarizing all of the mitigation 

techniques considered in this paper, along with their detailed descriptions, is presented in Table 3. 
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Fig. 7. Categories of interference mitigation strategies 

Power consumption is a critical determinant of network lifetime in biosensor systems, as sensor nodes and 

coordinators operate in close proximity to the human body. Therefore, it is necessary that interference 

mitigation schemes focus not only on high communication quality and throughput, but also on power efficiency 

under noisy conditions. Recent studies have proposed novel power optimization approaches to mitigate this 

dual problem. For example, Chen (2024) present a model-driven approach that combines link adaptation and 

power control to reduce energy consumption. They use a transmit power threshold table computed based on 

fine-tuned path loss and receiver sensitivity models, and strategically allocate computational tasks to the 

WBAN hub to reduce the load on sensor nodes. Motivated by authors, He et al. (2021) proposed a distributed 

power control scheme for large-scale WBANs. The authors proposed a stacked WBAN architecture 

coordinated by distributed controllers along with a hybrid in vivo channel model. Their solution uses a Deep 

Q-Network-based power controller that models power control as a multi-agent reinforcement learning 

problem. Specifically, the coordinators can adjust the transmission power of the sensors in a feedback fashion 

to balance energy efficiency and scalability of the network. 

The Medium Access Control (MAC) layer plays a fundamental role in achieving energy efficiency and 

QoS improvement in wireless sensor networks. By providing access to the shared wireless medium, MAC 

protocols directly affect spectral efficiency, latency, and reliability, and can prevent collisions and interference. 

A flexible MAC design consideration for various data types such as continuous, periodic and bursty, as well 

as non-periodic data loads and applications, and the constrained energy consumption of sensor nodes are the 

conflicting phenomena for an efficient MAC. Traditional MAC protocols for WSNs and short-range devices 

are usually based on Time Division Multiple Access (TDMA) (Ranjan et al., 2022) or Carrier Sense Multiple 

Access with Collision Avoidance (CSMA/CA) (Matsuda et al., 2024) to achieve fair, medium access with low 

overhead. By contrast, Frequency Division Multiple Access (FDMA) (Chilamkurthy et al., 2022) and Code 

Division Multiple Access (CDMA) (Rasool & Gafoor, 2022) are not considered suitable for sensor networks 

because they require complex hardware and high computational complexity. The state-of-the-art approaches 

are to adapt the MAC protocols to the requirements of WBANs. For example, the authors Ibrahim & Bayat 

(2020) Presented a modified MAC (M-MAC) based protocol to categorize biosensor data into normal, low 

urgency and high urgency data. Based on this, we propose a weight-based energy and QoS (W-QoS) routing 

algorithm that considers the residual energy, link stability, delay, and proximity to the sink and adapts them 

before navigating the current packet. As a result, the network lifetime is extended, in addition to prioritizing 

the routing of critical data. HyMAC, a hybrid CSMA/CA-TDMA protocol designed for body sensor networks, 

was also introduced in Yang et al. (2018). HyMAC combines the contention-based freedom of CSMA/CA 

with the deterministic scheduling of TDMA with an Awaiting Orders state to reduce idle listening. This state-

centric strategy extends the life of the BSN by reducing energy consumption by up to 33% over traditional 

solutions. 

Cognitive Radio (CR) is a promising technology that, as an extension of Software Defined Radio, can 

alleviate current wireless communication challenges through dynamic spectrum access. By intelligently 

scheduling and switching CR transmissions to the underutilized licensed frequency bands, CR alleviates 

spectrum scarcity and improves usage efficiency. In addition to spectrum agility, the use of CR systems 
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facilitates user cooperation supported by embedded sensing, machine learning, and adaptive decision making, 

which is particularly important in dense or interference-limited environments. Recent studies demonstrate the 

importance of CR over WBANs. For example, Suriya et al. (2020) uses PSO to combine CR to design an 

energy-efficient WBAN framework. The CR-enabled coordinator adaptively switches the best wireless access 

points based on user movement patterns, connection cost, and time-out limits, which can reduce energy 

consumption and data arrival time slots. Extending this model Henna et al. (2023) proposed a MAB-BCA 

algorithm for CRWBANs under the IEEE 802.15.6 standard. Following the Upper Confidence Bound 

technique, MAB-BCA adaptively combines channels to improve network capacity to overcome the limitation 

of static channel assignment in dynamic traffic cases. 

Tab. 3. Comparative and analysis of interference mitigation techniques in WBAN 

Mitigation 

Technique 

Ref Approach Finding Application Limitations Future 

Direction 

Power 

Control 

Strategies 

(Chen, 

2024)  

Model-driven 

receiver 

sensitivity 

calibration  

Achieves energy-

efficient, low-

complexity link 

adaptation. 

WBAN IoT 

wearable devices. 

 

Assumes ideal hub-

side operations. 

 

Real-world 

deployment 

and mobility 

support. 

(He et 

al., 2021) 

Distributed 

Deep-Q-

learning-based 

power controller  

Improves energy 

efficiency for 

massive WBANs 

with distributed 

agents. 

Massive WBAN 

environments. 

Lacks real-world 

hardware validation. 

Mobility, 

access 

management, 

hardware 

validation. 

Medium 

Access 

Control 

Solutions 

(Ibrahim 

& Bayat, 

2020)  

 

M-MAC: 

Priority-based 

emergency-

aware MAC  

Prioritizes critical 

data to extend 

network lifetime. 

 

Health monitoring 

WBANs 

Static scenarios 

only; no dynamic 

mobility considered. 

Mobility-

aware MAC 

schemes; 

improved 

slot reuse and 

fault 

recovery. 

 

(Yang et 

al., 2018) 

HyMAC: 

Hybrid 

CSMA/CA-

TDMA with 

Awaiting Order 

state  

Reduces collision, 

saves 6–15% energy 

compared to QS-PS 

and CPMAC. 

remote health 

monitoring 

Possible 

inefficiencies with 

high node density. 

Enhanced 

QoS and 

Dynamic 

Traffic 

Handling 

Cognitive 

Radio 

(Suriya 

et al., 

2020) 

CR-enabled 

WBAN 

coordinator with 

PSO-based AP 

selection  

PSO optimizes 

access point 

selection to 

minimize energy 

consumption and 

delay. 

Remote 

healthcare, mobile 

WBANs. 

CR sensing 

overhead and 

latency are not fully 

analyzed. 

 

Security 

enhancement

s. 

 

(Henna 

et al., 

2023)] 

MAB-BCA: 

Multi-Armed 

Bandit-based 

Channel 

Bonding in 

CRWBAN  

MAB-BCA 

improves 

throughput, reduces 

BER and 

dissatisfaction 

probability. 

High-data-rate 

health monitoring 

with dynamic 

environments. 

Limited real-world 

dynamic testing. 

Deep 

contextual 

learning-

based 

bonding. 

Ultra 

Wideband 

(UWB) 

(Alhawar

i et al., 

2021) 

Flexible 

wearable 

elliptical UWB 

antenna for 

WBAN and 

breast imaging  

High-gain, 

broadband UWB 

antenna; safe SAR. 

 

Healthcare 

monitoring, 

wearable WBAN 

 

Static indoor 

scenarios only. 

 

Expand to 

dynamic/mo

bile users. 

(Alhawar

i et al., 

2021) 

Deep learning-

based UWB CIR 

analysis for user 

orientation 

detection  

CNNs enable 

precise angle 

detection; 

outperform classical 

threshold by 9%. 

Smart orientation-

aware WBAN 

communication. 

 Single user tested; 

generalization 

across users not 

proven. 

Integrate 

orientation 

prediction 

with network 

routing. 

 

Ultra-wideband (UWB) technology has been established as an important solution for the next generation 

of WBAN, achieving high accuracy, low delay and strong immunity to multipath fading. Based on these 

advantages, UWB was first used in indoor positioning systems and has recently been repurposed for 

biomedical applications. However, conventional signal processing techniques usually fail to achieve high 
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diagnostic accuracy and reliability, especially when dealing with high-dimensional physiological data. The 

key to these limitations lies in the inflexible and non-adaptable algorithms, which cannot adapt to the body-

centric dynamics of the environment, and necessitates the need for novel signal processing techniques. 

Recent advances have been proposed to mitigate the challenges with hardware and machine learning. For 

example, Alhawari et al. (2021) proposed a metamaterial-inspired UWB antenna for dual-use applications in 

breast imaging and WBBSNs. The planar and low-profile design of the antenna, implemented through flexible 

substrates, ensures application on body-wearable parts without sacrificing performance, demonstrating 

significant efficacy in both diagnostic imaging and body area communication. Complementing this hardware-

focused approach, Urwan & Cwalina (2024) addressed signal reliability by integrating deep learning with 

UWB systems. Using Decawave EVB1000 devices, the authors acquired channel impulse response data under 

static indoor conditions and trained convolutional neural networks (CNNs) and multilayer perceptrons (MLPs) 

to detect user orientation relative to antenna geometry. This methodology improves spatial awareness in 

WBANs and enables adaptive signal processing that mitigates orientation-related performance degradation. 

5. WBANS APPLICATIONS 

WBANs are being used in a variety of domains that impact multiple domains. These applications range 

from healthcare to human body monitoring to industrial domains.Table 4 presents a summary of WBAN 

applications, highlighting their key benefits. The following types of services represent several applications that 

are diverse uses for WBANs: 

Sensor networks will play an increasingly important role in healthcare. Currently, some advanced hospitals 

are using basic sensors to track patient physiological data, monitor medication adherence, and monitor the 

activities of both patients and healthcare providers (Shaikh et al., 2023). A key application of these networks 

is in elderly care, where sensor-based monitoring systems  such as sensor-equipped cameras  form a 

sophisticated network capable of tracking muscle movements, detecting falls, identifying periods of 

unconsciousness, monitoring vital signs, and assessing diet and exercise patterns (Razdan & Sharma, 2022). 

Experts predict that as technology continues to advance and broadband connectivity becomes widespread, 

these networks will greatly improve real-time health assessments and provide proactive solutions for 

diagnosing degenerative diseases (Devi & Kalaivani, 2021). This capability has the potential to save lives 

while reducing the economic burden on healthcare systems. Patients often seek medical attention only after 

experiencing noticeable health symptoms, and in severe cases, immediate intervention may be required, often 

resulting in significant treatment costs. However, the integration of sensor networks in healthcare has the 

potential to enhance preventive care by continuously monitoring the physiological state of individuals, 

enabling early disease detection, reducing health risks, and minimizing treatment costs throughout the 

therapeutic process (Batista et al., 2021). 

WBANs have a significant application in sports and fitness, as they serve to enhance an individual's athletic 

performance and prevent injuries (Demrozi et al., 2023). WBANs support this demand-driven approach by 

continuously monitoring characteristics such as heart rate, temperature, hydration, and muscle activity, 

providing athletes/coaches with a real-time basis for tailoring workouts for optimal gains in physical 

performance. This information is used to assess the stress that athletes are exposed to while exercising and to 

follow these customized training programs that would improve strength, endurance and overall fitness. In 

addition, WBAN monitoring helps identify symptoms of fatigue and overtraining that can lead to injury. The 

inclusion of WBAN in sport and fitness monitoring not only improves performance, but also the overall health 

and safety of the athlete (Raković & Lutovac, 2015). 

In military and defense operations, the health and readiness of soldiers cannot be compromised. Some 

researchers present an example of the former type, using a WBAN to provide real-time health data such as 

overall temperature, body temperature, and ECG readings for soldiers (Jayasutha et al., 2024; Prabagar et al., 

2023). With continuous monitoring, commanders can see if their troops are fit enough to work or if they need 

time off. Other capabilities include the detection of early symptoms of health problems such as heat exhaustion, 

dehydration or hypothermia, allowing for timely medical intervention. The integration of WBANs into the 

battlefield environment will ensure the safe and effective operation and performance of the warfighter, 

ultimately leading to mission success and overall mission readiness. 

The health and well-being of disaster response teams are fundamental to successful operations (Memon et 

al., 2023). They provide early detection of monitored signals and physiological parameters at disaster sites, so 
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that the vital signs of medical team members can be continuously monitored to ensure they are in good working 

condition. Monitoring is critical to detect early signs of illness, exhaustion or stress before they affect their 

ability to respond effectively. In addition, WBANs can relay environmental data on factors such as exposure 

to hazardous materials or extreme temperatures, helping to protect response teams from hazards (Anbarasan 

& Natarajan, 2022). The use and deployment of WBAN in disaster response can indeed contribute not only to 

the safety and efficiency of response teams, but also to the improvement of post-disaster recovery operations 

(Damaševičius et al., 2023). 

WBANs have the potential to revolutionize the power source for augmented reality (AR) and VR systems, 

personalizing the experience and making it lightweight and seamlessly integrated at the physiological level 

(Selem et al., 2019). Enabled by biosensors (e.g., heart rate, stress biomarkers, and kinematic data) for real-

time feedback. Mobilizing WBANs provide perceptual gluing within AR/VR environments (Wang et al., 

2021). For example, in games or simulation-based training, adaptive algorithms could adjust difficulty levels 

or activate context-aware haptic feedback in response to a user's physiological state (e.g., level of arousal or 

fatigue) to optimize engagement and performance (Hong et al., 2024). Therapeutic applications also illustrate 

such synergy: in exposure therapy for anxiety disorders, WBANs enable closed-loop systems in which 

physiological measures are used as feedback to modulate therapeutic cues (e.g., from disease-state cortisol 

levels measured with implantable MR-PET sensors). This capability accounts for inter-patient variability in 

physiological responses and provides opportunities for precision medicine. The intelligent integration of 

WBANs with AR/VR is seen as a novel paradigm shift towards interactive, responsive digital ecosystems, our 

pioneering work, as highlighted in foundational work by Sahu & Pawar (2022). 

WBANs can monitor the health and behavior of livestock, which is essential to keeping animals healthy 

while improving their productivity. The use of WBANs in veterinary care helps to improve the level of animal 

health management, which will lead to the promotion of overall animal welfare (Postolache et al., 2021). In 

wildlife research, WBANs provide a less intrusive way to monitor the health and behavior of animals in their 

natural habitats. WBANs embedded in wildlife wearables is one technique to obtain such cognitive data on 

physiological parameters, activity routines, and environmental conditions by simulating similarities in the 

human body through natural habitats. Consider collecting data from animals and learning from it for wildlife 

conservation to understand health behaviors & ecological interactions within them along with basic animal 

biology (Dayoub et al., 2024). Figure 8 is an imaginary figure showing how WBAN applications can be used 

to monitor wildlife for various animals. 

 

Fig. 8. Employing WBAN's applications for wildlife monitoring 

Safety has been enhanced through integration with WBANs, such as Personal Emergency Response 

Systems, which are designed to provide immediate assistance in the event of an emergency. For example, 

WBANs are able to monitor vital signs 24/7, while detecting falls and automatically sending distress signals 

in case of such a health-related crisis (Raza et al., 2016). This real-time management and rapid response 

capability can also benefit high-risk populations, including the elderly or those with pre-existing conditions, 

for whom immediate intervention is an added layer of safety. Personal emergency response systems, when 
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embedded with WBANs, provide a more efficient way to monitor safety and quality of life, especially for these 

at-risk populations (Abdulmalek et al., 2022). 

WBANs play a critical role in the delivery of personalized content in the entertainment industry. WBANs 

continuously monitor physiological responses generated by the user in the form of heart rate, skin conductance, 

and body temperature, which provide criteria for suggesting content that is precisely tailored to an individual 

(Bhatti et al., 2022). Instead, the way the individual interacts with the game can be used to increase their 

immersion. Since gaming is essentially a form of physical activity, it can also be tracked as part of the same 

health monitoring WBANs. These applications of WBANs for use in an interactive gaming environment 

represent a major step forward, especially towards real-time adaptive and immersive games (Meharouech et 

al., 2019). 

Tab. 4. fields and applications of WBANs 

Application Key Benefits Challenges 
Type of  

Application 
Future Trends 

Healthcare and 

Medical(Zhong et 

al., 2022) 

Continuous monitoring, 

improved patient 

outcomes, early 

detection of health 

problems 

Privacy and 

security, sensor 

accuracy, 

integration with 

existing systems 

Medical 

Integration with AI and 

ML, improved sensor 

technology, wider 

deployment in remote 

areas 

Sports and Fitness 

(Raković & 

Lutovac, 2015) 

Improve athletic 

performance, prevent 

injury, optimize training 

Portability, data 

accuracy, device 

cost 

Sports and 

Fitness 

Advanced data 

analytics, better 

wearables, increased 

use in amateur sports 

Military and 

Defense 

(Jayasutha et al., 

2024; Prabagar et 

al., 2023) 

Real-time health 

monitoring, early 

detection of health 

issues, improved 

operational readiness 

Data security, 

environmental 

challenges, sensor 

battery life 

Military 

Improved device 

ruggedness, integration 

with advanced military 

systems, AI-driven 

health monitoring 

Emergency 

Response 

(Anbarasan & 

Natarajan, 2022) 

Continuous monitoring, 

improved responder 

safety and efficiency, 

environmental data 

collection 

Device durability, 

privacy, operational 

integration 

Emergency 

Better integration with 

IoT, enhanced 

environmental sensors, 

AI-driven decision 

support 

Augmented and 

Virtual Reality 

(Hong et al., 2024) 

Personalized and 

immersive experiences, 

real-time feedback, 

improved user 

engagement 

Technical 

complexity, ease of 

use, cost of 

implementation 

Entertainment/He

althcare 

More realistic 

simulations, broader use 

in healthcare and 

education, better user 

interfaces 

Animal Health and 

Monitoring 

(Postolache et al., 

2021) 

Improved animal health 

management, 

continuous data 

collection, non-invasive 

monitoring 

Sensor attachment 

and durability, data 

accuracy, animal 

stress 

Veterinary/Wildli

fe 

Smaller, more efficient 

sensors, better data 

analysis tools, wider 

adoption in wildlife 

research 

Personal 

Emergency and 

Security 

(Abdulmalek et 

al., 2022) 

Enhanced personal 

security, real-time 

monitoring, rapid 

response capability 

Device battery life, 

false alarms, 

privacy concerns 

Personal Safety 

Integration with smart 

home systems, 

improved sensor 

accuracy, AI-driven 

alerts 

Entertainment and 

Gaming (Mohanty 

et al., 2023) 

Personalized content, 

enhanced gaming 

experience, active 

lifestyle promotion 

User privacy, data 

accuracy, device 

cost 

Entertainment 

Enhanced VR and AR 

integration, more 

interactive experiences, 

improved physiological 

monitoring 
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6. CHALLENGES IN WBAN 

Despite their many benefits, WBANs face several challenges that hinder their widespread adoption and 

effective implementation. These challenges can be broadly categorized into technical, ethical, and non-

technical concerns. The following are some of the key challenges that must be addressed to ensure the 

successful deployment of WBAN technology. Several key challenges have been identified based on the most 

common problems encountered in various application domains. These challenges are inextricably linked to the 

unique characteristics of WBAN within each domain. A comprehensive summary of these challenges, along 

with the corresponding application-specific characteristics, is presented in Table 5. 

WBANs are heterogeneous, with different types of sensors and actuators throughout the network. These 

differences cause variations in the measurements made by sensor nodes (Selem et al., 2021). Some applications 

receive real-time data, while others receive periodic readings. Data can also be classified as priority or non-

priority. WBANs must support a wide range of data types, from real-time audio and video content to 

continuous signals such as ECG and EMG (Sagar et al., 2021). 

The role of MAC protocols is critical in managing this complexity. Activities such as body movement, 

posture changes, and environmental changes can cause sudden changes in data context. Therefore, MAC 

protocols for WBANs should support dynamic resource allocation (Olatinwo et al., 2023). Fixed Slot 

Allocation in MAC Protocols Does Not Meet the Needs of Heterogeneous and Dynamic WBAN Traffic. 

Several approaches have been proposed to address context awareness in WBANs. For example, an emergency 

alerting mechanism is proposed by Rhayem et al. (2021)which operates only when no other node is scheduled 

to transfer data. Another approach involves using a wake-up signal or wake-up radio (Mikhaylov & Karvonen, 

2020; Kim, 2025) to switch nodes from sleep to active mode, although this adds complexity and cost to the 

hardware. An approach to support context-aware WBANs which have no computational resources to process 

context is discussed (Wang et al., 2022). 

Energy efficiency is a challenging aspect when considering the deployment of WBAN due to the limited 

power source in sensor nodes. Since WBAN sensors are battery-powered devices, optimizing their lifetime is 

a must. While low-cost wearable sensors can be easily recharged or replaced, implanted sensors become a 

significant battery drain problem when replacement is not easy due to complex and expensive surgical 

procedures. Energy optimization in WBANs can be achieved by several methods, such as optimal design of 

the physical and medium access control (MAC) layers, efficient communication models (single-hop or multi-

hop), and application of adaptive duty cycling to avoid unnecessary power dissipation. 

Several studies have investigated approaches to improve energy efficiency in WBANs. For example, Rana 

et al. (2024) propose a TDMA-based MAC protocol for a multi-class WBAN architecture consisting of three 

layers: sensor nodes in the first layer, master nodes in the second layer, and a monitoring station in the third 

layer. In this model, master nodes aggregate data from sensor nodes and forward it to the monitoring station. 

However, a major limitation of this approach is its stationary network design, which struggles with efficiency 

when the patient moves. The varying distances between sensor nodes and controller nodes introduce additional 

energy overhead, reducing the overall efficiency. 

In addition, the study in Kareem & Rajesh (2025) explores energy efficiency using a path loss model for 

WBAN communication over the human body. Addressing energy efficiency in WBANs is critical to ensuring 

their long-term viability, especially in real-time health monitoring and medical applications. Future research 

should focus on the development of energy-aware protocols, low-power hardware solutions, and dynamic 

routing algorithms to further optimize power consumption in WBAN environments. 

Secure communication in WBAN is important because data in WBAN must be kept confidential, so only 

authorized nodes can use and access transmitted information, and the authenticity of incoming data must be 

verified. Security attacks such as eavesdropping, false alarms, and false data injection can have serious 

consequences, including patient death. Therefore, Security in WBANs should be addressed at various layers, 

including the physical, MAC, and network layers (Anitha & Priya, 2024). However, implementing security 

measures adds overhead and reduces energy efficiency. In Pathak & Singh (2021), A lightweight security 

scheme based on biometric techniques is proposed to enable low-overhead message authentication in WBANs. 

This approach proves to be energy efficient. Authentication methods in WBANs include human facial features, 

hand characteristics, and EEG signals, with ongoing improvements in both academia and industry. An ideal 

authentication approach involves the use of unique human body characteristics, which can be complex, 

especially when patients connected to one WBAN come into proximity with another. Identifying which 

network a patient belongs to is critical. In Demin Jiang et al. (2022), explores node identification based on 
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biometrics. According to Al Barazanchi et al. (2024) by establishing trust between network nodes, WBAN 

security can be improved. 

Quality of Service (QoS) is a critical issue in WBANs that is different from that in Wireless Sensor 

Networks. QoS requirements in WBANs depend on the sensitivity of the applications and the nature of the 

data being transported. For example, systems that monitor critical patients require immediate data delivery, as 

delays can have catastrophic consequences (Sun & Sun, 2024). According to Chen (2024) setting QoS 

parameters for distributed healthcare systems is challenging due to the unpredictable nature of the WBAN 

environment. Traditionally, QoS has included metrics such as latency, transmission power, reliability, and 

bandwidth reservation. 

Tab. 5. Comprehensive overview of wearable applications: Characteristics and associated challenges 

Application Characteristics Challenges 

Medical 

monitoring 

• Continuous vital tracking (heart rate, ECG, 

etc.) 

• Real-time data transmission• Early anomaly 

detection 

• Reliability (low BER, minimal delay) 

• Energy-efficient implanted nodes• Bandwidth 

efficiency for mixed data 

• Energy constraints (implanted sensors) 

• Data security and privacy 

• QoS: prioritizing critical data 

• Biocompatible, low-power hardware design 

• Integration with telemedicine platforms 

Sports and 

fitness 

• Real-time athlete monitoring (HR, temperature, 

motion) 

• Performance feedback for training 

• Scalability & dynamic deployment 

• Human-centric, non-invasive design 

• Energy-efficient wearable devices 

• Motion-induced wireless interference 

• Rugged, durable sensor hardware 

• Accurate sensing during high activity 

Military and 

defense 

• Real-time communication of soldier status 

• Health, fatigue, and environmental monitoring 

• Integrated in gear (helmets, uniforms) 

• Reliable in harsh conditions 

• Scalable communication across battlefield 

• Secure wireless data (data integrity) 

• Wireless propagation issues 

(mobility/shadowing) 

• QoS for real-time alerts 

• Minimal hardware weight & bulk 

Emergency 

response 

• Sensing ambient + physiological data 

• Alerts for toxins/heat/health risks 

• Tracks location in hazardous zones 

• Bandwidth-efficient data handling 

• Highly reliable and scalable systems 

• Sensor heterogeneity (diverse data types) 

• Timely QoS mechanisms 

• Energy constraints during prolonged use 

• Dependable wireless connectivity 

Augmented/virt

ual reality 

(AR/VR) 

• Immersive experience through motion sensors 

• Wireless streaming of media and motion 

• Gamified user interaction 

• High data-rate transmission 

• User-centric, lightweight wearables 

• Sensor diversity handling 

• Lightweight, ergonomic hardware 

• Low-latency, high-throughput processing 

• Battery life constraints for real-time gaming 

Animal health 

monitoring 

• Non-human physiological/environmental 

monitoring 

• Deployment in natural, uncontrolled settings 

• Adaptive communication in wild habitats 

• Wireless propagation issues due to 

terrain/animals 

• Node deployment and durability in nature 

• Continuous connectivity and power supply 

Animal health 

monitoring 

• Monitors physiological signs in livestock/pets 

• GPS/motion for herd behavior tracking 

• Deployed in uncontrolled/natural settings 

• Energy harvesting for longevity 

• Non-invasive, animal-safe hardware 

• Wireless reliability in variable environments 

• Robust, weatherproof design 

• Habitat-adapted communication channels 

Personal 

emergency/secu

rity systems 

• Continuous, non-reactive sensor monitoring 

• Location + vital sign tracking for vulnerable 

individuals 

• Alerts caregivers/medical responders 

• Simple, human-centric wearability 

• High security for personal data 

• Instantaneous alert mechanisms (QoS) 

• Continuous operation power demand 

• Reliable connectivity anywhere 

Entertainment 

and gaming 

• Gesture-controlled or motion-based interaction 

• Real-time data for immersive gaming 

• Used in AR/VR, music, and social devices 

• Focused on user enjoyment and ease 

• Data privacy for interaction streams 

• Efficient use of battery for long sessions 

• Ergonomic, comfortable hardware 

• Responsive sensor fusion & feedback 
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Designing appropriate hardware for WBANs, especially sensor nodes attached to or implanted in the human 

body, is a critical task (Nawaz et al., 2024). The design must be compatible with human tissue and consider 

the radio frequency environment. Antenna design is particularly challenging, as factors such as antenna gain, 

polarization, sensitivity, and non-line-of-sight connectivity to access points must be addressed (Arnaoutoglou 

et al., 2024). Ultra-wideband technologies have attracted research interest due to their ability to improve SNR 

levels at the receiver. 

Wireless propagation is critical to communication between WBAN nodes. Because nodes are attached to 

the body, patient mobility can affect wave propagation, with devices on the back of the body experiencing 

shadowing effects. Nodes must also account for dynamic environments with movements such as twisting and 

walking, as well as multipath propagation. In the case of implanted devices, their position affects wave 

propagation. Accurate propagation models are needed to predict the impact of realistic channels on network 

performance, and to help design more effective WBAN architectures and routing algorithms (Ameen et al., 

2024). Body area network (WBAN) ultra-wideband (UWB) channel models have recently gained interest, and 

various simulations and experiments have been conducted to develop appropriate models. While there is a 

limited literature on WBAN channel models, no general model exists that comprehensively accounts for factors 

such as gender, age, and application type (Faust et al., 2025). 

7. CONCLUSION 

Recent wireless communication technologies using networks such as WBANs represent a significant 

advancement in healthcare systems, as they may offer unique opportunities for continuous and real-time health 

monitoring, escalating with cycle-by-cycle physiological state estimations. In summary, the purpose of this 

paper is to present a comprehensive review of WBANs and related works through their characteristics, 

challenges, and applications. It has shown the fundamental differences between WBANs and other wireless 

sensor networks, especially in a medical environment where data reliability, energy efficiency of operation 

and security are critical. The research has highlighted the current challenges and future work of WBAN 

technology, which require more energy-efficient solutions with strong security mechanisms compliant with 

implantable biocompatibility. It also highlighted the different types of communication technologies that can 

be used in WBANs to improve their performance and robustness. The paper also identified important open 

issues in the field, particularly in the areas of fault tolerance and reliability, as well as interference management, 

and proposed a new architecture tailored to these needs. These are important advances for promoting the 

adoption of WBANs in medical and non-medical domains, including sports, military operations, or emergency 

response. Looking ahead, it is clear that there will be enormous research and innovation challenges to realize 

their full potential. This will require not only new technologies, but also addressing the ethical and regulatory 

issues surrounding their deployment. Future work in this area should explore comprehensive WBAN 

configurations, the compatibility of all types of communication technologies for different environments, and 

capabilities that can be realized as complete network systems. 
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