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INVESTIGATION OF CHANGES IN THE LEVEL OF NETWORK SECURITY
BASED ON A COGNITIVE APPROACH
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Abstract. A study was conducted on the impact of the most significant threats on the level of network security based on the examination of impulse
processes on a fuzzy cognitive map. A topological analysis of the structure of the cognitive map was performed, simplicial complexes were constructed,
and their structural vectors were determined. Based on the obtained data, a set of control and target concepts of the fuzzy cognitive map was formed,
and the relationships between these concepts within the simplicial complexes were established. Taking this information into account, a study
was conducted on the change in the level of computer network security using the propagation of impulses introduced into the control concepts of the fuzzy
cognitive map. The results obtained enable an increase in the level of network security by considering the impact of the most significant threats through
timely managerial decisions and the implementation of necessary software and technical measures.
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BADANIE ZMIAN POZIOMU BEZPIECZENSTWA SIECI
W OPARCIU O PODEJSCIE KOGNITYWNE

Streszczenie. Przeprowadzono badanie wplywu najwazniejszych zagrozen na poziom bezpieczeristwa sieci w oparciu o badanie proceséw impulsowych
na rozmytej mapie kognitywnej. Przeprowadzono analize topologiczng struktury mapy kognitywnej, skonstruowano uklady proste i okreslono ich wektory
strukturalne. Na podstawie uzyskanych danych utworzono zestaw pojec¢ kontrolnych i docelowych rozmytej mapy kognitywnej oraz ustalono relacje miedzy
tymi pojeciami w ramach ukladéw prostych. Biorgc pod uwage te informacje, przeprowadzono badanie zmiany poziomu bezpieczenstwa sieci
komputerowej za pomocq propagacji impulsow wprowadzonych do koncepcji sterowania rozmytej mapy kognitywnej. Uzyskane wyniki umozliwiajg
zwigkszenie poziomu bezpieczenstwa sieci poprzez uwzglednienie wplywu najwazniejszych zagrozen poprzez podejmowanie w odpowiednim czasie decyzji

menedzerskich oraz wdrazanie niezbednego oprogramowania i srodkoéw technicznych.

Stowa kluczowe: zagrozenia, bezpieczenstwo sieci, sie¢ komputerowa, model kognitywny, analiza uproszczona, proces impulsowy

Introduction

In the modern world, computer networks represent the main
driving force of technological progress and facilitate the rapid
exchange of information. At the same time, the increasing number
of cyber threats and network attacks necessitates effective
measures to protect the confidentiality, integrity, and availability
of data circulating within information and communication
systems. Therefore, the issues related to ensuring the reliable
and secure operation of computer networks and enhancing their
level of protection are of significant importance.

Modern scientists pay considerable attention to the study
of network security. For example, the authors of work [4]
analyzed methods and means of protecting computer systems from
unauthorized access and information leakage transmitted over
communication channels. Work [1] reflects the improvement
of the information security model of the computer network
through the use of weight coefficients for various types of internal
and external network attacks. In [11], an innovative model of ATP
attacks based on semi-supervised learning and complex
network characteristics is proposed. Article [9] is dedicated
to the integration of heterogeneous threat data collected from
security and event management systems to reconstruct multi-stage
attack scenarios. The authors of work [10] presented a study on
the applicability of an improved V-detector algorithm
for detecting network intrusions. Work [3] demonstrates
a taxonomy of network threats and associated tools for carrying
out attacks, and analyzes the impact of current datasets
on intrusion detection systems. Based on a deep learning
approach, a hierarchical network for detecting malicious traffic
at the packet level is proposed in [8]. In work [7], a cognitive
model is developed to determine changes in the level of network
security, which is based on a constructed fuzzy cognitive map
(FCM). A structural analysis of the studied FCM was conducted,
which allowed for the identification of the most significant
network threats; however, it did not enable the determination
of the connectivity between them or the distinction of the main
control and target concepts of the FCM. To address these issues,

it is advisable to conduct a simplicial analysis of the studied FCM,
and based on the obtained results, perform impulse modeling,
which will contribute to determining the changes in the level
of network security and other target concepts when disturbances
are introduced into the most significant control concepts
of the FCM.

1. Study of the structure of the FCM based
on simplicial analysis

In the process of conducting simplicial analysis, the cognitive
map is considered as a relation between the elements of a set
of vertices and a given family of non-empty subsets of these
vertices — simplices. A simplex cr;" is defined as a set of elements
that corresponds to a specific element v; in relation A of dimension
p, and their collection forms a simplicial complex K,(Y; 1):
by rows (vertices are encoded as X ) or K, (X; A"): by columns
(vertices are encoded as Y) of the matrix A. Thus, the sets
of vertices and their corresponding simplices form simplicial
complexes K. In this case, the problem of studying
the connectivity structure of the complex K is reduced
to constructing g-equivalence. For this purpose, for each value
of dimension ¢ =0,1,2,..,dimK (dimK - the maximum
dimension of the complex) it is possible to determine the number
of different equivalence classes Q,. This operation is called
the g-analysis of the simplicial complex K, and the vector
Q = {Qgimk, ->Q1,Qo} is the first structural  vector
of the complex, which allows for establishing the connectivity
of the complexes at all levels q [2].

To conduct the simplicial analysis, the FCM [7] will be used,
as shown in Figure 1, along with the corresponding adjacency
matrix (Table 1).

The values of relationships between the concepts
of the studied FCM will be structured by converting the fuzzy
values of the elements of the adjacency matrix to the values
of "-1", "0", and "1", according to the conditions outlined
in Table 2.

artykut recenzowany/revised paper

D

IAPGOS, 4/2024, 82-85

This work is licensed under a Creative Commons Attribution 4.0 International License.
Utwér dostepny jest na licencji Creative Commons Uznanie autorstwa 4.0 Miedzynarodowe.



p-ISSN 2083-0157, e-ISSN 2391-6761

Natural and
Technogenic
Phenomena (K11)

Disclosure of
Information by the
User (K6)

4

Unintentional
Actions, User Errors
in the Network (K7)

IAPGOS 4/2024

Reliability and Fault
Tolerance of Technical
and Software Tools

(K8)

Security of the
Computer Network
(K9)

83

Network Attacks
by Malicious
Actors (K1)

Malicious
Spamming (K2)

Malware (K3)

Physical Impact
on the Network by
Malicious Actors (K4)

Fault Tolerance

of Network Services Malicious DoS
(K10) * Attacks (K5)
Fig. 1. FCM of the Study of Changes in the Level of Network Security
Table 1. Adjacency Matrix of the Studied Cognitive Map
Kl | K | Ky | Ky | K K¢ K Kg Ko Ko Ky
K 0 0 0 0 0 0 0 0 -0.85 0 0
K, 0 0 0 0 0 0 0 0 -0.15 -0.5 0
K5 0 0 0 0 0 0 0 0 -0.9 -0.61 0
Ky 0 0 0 0 0 0 0 -0.38 0 -0.75 0
Kg 0 0 0 0 0 0 0 0 0 -0.98 0
Kg 0 0 0 0 0 0 0 0 -0.75 0 0
K. 0 0 0.5 0 0 0.58 0 -0.55 -0.65 0 0
Kg 0 0 0 0 0 0 0 0 0.55 0 0
Ky 0 0 0 0 0 0 0 0 0 0 0
Ko 0 0 0 0 0 0 0 0 0.55 0 0
K1 0 0 0 0 0 0 0 0 -0.82 0 0
Table 2. Conditions for Transition from Fuzzy Values of Adjacency Matrix Elements to Values of "-1", "0", "1"
Interval corresponding to the strength of connection between concepts Assigned new value
of the adjacency matrix 9
[1,0 -1
[0; 0.5) 0
[0.5;1] 1
Table 3. Ordered Transition Matrix
Yo | Yo | Y8 | ¥ | yiu | v | v2 | ¥s | va | ¥s | ¥ | q©
X7 1 0 1 1 0 0 0 0 0 0 0 2
X 1 1 0 0 0 0 0 0 0 0 0 1
X3 1 1 0 0 0 0 0 0 0 0 0 1
X4 0 1 1 0 0 0 0 0 0 0 0 1
X1 1 0 0 0 0 0 0 0 0 0 0 0
X5 0 1 0 0 0 0 0 0 0 0 0 0
Xe 1 0 0 0 0 0 0 0 0 0 0 0
Xg 1 0 0 0 0 0 0 0 0 0 0 0
X10 1 0 0 0 0 0 0 0 0 0 0 0
X1 0 0 1 0 0 0 0 0 0 0 0 0
Xg 0 0 0 0 0 0 0 0 0 0 0 -1
q¥ 6 3 2 0 -1 Al a2l al a1l
Using the obtained transition matrix, the dimensions Analyzing the ordered transition matrix, structural vectors:
of the simplices of the complexes K,(Y; A) and K,(X; A") Qx = {Quimk ~»Qq» -, @1, Qo} for the complex K,(Y,2) and
will be determined: Qy = {Qaimk, -»Qqr -, Q1, Qo} for the complex K, (X,2%), will

q=2XlaA;—1 (1)
i)

According to the rule: ¢"? > ¢{"” > .. > 0> —1 the i-th
rows will be ordered from top to bottom, and the j-th columns
from left to right.

After completing all the aforementioned actions, an ordered
transition matrix will be obtained (Table 3).

The  simplicial  complexes K, (Y,4) ={o;}  and
Ky(X,2") = {o,"}, are constructed from simplices arranged
in descending order of their dimension:

K. (Y, 1)
* ® _(10) _(11) _(9)
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»Yg 291

)
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o

be formed, considering that a simplex constitutes a separate
equivalence class if it contains at least one vertex that is not
a vertex of any other simplex of higher dimension.
As a result, the following connectivity values are obtained:
1. For K, (Y, 2):
q=2,Q,=1{x/};
q= 1! QI = 41 {x7}J {xZ}l {X3}. {X4,};
q=0,0, = 1,{all except xq}.
2. For K, (X, 1*):
q="60Q=11{xo};
q=3,03 = 2,{xo}, {x10};
q=2,Q2 = 3,{xo}, {x10}, {xs};
qg = 0,0, = 1,{all except x4, x5, X3, X4, X5, X7, X11}-
Thus, the structural vectors of complexes K,(Y,21)
and K,(X,A*) can Dbe represented as: Q,={141}
and Q, = {1 2 3 1}, respectively.
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It should be noted that the studied cognitive map does not
have connected concepts. As a result, the simplices of the highest
dimension are formed by concepts such as K,, K,, K; and K,.
Considering the obtained results and the most significant threats
to network security identified based on the cognitive approach [7],
the validity of which has been confirmed using multiple regression
analysis [6], it is advisable to select K,, K; and K,. Regarding
the target concepts, they may include Ko, K;, and Kg.

2. Analysis of impulse processes on cognitive map

Utilize the obtained results of the topological analysis
of the studied cognitive model to examine a situation
that demonstrates how changes in the activation level of the most
significant controlling concepts affect the target concepts
of the cognitive map in determining the level of security
of the computer network. The impulse method of quantitative
analysis of the cognitive map (CM) will be applied. This method
involves analyzing the system's dynamics due to the propagation
of an initial disturbance — an impulse introduced into one
or several controlling concepts of the CM. During modeling,
the impulse sequentially moves along the arcs of the CM, each
of which has a weight that determines the change in the impulse's
magnitude as it passes through. Thus, it is necessary to model
the impulse propagation processes of disturbances introduced into
one or several controlling concepts. This problem will be solved
by calculating the transitive closure matrix M [5]:

M=E+W+W2+-+W" (2)
where E — unit matrix W — adjacency matrix of the FCM;
n — order of matrix W (in our case n = 11).

After performing all the necessary calculations for the studied
FCM, the transitive closure matrix is obtained (Table 4).

By analyzing the elements of the transitive closure matrix,
conclusions can be drawn about the presence of simple impulse
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effects that define the system's initial state when an external
influence impacts one of the elements corresponding to the i-th
concept of the FCM.

For a simple impulse process with the initial vertex K;
the impulse is calculated as follows:

p; = {an element i,j of the matrix W™} 3)

The value of vertex K; at discrete time points t = 0,1,2,...,m
is determined by the formula [5]:

V;i(t) = V;(0) + {element i,j of the matrix M} 4

Considering the above formula, it can be concluded that
a simple impulse process with the input vertex K; (network attacks
by malicious actors) leads to a reduction in the value of the target
concept Ky (security of the computer network) to 0.85 (under zero
initial conditions).

If, under the same initial conditions, vertex K, (disclosure
of information by the user), is selected as the input vertex,
a decrease in network security to 0.75.

It is worth noting that impulse modeling serves as a powerful
tool for visualizing the dynamics of the cognitive map and its
resilience to external influences. By introducing perturbations into
specific vertices of the cognitive network, the evolution
of the system over time can be analyzed, observing transitions
from one state to another.

At the same time, each impulse reflects the degree of activity
or importance of the concepts within the system. Based on the data
obtained from the transitive closure matrix, it can be concluded
that when an impulse is introduced into the concept K
(unintentional actions, user errors in the network), the security
of the computer network will decrease to a maximum value (2.01).
This indicates that the concept K- is key among all the controlling
concepts of the studied cognitive model, and thus it requires
special attention, as its activation may lead to leaks of confidential
information, disruption of network operations, loss of access
to information resources, and other negative consequences.

Table 4. The Transitive Closure Matrix of the FCM for determining changes in network security levels

K L€’ K Ky Ky Kq K; Kg Ko Kio Ky
Ky 1 0 0 0 0 0 0 0 -0.85 0 0
K, 0 1 0 0 0 0 0 0 -0.43 -0.5 0
K; 0 0 1 0 0 0 0 0 -1.24 -0.61 0
K, 0 0 0 1 0 0 0 -0.38 -0.62 -0.75 0
K 0 0 0 0 1 0 0 0 -0.54 -0.98 0
Kq 0 0 0 0 0 1 0 0 -0.75 0 0
K. 0 0 05 0 0 0.58 1 -0.55 -2.01 -0.31 0
Kq 0 0 0 0 0 0 0 1 0.55 0 0
Kq 0 0 0 0 0 0 0 0 1 0 0
Ky 0 0 0 0 0 0 0 0 0.55 1 0
Ky 0 0 0 0 0 0 0 -0.82 -0.45 0 1

2. Experimental study of the evolutionary
development of the system

Particular interest lies in the simultaneous activation
of the most significant controlling concepts of the cognitive model
for network security identification, as in this case, the security
of the computer network is maximally weakened (to 3.86).
At the same time, a significant decrease in other target concepts
is observed, namely Kg(reliability and fault tolerance of technical
and software tools) (to 0.93) and K, (fault tolerance of network
services) (to 1.67) (Fig. 2).

Figure 2 primarily reflects the quantitative trends in changes
to network security under the influence of the most significant
threats. This, in turn, serves to optimize timely comprehensive
decision-making, including management, technical, and software
aspects, with the aim of enhancing the level of network security.

Thus, the results obtained from the simplicial and impulse
analysis of the cognitive model investigating the impact of threats
to computer network security will contribute to improving
the quality of forecasting and management of network security.

They provide an opportunity to make timely decisions to enhance
network protection and implement necessary mechanisms
for prevention, protection, and access control at appropriate levels
of the network infrastructure.
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Fig. 2. Evolutionary development of the studied cognitive model upon
the introduction of impulses into the most significant concepts
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3. Conclusions

This work investigates the impact of threats on the security
levels of computer networks. To identify the most significant
controlling and target concepts of this cognitive model,
a simplicial analysis of its structure was conducted. Specifically,
complexes were constructed that include a sequence of simplices
ordered by decreasing dimensionality. Structural vectors were
determined, which allowed for the identification of absent
connected concepts within the studied system and the formation
of a set of the most significant controlling concepts:
K; (unintentional actions, user errors in the network),
K3 (malicious software), K, (physical influence on the network
from an attacker), as well as a set of target concepts: Ky (security
of the computer network), K;, (fault tolerance of network
operation), and Kg (reliability and fault tolerance of technical
and software tools).

In addition, the analysis of the constructed transitive closure
matrix of the subject area cognitive map allowed us to establish
that when an impulse is introduced into the concept
K (unintentional actions, user errors in the network), the security
of the computer network will decrease to a maximum value (2.01).
The evolutionary development of the studied cognitive map
when impulses are introduced into the most significant concepts
has been visually demonstrated.

The obtained results will contribute to assessing the resilience
of the computer network against various threats, developing
priorities for responding to network threats, identifying potential
vulnerabilities in the network, forecasting information security
risks, and, as a result, formulating recommendations and strategies
to enhance the security level of the computer network.
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