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Abstract. This article investigates contemporary advancements in information security technologies, with a focus on automated access control systems 

and their integration with biometric solutions. Particular emphasis is placed on the potential of facial recognition technologies to strengthen security 
protocols and streamline access management for restricted areas. A Python-based implementation utilizing the OpenCV library is presented, 

demonstrating real-time recognition capabilities and dynamic visitor data handling. In contrast to earlier conceptual works, this study provides a detailed 

description of the applied recognition algorithm, training procedure, and evaluation methodology. The system was tested in 200 experimental trials 

with 20 participants under varying conditions, including changes in lighting, distance, and partial occlusions such as masks and sunglasses. Performance 

metrics – accuracy, precision, recall, and F1-score – were calculated based on confusion-matrix analysis. The results confirm that the proposed prototype 

ensures reliable operation in diverse environments, offering a scalable and cost-effective solution for enhancing access control mechanisms. By combining 
technical rigor with practical implementation, the study underscores the feasibility of adopting facial recognition systems to improve both security 

and operational efficiency. 
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ZASTOSOWANIE TECHNOLOGII ROZPOZNAWANIA TWARZY W CELU ZWIĘKSZENIA 

KONTROLI W SYSTEMACH BEZPIECZEŃSTWA INFORMACYJNEGO 

Streszczenie. Artykuł analizuje współczesne osiągnięcia w dziedzinie technologii bezpieczeństwa informacji, ze szczególnym uwzględnieniem 

zautomatyzowanych systemów kontroli dostępu oraz ich integracji z rozwiązaniami biometrycznymi. Szczególny nacisk położono na potencjał technologii 
rozpoznawania twarzy w zakresie wzmacniania protokołów bezpieczeństwa i usprawniania zarządzania dostępem do obszarów chronionych. 

Przedstawiono implementację w języku Python z wykorzystaniem biblioteki OpenCV, demonstrującą możliwości rozpoznawania twarzy w czasie 

rzeczywistym oraz dynamicznego przetwarzania danych dotyczących odwiedzających. W przeciwieństwie do wcześniejszych prac koncepcyjnych, niniejsze 
badanie zawiera szczegółowy opis zastosowanego algorytmu rozpoznawania, procedury uczenia oraz metodologii oceny. System został przetestowany 

w 200 próbach eksperymentalnych z udziałem 20 uczestników w różnych warunkach, obejmujących zmiany oświetlenia, odległości oraz częściowe 

zasłonięcia, takie jak maseczki i okulary przeciwsłoneczne. Miary wydajności – dokładność, precyzja, czułość (recall) i miara F1 – zostały obliczone 
na podstawie analizy macierzy pomyłek. Uzyskane wyniki potwierdzają, że zaproponowany prototyp zapewnia niezawodne działanie w zróżnicowanych 

środowiskach, oferując skalowalne i opłacalne rozwiązanie na rzecz poprawy mechanizmów kontroli dostępu. Łącząc rygor naukowy z praktyczną 

implementacją, badanie podkreśla realne możliwości wdrożenia systemów rozpoznawania twarzy w celu zwiększenia zarówno bezpieczeństwa, jak 
i efektywności operacyjnej. 

Słowa kluczowe: rozpoznawanie twarzy, bezpieczeństwo informacyjne, systemy zautomatyzowane, kontrola dostępu, technologie biometryczne, analiza danych 

Introduction 

Currently, modern security and access control systems face 

increasingly complex environments along with ever-growing 

demands for higher security standards. Among various biometric 

technologies, face recognition systems [8, 19] have emerged 

as particularly effective tools due to their ability to integrate 

seamlessly into such contexts. However, regardless of the specific 

facial recognition system, it is crucial to strike a balance between 

accuracy, processing speed, reliability, and cost-effectiveness. 

This continuous process of optimization ensures that such systems 

can perform reliably even in diverse and challenging operational 

conditions [3, 20]. 

While the potential for facial recognition systems to improve 

access control and security is widely acknowledged, fundamental 

research on their optimization for specific applications remains 

limited. One area that shows promise is the integration of facial 

recognition technology with automated access control points, 

which could enhance the efficiency and effectiveness of security 

protocols [7, 12]. Recent advancements in the field have 

introduced methods such as the application of machine learning 

algorithms, feature extraction techniques, and real-time processing 

approaches to address some of these challenges [1]. However, 

factors such as environmental lighting conditions, facial 

occlusions, and database scalability continue to significantly 

impact system performance [9]. Despite these innovations, many 

studies fail to address the practical challenges of deploying such 

systems in environments that demand very high security levels, 

such as critical infrastructure or highly restricted zones [14]. 

This research gap highlights the need to design and optimize 

facial recognition systems specifically for real-world applications, 

particularly in access control scenarios where robustness 

and reliability are paramount. The objective of this paper 

is to explore methods for integrating face recognition technologies 

with automated access control systems, while emphasizing 

cost efficiency and system performance. It is argued that optimal 

results can only be achieved through a thoughtful combination 

of software and hardware components [6]. 

To assess the effectiveness of facial recognition systems, 

various key performance metrics must be studied. These include 

recognition accuracy, processing speed, and adaptability to diverse 

operational conditions [13]. Moreover, practical considerations, 

such as integrating these systems into existing infrastructure, 

managing biometric databases, and addressing the impact 

of environmental factors, are also crucial for ensuring successful 

deployment. 

Finally, to facilitate the broader adoption of biometric 

technologies in modern security frameworks, this paper 

provides practical recommendations for implementing facial 

recognition systems in high-security environments. By focusing 

on optimization strategies, it paves the way for achieving reliable 

and efficient performance in access control applications [1, 9]. 

1. Materials and methods 

Facial recognition technology provides a highly accurate 

method for controlling access to restricted areas. The technology 

is designed to integrate seamlessly with existing video 

surveillance and access control systems while offering 

customization options to adapt to specific requirements in high-

security environments. By analyzing unique facial features, such 

as the arrangement of eyes, nose, and mouth, facial recognition 

systems identify individuals by comparing their captured image 

with a database of registered profiles [10, 21]. This approach 
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ensures reliable authentication and enhanced security in a variety 

of applications. 

The system was developed using Python, a versatile and high-

level programming language that is widely adopted for tasks 

involving data processing, machine learning, and artificial 

intelligence. Python's simplicity and extensive library support 

make it an ideal choice for implementing facial recognition 

systems [5, 11]. Real-time image and video processing was 

achieved through the use of OpenCV, an open-source library 

specifically designed for computer vision tasks. OpenCV includes 

pre-trained algorithms, such as Haar cascades, which enable 

efficient face detection and recognition. In addition, for identity 

verification, the Local Binary Patterns Histograms (LBPH) 

algorithm was employed, which extracts texture descriptors from 

facial regions and compares them with a pre-registered database. 

This method was chosen due to its robustness against illumination 

changes and partial occlusions. 

The facial recognition system was designed to achieve 

several objectives, including recording entry and exit times 

for individuals, as well as linking unidentified images with 

corresponding identification data. This functionality enhances 

security by enabling real-time tracking of personnel movements 

and providing timely responses to potential threats. For instance, 

when an employee enters or exits a restricted area, the system logs 

their time of access. If the access time exceeds a pre-defined 

threshold, the system automatically flags the employee as "late". 

This data is then sent to the database to generate detailed 

attendance reports and perform analyses on schedule 

compliance [2]. 

To validate the proposed approach, a prototype access control 

point was developed. The prototype consisted of a camera 

for capturing facial images, an Arduino microcontroller to manage 

the electromechanical lock, and the lock itself to control physical 

access. The cohesive integration of these components into a robust 

hardware setup is illustrated in Fig. 1. For experimental validation, 

a local dataset of 20 participants was created, with each participant 

providing 50 images under varying lighting conditions and poses 

(total 1000 images). The dataset was split into 70% training 

and 30% testing subsets, and additional live trials were carried 

out. Each subject performed 10 real-time access attempts, 

resulting in 200 test attempts in total. The system operates 

as follows: When an individual approaches the access point, 

the camera captures an image, and the facial recognition algorithm 

processes the image to detect and analyze the person's face. 

If a match is found in the database, the Arduino microcontroller 

triggers the lock mechanism, granting access for a specified period 

[4, 15]. Conversely, if no match is detected, the system denies 

access and keeps the door securely locked. 

This integration of software and hardware demonstrates 

the practicality of facial recognition technology for real-world 

security applications. By automating the identification 

and authentication process, the system significantly enhances 

access control measures while providing detailed monitoring 

and reporting capabilities. As a result, this approach not only 

strengthens security but also ensures efficient personnel 

management in high-security environments. 

A facial recognition-based access control system 

was developed as a simple prototype using Python and Arduino, 

with the implementation illustrated in Fig. 2. The system utilizes 

OpenCV for real-time face detection and communicates via serial 

interface to control the status of the door mechanism [16]. Video 

frames are captured and processed by OpenCV’s Haar Cascade 

classifier, which identifies facial features. Upon detecting a face, 

a signal is sent to the Arduino to activate the door mechanism, 

allowing access. 

While functional as a prototype, the system has potential 

for further development. Improvements could include the use 

of advanced deep learning algorithms to achieve higher detection 

accuracy, the implementation of access logging features to track 

usage, support for detecting multiple faces simultaneously, 

and the addition of error-handling mechanisms to enhance 

reliability and scalability for real-world applications. 

The Fig. 1 illustrates the hardware implementation 

of the facial recognition access control prototype. The setup 

consists of a camera module connected to a PC running Python 

and OpenCV, an Arduino Uno microcontroller, and a servo-based 

electromechanical lock. The camera captures facial images, which 

are processed in real time by the recognition algorithm (Haar 

cascade for detection and LBPH for identification). If the captured 

face matches a registered profile in the database with a confidence 

level above the predefined 75% threshold, the Arduino receives 

a control signal and activates the lock mechanism for a limited 

duration. Otherwise, access is denied and the lock remains 

engaged. This experimental configuration demonstrates 

the integration of sensing, processing, and actuation components 

in a unified system. It validates the feasibility of applying facial 

recognition technology to automate access control, while also 

highlighting the potential for further development into a scalable 

and reliable real-world security solution. 

 

Fig. 1. Hardware implementation of the access control prototype 

 

Fig. 2. Example of code interacting with Arduino 

2. Experiment and results 

The developed facial recognition system demonstrated 

significant improvements, particularly in automating access 

control and enhancing overall security. It fully automates 

the access process by using the Arduino to manage 

the electromechanical interface, which includes controlling 

the locker mechanism and servomotor for door opening [17]. This 

integration eliminates the need for manual document verification 

or additional authentication devices, streamlining the process 

and improving convenience for users. 

The system was experimentally validated using a dataset 

of 20 participants, each performing 10 real-time access attempts 

(200 attempts in total). Performance evaluation was based 

on the confusion matrix, allowing us to compute accuracy, 

precision, recall, and F1-score. Table 1 summarizes the results. 
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Table 1. Performance metrics of the facial recognition system (200 test attempts) 

Metric Value 

Accuracy 85% 

Precision 0.88 

Recall 0.82 

F1-score 0.85 

 

Results from testing confirmed the system’s effectiveness 

in reducing unauthorized access, minimizing response times, 

and eliminating human errors. By automating facial identification 

and tracking, the system enhances security in various scenarios, 

such as preventing unauthorized entry and monitoring 

personnel activity in high-security installations [18]. In particular, 

out of 200 test attempts, 170 were correctly classified, 

while 30 were either false positives or false negatives, 

corresponding to an overall accuracy of 85%. 

A prototype system was implemented using Python-based 

facial recognition algorithms, integrated with OpenCV for real-

time face detection and an Arduino-controlled electromechanical 

lock for access control. The system demonstrated the following 

key advantages: 

 Unauthorized access incidents decreased by 70% after 

the system's implementation, due to its reliable and precise 

identification process. 

 Decision-making at entry points became significantly faster, 

with facial recognition reducing response times to under 

one second compared to manual checks. 

 Security incidents, such as unauthorized access attempts, were 

minimized as the system consistently identified individuals 

and restricted access when necessary. 

Security improvements achieved through the face recognition 

system are illustrated in Fig. 3. The technology significantly 

enhanced system responsiveness, reducing the average time 

required for access processing. This improvement, combined 

with strengthened overall security measures, effectively reduced 

unauthorized access incidents to zero, as shown in the graph. 

 

Fig. 3. Impact of facial recognition on security 

The electromechanical lock, paired with a servomotor, 

was integrated with the Arduino microcontroller to ensure precise 

and reliable regulation of door operations. This configuration 

enables seamless access control, accurately executing tasks 

with minimal errors. 

From a cost perspective, implementing OpenCV with Python 

proved to be more economical compared to purchasing 

preassembled components from providers such as Cognitec. 

The flexibility of OpenCV allows for custom implementations 

of advanced facial recognition algorithms while minimizing 

hardware expenses and programming efforts. 

Additionally, the system enhances security by maintaining 

detailed access logs. It records crucial information such 

as timestamps, user credentials, and access locations for various 

facilities or specialized equipment. This feature enables 

administrators to monitor access events efficiently, retrieve 

specific records when necessary, and ensure compliance 

with security protocols. 

Fig. 4 illustrates the relationship between camera distance 

and two critical performance metrics in the facial recognition 

system: recognition accuracy and processing time. The graph 

demonstrates a clear decline in recognition accuracy 

as the distance from the camera increases. At a distance 

of 2 meters, the system achieves approximately 85% accuracy, 

but as the distance extends to 10 meters, accuracy drops 

significantly to around 50%. This reduction can be attributed 

to lower image quality and the reduced visibility of facial features 

in the captured frames. 

 

Fig. 4. Recognition accuracy and processing time as a function of camera distance 

In contrast, the processing time remains relatively stable 

across the tested distances, averaging around 0.2 seconds 

per frame. This consistency highlights the system's efficiency 

in handling real-time detection tasks, even at greater distances. 

However, the decline in accuracy with increasing distance 

emphasizes the importance of optimizing camera placement 

for applications requiring high reliability. 

The findings depicted in Fig. 4 underscore the critical role 

of environmental considerations and camera positioning 

in designing facial recognition systems. For optimal performance, 

cameras should ideally be placed within a range of 2 to 5 meters, 

where accuracy remains above 70%, balancing reliability 

and computational efficiency. 

Overall, the system demonstrated robust performance 

for automating access control and enhancing security measures. 

By leveraging cost-effective components such as Arduino 

microcontrollers and OpenCV, the system offers a scalable 

and budget-friendly solution for applications like secure facility 

monitoring and high-security installations. 

3. Conclusions 

This study evaluated the performance of a facial recognition-

based access control system by experimentally validating 

it on a dataset of 20 participants with 200 real-time access 

attempts. The results demonstrated that the system achieved 

an overall accuracy of 85%, with precision of 0.88, recall of 0.82, 

and F1-score of 0.85, confirming its ability to provide reliable 

identification under realistic conditions. 

The findings also showed significant improvements 

in operational security: unauthorized access incidents decreased 

by approximately 70%, and decision-making time at entry points 

was reduced to less than one second. Further analysis highlighted 

the sensitivity of the system to environmental conditions, such 

as lighting variations and facial occlusions, as well as the decline 

in recognition accuracy with increasing camera distance – from 

85% at 2 meters to 50% at 10 meters. These results underscore 

the importance of optimal camera placement and controlled 

conditions for achieving stable performance. 

Despite its effectiveness, the system still faces limitations 

in robustness under adverse conditions. Addressing these issues 

through the integration of deep learning architectures, 

such as convolutional neural networks (CNNs), could further 

enhance accuracy and adaptability. Future work should also 

explore the integration of multimodal biometrics (e.g., fingerprint 
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or iris recognition) and the adoption of secure communication 

protocols (TLS, AES) to increase resilience against cyber threats. 

In summary, the developed system demonstrated that cost-

effective solutions based on Python, OpenCV, and Arduino can 

serve as scalable and practical tools for automating access control 

in high-security environments. With further refinements, such 

systems can significantly contribute to the development of modern 

information security infrastructures. 
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