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Abstract. Solid State Drive (SSD) recovery is challenging due to a lower success rate than traditional storage devices. Latest file carving techniques, such
as those used in Foremost and Autopsy software, offer a solution for recovering lost files, whether intentionally or unintentionally deleted, on SSDs.
The study compares approaches to recovering deleted data from SSDs. NIST method provides accountable reporting for legal proceedings and ACPO
framework guides the recovery process through planning, capture, analysis, and presentation stages. In an experiment using a 120 GB Geniune SATA SSD
and a 512 GB Eaget mSATA SSD with NTFS, 88 lost files were recovered. Foremost successfully restored 46 files (52.27%), while Autopsy recovered
81 files (92,05%), with success measured by matching MD5 hash values and ensuring files were accessible. Despite not reaching 100% recovery as seen
in HDDs, the findings highlight the promise of Autopsy in digital forensics and legal evidence. The recovery process was conducted using Ubuntu
and Windows OS, indicating the potential for improved SSD recovery.
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STATYCZNA ANALIZA KRYMINALISTYCZNA METODA WYODREBNIANIA PLIKOW
Z DYSKOW SSD Z WYKORZYSTANIEM METOD NIST | ACPO

Streszczenie. Odzyskiwanie danych z dyskow potprzewodnikowych (SSD) stanowi wyzwanie ze wzgledu na nizszy wskaznik powodzenia w poréwnaniu
z tradycyjnymi nosnikami danych. Najnowsze techniki odzyskiwania fragmentow plikow, takie jak te stosowane w oprogramowaniu Foremost i Autopsy,
oferujg rozwigzanie pozwalajgce na odzyskanie utraconych plikow — zarowno tych usunietych celowo, jak i przypadkowo — z dyskéw SSD. W niniejszym
badaniu poréwnano rézne podejscia do odzyskiwania usunietych danych z dyskow SSD. Metoda NIST zapewnia rzetelne raportowanie na potrzeby
postepowan sqdowych, a ramy ACPO kierujg procesem odzyskiwania na etapach planowania, przechwytywania, analizy i prezentacji. W eksperymencie
z wykorzystaniem dysku SSD Geniune SATA o pojemnosci 120 GB oraz dysku SSD Eaget mSATA o pojemnosci 512 GB z systemem plikow NTFS
odzyskano 88 utraconych plikow. Foremost pomysinie przywrocit 46 plikow (52,27%), podczas gdy Autopsy odzyskat 81 plikow (92,05%), przy czym
sukces mierzono poprzez dopasowanie wartosci skrétéow MDS5 i zapewnienie dostgpnosci plikéw. Pomimo nieosiggnigcia 100% odzysku, jak ma to miejsce
w przypadku dyskow HDD, wyniki podkreslajg potencjat Autopsy w kryminalistyce cyfrowej i dowodach prawnych. Proces odzyskiwania przeprowadzono

przy uzyciu systemow operacyjnych Ubuntu i Windows, co wskazuje na potencjat w zakresie ulepszonego odzyskiwania danych z dyskow SSD.

Stowa kluczowe: system odzyskiwania danych, analiza obrazoéw, pamig¢¢ cyfrowa, dyski potprzewodnikowe, pamigci flash, informacje cyfrowe

Introduction

Hard Disk Drives (HDD) are increasingly being phased
out due to their slower speeds and noise during high-speed
operation [22]. This shift is due to Solid State Drives (SSD) faster
read and write capabilities, with conventional HDDs averaging
around 200 Mb/s for read speeds, while SSDs can reach 500 Mb/s
for read and 250 Mb/s for writing speeds [16, 30]. In contrast,
SSDs are gaining traction because they offer greater efficiency
in size and performance. In 2022, HDDs held a 60% market share,
while NAND Flash, a key component of SSDs, accounted for only
25%. Despite this, SSDs are becoming more popular each year
[12]. NAND Flash technology enables SSDs to expand
their storage capacity using Multi-Level Cell (MLC), Triple-Level
Cell (TLC), and Quad-Level Cell (QLC) configurations, which
also lowers production costs compared to HDDs [17]. NAND
Flash typically provides ten times faster speeds than HDDs,
prompting many companies to adopt SSDs for social media data
centres and entertainment platforms to improve performance and
reduce latency [23].

SSD data transfers utilize a Flash Transfer Layer (FTL)
system, allowing multiple NAND Flash layers to operate
simultaneously [15]. However, faster SSDs generate more heat,
typically operating between 50-55°C and functioning Generally in
a range of 0-70°C. If temperatures exceed 70°C, the SSD
performance may degrade, potentially becoming slower than
HDDs [2]. As a result, heatsinks are necessary to dissipate heat
and ensure stable performance, particularly during benchmarking
tests, which demonstrate consistent results [3, 7]. The increase
in SSD sales and decreases in HDD sales are shown in Fig. 1.

While SSDs consist of NAND memory that is shock-resistant
and consumes less power than HDDs, some NAND types require
an "erase before write" capability, complicating data recovery,
Moreover, the system damage on SSDs exacerbates recovery
challenges [10, 21]. Digital forensics involves the investigation
of crimes through the recovery of digital evidence, which may
often be blocked, deleted, hidden, or overwritten [24, 26].

This scientific endeavour aims to recover and investigate materials
for digital evidence, providing options and recommendations
to judges to unveil criminal cases [18].

The growing prevalence of cybercrime is a by product
of advanced technology, highlighting the relationship between
cybercrime and data storage technologies, both volatile and non-
volatile [8, 27]. Digital evidence is any information with
evidentiary value derived from electronically processed binary
data [11, 29].
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Fig. 1. Sales comparison SSD and HDD 2015 until 2021 in millions

This study incorporates quotations from various prior works
on digital forensics, such as the recovery on physical devices like
SSD, which is not always about how to recover the device but also
the hardware condition of the device itself [28]. Damage like short
circuits, burning, and water on a device could make recovering
files impossible. Time is the main factor in a successful recovery.
The shorter the time between damage and recovery time,
the higher the chance of data recovery [25].

Foremost are file carving tools that could identify file
signatures based on start and end points. The tools effectively
recovered variation files like jpg, png, zip, doc, pdf, ppt,
and xlIs extension. The method recognizes the header and footer
standard [6]. Autopsy module accesses smartphones with Android
7+ version. The smartphone has a photo, short message
service (SMS), and multimedia messaging service (MMS).
The smartphone analysed with autopsy runs on Windows 10/18.03
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[1, 13]. The research results are 25 photos, SMS, and MMS
in the last 30 days. Contact database store on SQLite3 database
on Windows 10. The phone was recoverable with Python script
with your phone analyser (YPA) on the Autopsy module [4, 5].

Md5 used to be a one-way cryptographic tool for maintaining
data integrity. The method uses a hash function to provide
validation code by generating a random matrix. Code contains
some keys that create unique code to improve the function
[14, 19]. Digital forensic investigations rely on several widely
used frameworks, including those from the National Institute
of Standards and Technology (NIST), the Digital Forensics
Research Workshop (DFRWS), the Association of Chief Police
Officers (ACPO), and the National Institute of Justice (NIJ).
These frameworks help streamline the forensic process to meet
specific needs [9, 20].

This study simulates the retrieval of digital data from 128 GB
Geniune Sata SSD and 512 GB Eaget external SSD. The expe-
riment focuses on recovered data with zip, rar, docx, pdf, pptx,
xls, gif, jpg, png, avi, mov, and mp4 extension, with
the expectation that some digital evidence may have been deleted,
or the device has been formatted. This study uses NIST
and ACPO research methods. The research is structured into
five sections, beginning with an introduction, followed
by a review of several studies relevant to the topic, an outline
of three research methodologies, the presentation of four key
results, and a conclusion with the final analysis.

1. Method

This study applied experimental methods to analyse the ability
of two digital forensic tools to collect digital evidence from SATA
SSD and external SSD. Examining acquiring digital data based
on the NIST and ACPO Method.

1.1. Hardware, software, and object research

The hardware accommodates Windows and Ubuntu operation
systems. Most tools are run on Ubuntu, Autopsy, and MDS5,
and they run on the same Windows operating system. It has been
used several times to run the research. Hardware and software
are shown in Tables 1 and 2.

Table 1. Hardware tools

Hardware Description
Notebook, Intel i7-7700HQ CPU @2.80 GHz .
16 GB RAM Workstation

SATA SSD, Geniune 120 GB
External SSD, Eaget

SATA Docking Station

Physical Evidence
Physical Evidence
Connecting SATA SSD
to notebook

Table 2. Software tools

Software Version Description
Windows 10 22H2 64bit Workstation
Ubuntu 22.04 Workstation
Foremost 157 Forensic tool
Autopsy 4.21.0 Forensic tool
MD5 V1.20 Hashing tool

This study aims to recover digital data from SSDs that have
been deleted or formatted. The tools recovered erased digital
data from SSD to evaluate the efficacies. The data collected
and analysed were used to make certain about the evidence
contained in digital crime.

1.2. NIST method

The method used to analyse digital evidence, encompassing
stages such as collecting digital media evidence, examining it,
analysing the obtained information, and reporting the analysis
results, is known as the NIST method. NIST, a U.S.-based
organization, is responsible for developing and promoting
technical standards and guidelines, including digital forensics.
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The NIST method in digital forensic analysis provides a structured
approach for examining and analysing digital evidence
with measurable, repeatable steps. By following this methodology,
investigators can ensure that their analysis is consistent
and that the results are reliable for legal purposes.

e

Fig. 2. NIST stages

NIST stages on Fig. 2 show that collection phase is the first
step in the digital investigation process, focusing on gathering data
to support the investigation and locate evidence of digital
crime. Once evidence is collected, the next step is to verify
the authenticity of the data while maintaining its integrity.
The subsequent phase involves analysing data related to the crime
case, and the analysis results are then considered scientifically
and legally recognized digital evidence.

Digital evidence recovery includes File Carving, a technique
that restores data by identifying and reconstructing files that have
been deleted, hidden, or formatted back to their original state.
While carving and recovery techniques are similar, recovery only
restores deleted data, whereas carving does not rely on file system
metadata and instead analyses each byte on electronic storage
media. However, carving cannot preserve metadata such as
filename, timestamp, existence/deletion status, or fragmentation.

This study uses software tools such as Foremost, which
employs commands to recover files from various file systems,
including FAT and EXT3. Autopsy is used to analyse images and
other media, and it can extract data like browser history and
cookies. Both software tools are quick and user-friendly.

To validate the authenticity of digital evidence, the MD5
method is used to check for consistency between the media hash
and the image acquisition result. Hashing tools are also used
to collect data, where investigators ensure integrity evidence
by calculating and verifying cryptographic hashing results,
which provide a unique, fixed mathematical value from a random
input set.

The research framework includes several stages. The initial
stage involves simulating a digital crime and propaganda case
on SSD storage. The second stage involves using forensic tools
to analyse the SSD to obtain digital evidence.

1.3. ACPO method

The ACPO Good Practice Guide for Digital Evidence
outlines seven stages for supporting crime and security
incident investigations in cybersecurity. These stages include
the Application of Guide, Principles of Digital Evidence, Plan,
Capture, Analyse, Present, and General. The ACPO method can
be condensed into four main stages: Plan, Capture, Analysis,
and Present.

m

Fig. 3. ACPO stages

Each stage in the ACPO method is interconnected,
as illustrated in Fig. 3. The Planning stage focuses on preparing
research plans to achieve optimal results and enhance success,

involving  preparing necessary hardware and software.
The Capture stage seeks to obtain evidence related
to the investigation, including records, storage devices,

interrogations, and other sources to Substantiate Criminal activity.
In the Analysis stage, the investigator examines captured data
to identify digital evidence relevant to the case, using the original
evidence for accurate assessment. Finally, the Present stage
ensures the findings are accurately reported or presented, with
the evidence being reliable and valid for forensic and legal
purposes.
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This research involves photos and videos stored on an external
Eaget mSATA-type SSD with a capacity of 512 GB and an NTFS
file system, which was found during the investigation. The files
on the SSD had been deleted and formatted, with the trim status
disabled by default, allowing data to be recovered directly from
the device without additional tools. When examined using
a computer, the SSD appeared empty, raising suspicions that
its contents had been intentionally deleted to destroy evidence.
Digital forensic investigators conducted further research
and successfully recovered several files containing substantial
evidence from the SSD. This research primarily focuses
on the effectiveness of forensic techniques in recovering deleted
data to enhance law enforcement efforts. The findings aim
to contribute to developing standard protocols for future digital
forensic investigations.

1.4. Method comparation

The NIST and ACPO methods offer structured approaches
in digital forensics, each with unique strengths. The NIST method
focuses on standardization, ensuring evidence integrity through
clearly defined, repeatable stages, making it a reliable, widely
applicable framework for investigators. As a U.S. federal agency,
NIST standards significantly impact national and international
forensic practices.

The ACPO method, developed in the UK, provides a more
flexible, adaptable framework with four main stages: Plan,
Capture, Analyse, and Present. This approach emphasizes
planning and adaptability, supporting legally defensible evidence
collection. While NIST is known for its stringent standards,
ACPO is particularly influential in UK law enforcement
for its practical, scenario-based approach. Both methods
are essential, with usage determined by each case's specific legal
and procedural needs.

The NIST and ACPO methods share vital similarities, both
of which are designed to ensure the integrity and reliability
of digital forensic investigations through a structured, multi-stage
process that guides examiners in evidence handling, analysis, and
reporting. This approach promotes consistency and thoroughness,
helping investigators maintain a defensible chain of custody
and uphold evidentiary standards. Both methods also prioritize
the authenticity and integrity of digital evidence by including steps
to preserve the original evidence, often using hashing and secure
handling practices to ensure it remains unaltered and admissible
in court. Ultimately, NIST and ACPO aim to establish the best
practices in digital forensics, supporting investigators in delivering
reliable, legally compliant results. Fig. 4 illustrates the stages
of the research scenario, including file carving simulation, case
simulation, planning, evidence collection, evidence analysis,
and reporting show on Fig. 4.
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Fig. 4. General step of NIST and ACPO method
2. Results and discussion

2.1. NIST method

From the research conducted using Foremost and Autopsy
software on deleted data from an external SSD storage device,
Table 1 provides information on the hardware, operating system,
and software used in this study.

1) Collection
In the data collection simulation process, a 120 GB SATA
SSD with an NTFS file system was used. Storage media used
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in the research contained several files saved before the formatted
process.

After the SSD was formatted, the files within it were erased,
indicated by the absence of any items aside from the default
file structure. The total capacity used, initially 1.3 GB,
was reduced to just 88 bytes on SSD properties. Only blank white
circle appears, with no coloured sections, confirming that the files
were completely deleted and not merely hidden.

2) Examination
The examination process for the 120 GB SATA SSD, branded
as Geniune, was conducted using Foremost and Autopsy software.

Disk /dev/sdc: 111,79 GiB, 120034123776 bytes, 234441648 sectors
Disk model: G

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 4096 bytes / 4096 bytes

Disklabel type: gpt

Disk identifier: AA494B67-A2C@8-4020-BCBD-171DOEDO1G65A

Device Start End Sectors Size Type

16M Microsoft reserved
Jdev/sdc2 32768 234438655 234405888 111,8G Microsoft basic data

Jdev/sdc1 34 32767 32734

Disk /dev/loop19: 55,66 MiB, 58363904 bytes, 113992 sectors
Units: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes
]

Fig. 5. Reaching process of external SSD

Fig. 5 displays the storage code used to execute the recovery
command. In the figure, the SSD shows a volume of 111.78 GiB,
close to the labelled 120 GB capacity. The storage code in Linux
is designated as /dev/sdc, with the local disk labelled /dev/sdc2.

anam@debian:-$ wsb-komputer@wsbkomputer-Lenovo-Y520-15IKBN:~/Desktop$
sudo foremost -t jpeg,png,gif,docx ,pptx,avi,mov,

mp4,pdf,rar,zip -o foremostgeniune -i /dev/sdc2
Processing: /dev/sdc2
P

Fig. 6. File carving process

Fig. 6 shows the file carving process using
Foremost, executed with the command: "sudo foremost
-t jpeg,png,gif,docx,xlsx,pptx,avi,mov,mp4,pdf,rar,zip -0
foremostgeniune -i /dev/sdc2". File carving process using
Autopsy, where users must select the local disk before beginning
file recovery, as shown in the file explorer.

3) Analysis

This step analyse Recovered file names, file types, sizes,
and additional details, all documented in a file.txt report saved
within the "foremostgeniune” folder, following the command
executed in the Foremost application.

The "audit.txt" file for Foremost version 1.5.7, initiated
on April 30, 2024, details the recovery process of files from
a 120 GB SSD (specifically /dev/sdc2) using the command
"foremost -t jpeg, png,gif,docx,xIsx,pptx,avi,mov,mp4, pdf,rar, zip
-0 foremostgeniune -i /dev/sdc2" executed in the output directory
"/home/wsb-komputer/Desktop/foremostgeniune”. The recovery
process began at 20:01:41 and concluded at 20:28:05, resulting
in the successful extraction of 86 files, including 15 files
in the .jpg format, 21 in .png, 6 in .zip, 5 in .gif, and 4 in .avi.
Additionally, there are 8 files with the .pdf extension, 6 in .docx,
8 in .pptx, 6 .mov extension and 7 in .xIsx. The SSDs total length
was confirmed to be 111 GB, closely matching the stated capacity.
The report provides details on each recovered file, including
names, sizes, and file offsets, demonstrating the effectiveness
of Foremost in retrieving deleted data.

Autopsy recovered various file types, with the zip extension
achieving 10 files from 10, the rar extension salvaging 3 files from
10, and the docx, xlIsx, pdf, pptx, jpg, png, and avi extensions
all recovering 7 files from 7. The gif extension recovered 5 files
from 5, while the mov and mp4 extensions recovered 7 files
from 7 respectively
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&) WinMDS5Free v1.20 -

vinmd$5. com

Select a file to compute MD3 checksum (or drag and drop a file onto this window)

F:\thesis\ 1 paham'\bab $\aslVARSIPVZIPAPNG zip

., Concel

Browse ..

File Mame and 5ize:  F\thesis\1 paham'\bab $\aslVARSIPAZIPAPNG zip (6548096 bytes)
Current file MD5 checksum value:

24cT754be415bEd612257893445754d8c

Original file MD3 checksum value (optional). It usually can be found from website or .md3 fil

Verify

Website About Exit
Fig. 7. Original hashing file

Hashing on original files using MD5 is necessary to ensure
the recovery files are unchanged. This step is for looking
at value, in Fig. 7 shows that the value of the "PNG.zip" file
is "24c754be415bfd612257893445754d8c". Value doesn’t change
if we change the name of files or just open the file without
changing the content. The value changes if we change the content,
although just space. If we change the content and return
to "original" like we add space, save the file delete space then
save again, the value doesn’t return to the original value.

Autopsy successfully returned files, one of them name
is "681-f1731432_PNG.zip" which the recovered from
the "PNG.zip" file. The WinMD5v1.20 software shows that
the "681-f1731432_PNG.zip" is matched with the original file that
has the same value at "24c754be415bfd612257893445754d8c".
WinMD5 shows that two files have the same value. We click
verify, the pop up of WinMD?5 show if 2 files are "Matched!".

Recovered file name "1791231.zip" has
"elcfbbeb282f16a0098c7ed217012947" value which recovered
has from the "PNG.zip" is "Not Matched!" because have
difference value. Foremost have failed to recover the file,
so it has a difference value. File also cannot be opened because
the file is corrupted.

4) Reporting

After obtaining the checksum value, it is entered into an Excel
application to compare the hash value of the original file with that
of the file recovered using Foremost and Autopsy. In Excel,
the original files hash value is compared with the recovered files
hash value. If the hashes match, the cell value will display "1,"
indicating identical hashes. However, if the file was not
successfully recovered or the hash values do not match, the cell
value will show "0," indicating that the file has been altered show
on Fig. 8.

avi 6fd661b82895hef22e55226e6b 46216 674-0872200_avi
doc 52ic6la2366665dfecalccf4d9599840 0128773 675-11186912_doc
of 375cc5b 7626cd2c648: 01239592 676-11188768_GIF
jpreg 8ff452e0db3279027 cfébebeatb 3fct 01259068 677-11206208_JPEG
mav 211a20e0573110/94735557216084507 678-11208968_mov
mpd 6e18297ddb470a591deb26533calh88a 679-11522888_ mp4
pdf 38b9ec357i60cace2?blebacaced6ls 01780072 680-11729248 pdf
png 24c754be41501612257893445754d8c 01791231 681-11731432_PNG
ppt 380c56fcbc3acd1c1064db11102e26b0 01795056 682-11744232 PPT
xis 52b8cfi093e211047b380 4200291502 01795552 683-11744728 xis

6fd661b82895bef22e55226e6b 46216 0 1

Sdes 52 1 1

a3 b 7b7626 7626cd2c648cbec 1 1

d3b 7eb 226048278« 8ff452e0db3279027 cfébebeatb3fct 0 1

€11a20e0573110f94735657216084507 0 1

26533calb8s: 0 1

381b%ec357160eaee22t 60eaee2 2l 1 1

elcibbeb282f16a0d98c7ed217012947  24c754bed15b#d612257893445754d8c 0 1

380c56fchc3acd1c1064db1102e26b0  380c56fcbe3acd1c1064db11102e26b0 1 1

S52hBcfi0f93e211047b38b420b29150a  52b8cff0f932211047b38b 420629150 1 1

50% 100%

Fig. 8. Value details of ZIP file
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The zip extension has 10 original files with 10 hashing values
that are compared to recovered files. Foremost successfully
recovered 7 files and Autopsy 10 files. Although Foremost could
recover 7 files, it just had 5 files with the same value. 2 recovered
files of foremost which do not have the same value are corrupted
and cannot be opened. Foremost successfully recovered
5 of 10 files that were confirmed to have the same value which
same value as 50%. Autopsy perfectly recovered 10 out
of 10 with 100% rate shown on Fig. 9.

Hash value percentage
m Autopsy Foremost ® Qriginal File
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Fig. 9. Foremost and autopsy hash percentage

Foremost and Autopsy successfully recovered seven files
in each format from docx, pptx, xls, jpg, and png, achieving
a 100% recovery rate for these types. However, Foremost
was unable to recover any zip or rar files, and it failed to retrieve
ten pdf files, seven files each in avi, mov, and mp4 formats,
and five gif files. In contrast, Autopsy successfully recovered
all formats except for rar, where it managed to recover only three
out of ten files in an intact state, resulting in a 30% recovery
rate for rar files. Overall, Autopsy achieved a success rate of 94%,
whereas Foremost achieved only 52%.

2.2. ACPO method

Stage of Association of Chief Police Officers (ACPO)
digital forensics method for an external SSD involves a series
of interconnected and sequential stages, each with its specific
function. These stages work together to ensure the proper handling
and analysis of digital evidence, maintaining its integrity
throughout the process.

1) Plan

In the initial stage, hardware and software are prepared
to conduct the investigation. The scenario involves documenting
evidence, specifically an external SSD and a Type C data
cable. SSD identified as a blue 512 GB Eaget external drive,
is accessible via a computer. This device was found at the simu-
lated crime scene as part of the research process.

The SSD is connected to a computer running the Ubuntu
operating system to examine its contents. Ubuntu is chosen
to minimize the risk of any potential viruses on the SSD spreading
to the computer. No files were visible when the external SSD was
checked. The SSD properties indicated that it was empty, except
for a system folder labelled "volume information," which
contained three files with a combined size of 88 bytes.
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2) Capture

The capture process involves recovering files that the perpe-
trator intentionally deleted to destroy digital evidence. Investi-
gators performed the file recovery twice, using different software
and operating systems, aiming to achieve the best comparative
results. The goal was to identify the most effective software
for restoring the deleted files from the SSD.

Foremost operates on the Linux platform, and this research
utilized the Ubuntu 22.04 operating system, running through
the terminal. Password input is required in the terminal to execute
commands. As shown in Fig. 10, the "Isblk" command is used
to list all partition codes on the computer. The target partition
is identified as "sdb" for the SSD and "sdbl" as the specific
partition code for the recovery process.

wsb-komputer@wsbkomputer-Lenovo-Y520-15IKBN: ~ Q

1S lsblk
MIN RM SIZE RO TYPE MOUNTPOINTS
: 387,5M loop /snap/acestreamplayer /17
328,3M loop /snap/acestreamplayer/15
1,36 loop /snap/autopsy/3
4K loop /snap/bare/5
55,7M loop /snap/corel8/2823
55,7M loop /snap/corel8/2829
63,9M loop /snap/core20/2264
63,9M loop /snap/core20/2318
74,1M loop /snap/core22/1033
74,2M loop /snap/core22/1386
269,6M loop /snap/firefox/4209
268,6M loop /snap/firefox/4451
164,8M loop /snap/gnome-3-28-1804/198
349,7M loop /snap/gnome-3-38-2004/143
497M loop /snap/gnome-42-2204/141
505,1M loop /snap/gnome-42-2204/176
91,7M loop /snap/gtk-common-themes/1535
78,4M loop /snap/office365webdesktop/s
12,9M loop /snap/snap-store/1113
12,3M loop /snap/snap-store/959
38,7M loop /snap/snapd/21465
38,8M loop /snap/snapd/21759
476K loop /snap/snapd-desktop-integration/157
452K loop /snap/snapd-desktop-integration/83
1,87 disk
1,47 part
293G part
105,26 part
476,96 disk
476,9G part /media/wsb-komputer/WSBKomputer
931,56 disk
nvme®nlpl ] 100M part /boot/efi
nvmednip2 g 16M part
nvmeBn1p3 : 637,9G part /mediafwsb-komputer/DB8AFCC58AFCAISC
nvme@nlp4 g 522M part
nvmednips ] 14,9G [SWAP]
nvme®nl1p6 H] 186,3G Jvar/snap/firefox/common/host-hunspell

nvme®n1p7? g 91,8GC /home
B

Fig. 10. External SSD partition search

Fig. 11 illustrates the command "sudo parted /dev/sdbl print."
The "parted" command is used to select a specific partition,
with "/dev/sdbl" indicating the location of the target partition.
The "print" command displays the contents of that partition.
The purpose is to verify that the partition is correctly identified
with a 512 GB capacity, which matches the size of the Eaget SSD
used in the research.

~ wsb-komputer@wsbkomputer-Lenovo-Y520-151KBN: ~

:$ sudo parted /dev/sdbl print
[sudo] password for wsb-komputer:
Model: Unknown (unknown)
Disk /dev/sdbl: 512GB
Sector size (logical/physical): 5128/40968
Partition Table: loop
Disk Flags:

Number Start End Size File system Flags
1 0,80B 512GB 512GB ntfs

;5[]

Fig. 11. External SSD detail

Fig. 12 displays the command "sudo Foremost -t jpeg, png,
gif, docx, xlsx, pptx, avi, mov, mp4, pdf, rar, zip -o foremosteaget
-1 /dev/sdbl." The command "sudo foremost" initiates
the Foremost software, while "-t jpeg, png, gif, docx, xlIsx, pptx,
avi, mov, mp4, pdf, rar, zip" specifies the file types
to be recovered. The "-o foremosteaget" line designates
the location where the recovered files will be stored, creating
the "foremosteaget" folder on the desktop if no other folder
is specified. The command "-I /dev/sdbl" indicates the partition
to be recovered.

p-ISSN 2083-0157, e-ISSN 2391-6761

gt wsb-komputer@wsbkomputer-Lenovo-Y520-15IKBN: ~

:-$ sudo foremost -T jpeg,png,gif,docx,xls
x,pptx,avi,mov,mp4,pdf,rar,zip -o foremosteaget -i /dev/sdbil
Processing: /dev/sdb1l

Fig. 12. Start recovering with foremost

Fig. 13 displays the recovery results from the Foremost
software, organized into separate folders according to file
extensions. The image categorizes the folders as follows: jpeg,
png, and gif for image formats; docx, xlIsx, pptx, and pdf
for document formats; avi, mov, and mp4 for video formats;
and rar and zip for archive formats. This organization facilitates
the sorting of digital evidence for analysis and allows for easier
reporting of the recovery process in the form of "audit.txt.".

Name
M oy 01 File folder
M docx File folder
. i 3 0:01 File folder
. jpg 44 File folder
| mov 3 01 File folder
W pdf ) Fil er

M png 0 File folder

I ppix 0:01 File folder

I xisx File folder

. zp Fil

B auditxt

Fig. 13. Result of foremost recovery

Autopsy software version 4.2.1 operates on the Windows 10
64-bit operating system. Software displays initial interface
of the Autopsy software. Investigators can select "new case"
to initiate a completely new case, choose "open recent case"
to access a case that has been previously conducted on the current
computer, or click "open case" to load a case saved from another
computer for analysis on the system running Autopsy.

To begin using Autopsy software, the investigator
selects "new case" and enters the "case name" specific
to the investigation. For simplicity, the case name can reflect
related project or object names. In this instance, the title
"Recovery SSD Eaget" is used as the project name, with the "base
directory" designating the project’s storage location, as shown
in Fig. 14.

M New Case Information x

Steps Case

1. Case Information

2. Optional Informaticn Case Name: recovery
Base Directory: | CAUsers\WSE Komputen DesktophAutopsy Eagety, Browse
Case Type @ Single-User  Muiti Lse

Case data will be stored in the following directony:

Cilsers\WSB Kamputer\DeskiopAutopsy Eagetirecovery ssd saget

Mext > st Cancel

Fig. 14. New project

Next, select "local disk" by clicking on "select disk"
and locating the partition to restore. Fig. 15 displays a 476.9 GB
capacity, which is close to the listed 512 GB capacity
of the external SSD. It’s essential for investigators to identify
the external SSD by its name, "WSBKomputer." The SSD
partition "H" is designated for object recovery.
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M

Steps Select Data Source

T Belogt ot Loce! Disk | Unspecified [ Select Dise
3.

4. Cortgure Ingest Timercae: | [GMT700] Asin/lakartn w

5

A0 Data Source
[ ignore orphan files in AT tie systems
(faster results, afthaugh some data will net be scarched)

[ Make a vHL image of the anmve while 1T 15 being analyzea

Reefresh | scanl Disks.

oK Cantel

Back Vel i Cancel el
Fig. 15. Recovery partition section

Fig. 16 illustrates the types of recovery options available
for restoring the necessary data. Investigators can check the boxes
for specific items they wish to recover, while unchecking those
not needed. This allows the recovery process to focus only
on required files, optimizing time. The more items selected,
the more data is extracted from the SSD, which increases both
storage requirements and recovery time.

M Add Data Scurce X

Configure Ingest

 Host
ita Source Type

Extracts recent user activiy, such as Web browising, rec.

5
=
=
vl
=7
=7
=
=
=
=z
=
=
=

ires Fxtractac

Select All Deselect All

[ Nes> |

Fig. 16. Recovery type section

Fig. 17 demonstrates the data recovery process in Autopsy
software. The duration of the recovery process depends
on the storage capacity, as well as the size and number of deleted
files. The selected storage and recovery methods in Autopsy
can extend the process over several days. Investigators should
ensure that the destination storage for recovered files
has sufficient capacity to avoid any interruptions.

Analyzing files from H: [ ] 7% B~
i0S Analyzer (iLEAPP) for H: ]
Analyzing analysis results from H: ]

v

i0S Analyzer (iILEAPP) for H: i @ (3 more...)

Fig. 17. Autopsy recovery process

Fig. 18 shows the complete recovery process in Autopsy
software. The software displays the number of successfully
recovered files by type and records each file extension.
Investigators should organize the recovered files by selecting
and moving them to designated folders, allowing for easier
management. Unnecessary files from the recovery can then
be deleted from the software to prevent the computer storage
capacity from becoming full.
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Listing
By Extension
Table Thumbnail

Page: Pages: Goto Page:

File Type File Extensions

K images (15872
Videos (17303}

& Audio (773)

& Archives (3084)

K Databases (151)
Documents

Executable

Fig. 18. The result of recovery

3) Analyse

The analysis of case recovery on SSD external drives utilizes
WinMD5 software to obtain hash values. Fig. 19 demonstrates
the process of retrieving the hash value for a file, confirming
that Marking file hash aligns with the original files hash.
However, during recovery, some files can be opened but show
a different hash value, indicating a discrepancy. Although these
files may appear identical at first, altered hash suggests possible
modifications to the files content, either due to deliberate
tampering or corruption. Such corruption may result from system
errors during recovery or a virus affecting the file.

e\ DeskISEAUTOPSY EAGET IArehehgi\CHECKSUM S

Optors

Fig. 19. Hashing process

The obtained hash for Marking file is entered into Microsoft
Excel, as shown in Fig. 20. The investigator verifies that
the restored files hash matches the original files hash, assigning
a value of 1 to files with identical hashes. Although file names
may change, the consistent hash indicates the file content remains
unchanged. Conversely, a value of 0 is assigned to files with
differing hash values, which may result from corruption,
intentional modification, or unsuccessful recovery by Foremost
or Autopsy software.

No Criginal File Name Original Hash Value Original Score | Persentage
1|avi 6fd661b82895hef2f2e55226e6h462f6 1
2|doc 52fc6fa2366665dfecalccf4d9599840 1
3|gif a375cc5b49701bf7b7626cd2c648c6ec 1
4|jpeg 8ff452e0db3279027cf8bebeafb3foct 1
5[mov e1fa20e0573110f94735557216084507 1 lOO%
6|mp4 6e18e97ddb470a591deb26533calb88a 1
7|pdf 38fb9ec357f60eaee22b2e6acaced6f8 1
8|png 24c754be415bfd612257893445754d8c 1
9|ppt 380c56fcbc3ac41c1064db11f02e26b0 1
10|xls 52b8cff0f93e21f047b38b420b29150a 1
No| Foremost File CarvingName Foremost Hash Value Foremost Score | Persentage
1 0
2|01453384.zip 52fc6fa2366665dfecalccf4d9599840 1
3/01455240.zip a375cc5b49701bf7h7626cd2c648c6ec 1
4|01474716.zip 4cc981b0cfd3b7eb2a6048278db886e5 0
: - 50%
7(01995720.zip 38fb9ec357f60eace22b2ebacaced6f8 1
8|02006879.zip elcfbbeb282f16a0d98c7ed217012947 0
9/02010704.zip 380c56fcbc3ac41c1064db11f02e26b0 1
10{02011200.zip 52b8cff0f93e21f047b38b420b29150a 1
No| Autopsy File CarvingName Autopsy Hash Value Autopsy Score | Persentage
1|672-f1745040 avi.zip 6FD661B82895BH-2F2E55226E6BA62F6 1
2|673-f2059752_doc.zip 52FC6FA2366665DFECA1CCF4DI599840 1
3|674-f2061608 GIF.zip A375CC5B49701BF7B7626CD2C648C6EC 1
4|675-f2079048_JPEG.Zip 8FF452E0DB3279027 CFBBEBEAFB3FOCF 1
S T . 90%
a > mp4.zip 6E18E97DDB470A591DEB26533CA1B38A 1
7/534-f0504936_pdf.zip 38FBIEC357F60EAEE22B2E6AEACEDGF8 1
8|535-f0507120_PNG.zip 24c754be415bfd612257893445754d8c 1
9|536-f0519920 _PPT.zip 380C56FCBC3ACA1C1064DB11F02E26B0 1
10|537-f0520416_xIs.zip 52B8CHFOF93E21F047B38B420B29150A 1

Fig. 20. Matching process
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4) Present

The hash values were entered into Microsoft Excel
and assigned numerical value. To calculate the successful
percentage of file restoration, the formula used is the sum of files
successfully restored with matching hash values divided
by the total number of original files, then multiplied by 100%.
This formula is shown as Formula 1.

Py = H x 100% 1)

P, = percentage of success software recovery, S,,-0 = amount file
successful, S,,-T = total number of files.

The data converted into a success percentage for each software
using Par formula, which accumulates the recovery results from
both Foremost and Autopsy.

Hash value percentage

m Autopsy Foremost ™ Original File
e 100%
mps = 100%

100%

100%

4 0%
mov 100%

l

avi

n 108%
png 100%
. 100%
irg 180%
if 0% 100%
S o ——————100%
xls 180%
S —————— 100%,
tx L —
P —— 100%
P 100%
869

pdf 100%
dooy — 100
N ——————————100%
rar 0"— 100%
I 100%

L ——— 0%
zlp S 100%
I 99%

erae =

T o L — 100%

Fig. 21. Percentage of recovered file

Fig. 21 compares the recovery capabilities of Foremost
and Autopsy software across various file types. For zip files,
Foremost achieved a 50% recovery rate, while Autopsy recovered
100%. Foremost was unsuccessful in recovering any rar files,
whereas Autopsy retrieved ten rar files, although only three
retained matching hash values, giving rar files a 30% success rate
in Autopsy. Both software programs successfully restored docx,
pptx, xlIsx, jpg, and png files with a 100% recovery rate. Foremost
achieved an 86% success rate for pdf files, compared to Autopsy
100%. Foremost failed to recover gif, avi, mov, and mp4 files,
while Autopsy recovered them all with 100% success. Overall,
Foremost had a 52% recovery success rate, while Autopsy
achieved 92%, showing Autopsy superior performance.

Further analysis of the zip files in Autopsy revealed that
one file was not recovered, which was the reason not particularly
found. Mov.zip is smaller than avi.zip, but avi.zip is recovered
successfully with the same hash value as the original file.
For the rar extension, ten files were restored without issues. docx,
xlIsx, pptx, and pdf files were each recovered as 2 identical files
with different names and the same hash value. Each extension
has 14 files from 7 original files. Autopsy also recovered twice
the expected number of avi and mp4 files, generating 14 files from
the original seven. Similarly, Autopsy produced 7 mov extension
copies from 7 originals. Image file recovery varied by type,
with GIF files showing 10 copies instead of the expected 5. jpg
and png files have the same pattern recovering 14 files from 7 files
each, but jpg has 8 extra files with 2 different images and 4 copies

p-ISSN 2083-0157, e-ISSN 2391-6761

of each image that are extracted from docx, pptx, and pdf files.
The last is png have 4 extra files with 2 different images that come
from the Screenshot that crop become 8 extra images in jpg.

2.3. Result comparation

Foremost and Autopsy recovery software have different
approaches, Foremost runs on Ubuntu recovering files on the base
layer which from 1.25 GB with 89 files original files recovered
214 MB with 84 files on SATA SSD and 490 MB with 100 files
on External SSD. Although External SSD seems to have
bigger recovering files, the files successfully recovered with
the same hash value indicate the same percentage, because some
of the previous files before the research step are also recovered.
External SSDs have more recovered file capacity because the SSD
is used as a media to store data, and it’s formatted before research
begins. The SATA SSD is a brand-new SSD filled with research
files. The reason of choosing Foremost as recovery software
is it run on Linux which Prevent viruses on the SSD for change
and or damaging the system or data on Windows.

Autopsy is a comprehensive digital forensics tool that operates
on the Windows platform, used extensively for file recovery
and analysis. In this research Autopsy version 4.2.1 was employed
to examine a 120 GB SATA SSD and a 512 GB external SSD.
The software’s capabilities were assessed for its effectiveness
in recovering deleted data and maintaining the integrity
of the recovered files shown on Table 3 and 4 for comparison.

Table 3. Time of recovery

Storage Type Foremost Autopsy
30 April 2024 20:01:41 72299’“&;2 |220§§ 4111;&920
SATA SSD — 30 April 2024 20:28:05 : o
(26 minutes 24 second) (3 hours 51 minutes and 20
seconds)
19 June 2024 13:51:50 15 November 2024 22:41:28
External — 22 June 2024 19:25:27 — 17 November 2024 15:57:18
mMSATA SSD (3 days 5 hours 33 (1 day 17 hours 15

minutes and 37 seconds) and 50 seconds)

Table 4. Result of recovery

Storage Type Foremost Autopsy
3.95 GB (876 files total)
SATA SSD Zfliﬁa:/ﬁ dsfls ;i%?;’?lrlid with 2.18 GB
(213 recovered files)
External 489 MB 100 recovered 202 GB\,\(,?tilg’zgog (';: ges total)
mMSATA SSD files and 1 audit file :

(19.281 recovered files)

3. Conclusion

In the field of digital forensics, the deletion or formatting
of data on storage media poses significant challenges
for the recovery and analysis of digital evidence. As a result,
forensic investigations must be conducted meticulously using
standardized procedures. ACPO has utilized research on Foremost
and Autopsy software to recover data from formatted SSDs.
Detailed file recovery steps can assist researchers and computer
technicians in supporting law enforcement agencies. Created
and modified times detail on recovered files not changed, files can
be used in investigative work to proof valid evidence. Findings
indicate Autopsy outperformed Foremost, achieved higher success
rate of 94% and 99% compared to Foremost 52% for both SATA
SSD and mSATA SSD. This is attributed to Autopsy’s advanced
recovery tools, which enable deeper data recovery, while
Foremost relies on basic recovery methods targeting files
with identical hash values.

In conclusion, Autopsy proves to be more effective
in retrieving deleted or formatted files, providing reliable evidence
for law enforcement. Future research could focus on improving
recovery success rates across various SSD types and other NAND
flash devices, such as smartphones and flash drives. Additionally,
advancements in Al and machine learning could offer automated
and accurate solutions for detecting and recovering deleted
or corrupted files, further enhancing digital forensic practices.
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