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Abstract. Power grids are complex systems that play an important role in many processes and are essential for the functioning of key services to society.
Component failure can lead to cascading effects, equipment damage, and potential blackouts. In this paper, an ontology is used to formalize knowledge
about the subject area, draw new conclusions, and build failure scenarios. The software simulates the operation of the power grid based on power flow,
combining computer simulation of power grid failure scenarios, a semantic model of the subject area, and builds a knowledge graph, which is analysed
using centrality metrics and used to draw conclusions about the scenarios of grid failure development. The ontology and knowledge graph can
be supplemented with new knowledge and used for further analysis using other models or approaches, as the data is easily interpreted and described using
the concepts of the subject area.
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BUDOWA | ANALIZA SCENARIUSZY AWARII W SIECIACH ELEKTROENERGETYCZNYCH
ZWYKORZYSTANIEM ONTOLOGII, MODELU PRZEPLYWU MOCY ORAZ GRAFU WIEDZY

Streszczenie. Sieci energetyczne to ztozome systemy, ktore odgrywajq istotng role w wielu procesach i majq kluczowe znaczenie dla funkcjonowania
podstawowych ustug spolecznych. Awaria elementow moze prowadzi¢ do efektow kaskadowych, uszkodzen sprzetu i potencjalnych przerw w dostawie
pradu. W niniejszym artvkule wykorzystano ontologic w celu sformalizowania wiedzy na temat tego obszaru, wyciggnigcia nowych wnioskow
oraz opracowania scenariuszy awarii. Oprogramowanie symuluje dzialanie sieci energetycznej w oparciu o przeplyw mocy, fgczgc komputerowg
symulacje scenariuszy awarii sieci energetycznej z modelem semantycznym danej dziedziny, a takze tworzy graf wiedzy, ktory jest analizowany przy uzyciu
miar centralnosci i wykorzystywany do wyciggania wnioskoéw na temat scenariuszy rozwoju awarii sieci. Ontologie i graf wiedzy mozna uzupetniaé o nowq
Wiedze i wykorzystywac do dalszej analizy przy uzyciu innych modeli lub podejsé, poniewaz dane mozna tatwo interpretowac i opisywac przy uzyciu pojec

z danej dziedziny.

Stowa kluczowe: technologie informacyjne, infrastruktura krytyczna, efekt kaskadowy, ontologia, graf wiedzy, model przeptywu mocy

Introduction

During Russia's full-scale invasion of Ukraine on February,
24, 2022, Ukraine's critical infrastructure suffered from targeted
attacks, causing disruption of functions essential to society
and the economy. In this difficult situation, Ukraine manages
to maintain the functioning of critical infrastructure at a level that
allows it to provide essential services, in some cases at a reduced
level. As of June, 15, 2022, about 613,500 consumers in Ukraine
were without electricity supply and about 178,500 without gas
supply due to damage caused by the hostilities [3]. As of May,
2024, according to the Kyiv School of Economics, losses
in the energy sector exceeded $56 billion as a result of Russia's
full-scale invasion of Ukraine [2].

Critical infrastructure is a complex system consisting
of objects that have dependencies and interdependencies
between them, which may be physical, cyber, geographical,
or logical in nature [20]. For example, the functioning
of the telecommunications infrastructure depends on the energy
infrastructure and vice versa. Attacks on energy infrastructure
have a cascading effect on dependent critical infrastructure sectors
- a failure in one infrastructure can trigger a cascading effect
throughout the entire system: water supply, logistics, telecom-
munications, and industry. The possible consequences
of a cascading effect are increasing due to the growing complexity
of modern infrastructure systems.

Electricity infrastructures play an important role in the fun-
ctioning of most facilities, and are therefore potentially vulnerable
to cascading failures: approximately 50 million people in North
America were affected by the blackout of August, 14, 2003 [10].
Cascading failures can cause a large-scale power outage
— a blackout that occurs under the influence of various factors:
weather conditions, equipment failure, operator errors, which
can lead to emergencies and have immediate or long-term
consequences in adjacent critical infrastructure. For example,
as a result of a blackout, traffic in large cities becomes difficult
and chaotic, increasing the risk of accidents that could potentially
lead to injury and death. Emergency services (firefighters,

paramedics, police) face difficulties in carrying out their duties.
Delays in rail transport negatively affect logistics, while
disruptions in the metro system increase the load on ground
transport, causing congestion on the roads and restricting people's
mobility. Airports are kept running during power outage
by emergency power systems, so planes can take off and land,
but with certain limitations. One example of a long-term impact
of a blackout is congestion in ports: loading and unloading
of ships stops, port operations slow down or stop, goods
accumulate, and ships wait in ports. Water supply plays
an important role for society, as water is used in various sectors
of the economy: industry and households. The operation of water
supply systems (transportation, treatment and distribution)
depends on electricity, but some facilities can be equipped
with backup power sources that ensure operation for a certain
period of time. In the event of a prolonged power outage,
problems may arise with the supply of drinking water to end users:
electric pumps fail, and the pressure in the system decreases.

To reduce the potential consequences of cascading effects,
disruption protection strategies are being implemented. The Law
of Ukraine ‘On Critical Infrastructure’ states that the protection
of critical infrastructure is an integral part of ensuring the national
security of Ukraine [27]. Preventing the occurrence
and development of hazardous events and response time
to an event are key aspects in critical systems. The development
of software tools for assessing system resilience and decision-
making based on the analysis of the impact and development
of events in critical infrastructure can reduce the time for decision-
making in the situation of potentially hazardous events and reduce
negative consequences. Therefore, research on the development
of methods and software tools that implement them to analyse
the impact of various types of events on critical infrastructure
operations and increase its resilience is relevant to ensuring
the functioning of important facilities and the provision of services
to society, especially in time of war. In addition, research
in this area can be used to develop strategies to increase
the resilience, readiness and operation of critical infrastructure
facilities and systems in the event of emergencies in peacetime.
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1. Analysis of related research and problem
statement

Critical infrastructure facilities form interdependent networks,
so there is a risk of cascading failure — a failure in one infrastruc-
ture causes a component failure in the second infrastructure, which
subsequently causes a failure in another infrastructure [20].
The development of cascading failures in time consists of three
stages: the initial stage, the expansion stage, and the collapse stage
[29]. The emergency situation in the system may become
uncontrollable within a short period of time after the start
of the cascade effect, and the potential negative consequences
of the cascade increase in the case of a targeted malicious attack
aimed at maximising the impact of the cascade. Investigation
of possible behaviour and development of cascades in the system
is an important task to reduce their impact on the system objects:
application of measures to increase their resilience. Resilience
curves are used to assess the quantitative and qualitative aspects
of critical infrastructure behaviour [18]. To compare the resilience
of systems to various disruptions and the results of applying
resilience improvement strategies, a general resilience metric is
used, which is based on a quantitative assessment of the system's
main capabilities [14]. The concepts of Complex Networks based
on topological and hybrid approaches are used to analyse
resilience and vulnerability in power grids [4]. A hybrid approach
is a combination of complex network and electrical engineering
concepts to improve the topological approach using subject matter
metrics. When a substation or transmission line fails, electricity
is redirected in accordance with Kirchhoff and Ohm's laws, which
are mostly ignored in simple topological models, which can lead
to erroneous conclusions [11, 13]. Cascading failures in power
grids do not propagate locally: the next failure may occur far from
the previous one, which makes it difficult to model the process,
identify failure propagation patterns, and develop algorithms
to prevent and mitigate their effects. The study of the impact
of network topology, cascading mechanisms (physics)
and connectivity on the vulnerability of the infrastructure network
is important to reduce the risk of cascading failures [4]. With
the help of the critical infrastructure graph, it is possible to assess
its strength using robustness metrics, which are grouped into six
categories: clustering, connectivity, distance, throughput, spectral
methods, geographical metrics [4]. The choice of metrics is influ-
enced by various conditions: graph type, network size,
and computational complexity. Bayesian networks [6] and Petri
nets are used to model the operation of critical infrastructure,
study its behaviour and properties to improve resilience. Bayesian
networks are used to work with small amounts of data, but as
the data set increases, the need for computing resources grows
rapidly. Petri nets and its modifications (Stochastic Petri Net,
Timed Petri Net, Coloured Petri Net, Fuzzy Petri Net, Hybrid Petri
Net) are used to model and analyse the complex dynamics
of smart grids in various research areas: management, reliability,
networking, security (prevention of possible cascading effects)
[7]. Petri nets are used to solve various problems, but with
an increased number of objects, more complex connections
between them, and the logic of modelling behaviour, the support
process becomes more complex, and as a result, the risk
of a possible error when editing the model increases. As the size
of the graph increases, the number of combinations of possible
targets for attack and defence grows exponentially. Stochastic
models are used to simulate the dynamics of power grids [2],
but modelling cascading failures in power systems is a complex
process: many different factors need to be taken into account.
A dynamic simulation model of power grids and protection
systems has a number of advantages over existing quasi-steady-
state  models [23]. Limitations in modelling, controlling
and mitigating the impact of cascading failures in power systems
have prompted a large number of studies. Modelling-based
approaches usually require large computing resources when
the number of components in networks and the logic of their
interaction increases, which makes it difficult to use in real time.
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Understanding the data of the research domain is a key aspect
for conducting analysis to solve the tasks. To formalise concepts
in a domain, ontologies are used to organise data into hierarchical
structures, define relationships between classes, instances
and their properties to understand the relationship between data.
There are various reasons for developing an ontology, some
of which are given in the reference [16].

Ontology is used to manage domain knowledge in order
to analyse and perform data-based operations in information
systems. The ontology for critical infrastructure domain analysis
consists of three parts [5]:

e Information and communication technology ontology:
describes the infrastructure components and the connections
between them.

e Vulnerability
vulnerabilities.

e Attack ontology: describes possible attacks, ways to exploit
the vulnerability, and possible mitigation measures.

The model is filled with the necessary information, forming
a knowledge base that is used for decision-making. Knowledge
Base Systems are used to define scenarios, properties, and model
the relationships and dependencies of critical infrastructures based
on ontologies that represent domain knowledge [25]:

e World ONTology.

o Infrastructure domain ONTologies.

o Federation ONTology.

To test the approach, a scenario was used that includes three
critical infrastructure sectors: electricity, telecommunications,
and railways. The number of objects in the systems grows
over time, the logic of interaction becomes more complex,
and the amount of heterogeneous data used in various processes
(e.g., monitoring, management), one of which is critical
infrastructure protection, increases. Most processes are automated,
but the data may change over time (new sources of information),
which makes it difficult to configure, maintain and understand
the complex system. Therefore, there is a need for tools
to improve and facilitate the use of data in the work of critical
infrastructure operators. One approach to protecting critical
infrastructure is to use ontology and form logical conclusions
using the capabilities of the semantic web based on information
stored in relational databases through an appropriate interface [9].
Reference [21] describes the process of creating the InfraRisk
ontology and a prototype software that displays information about
natural hazards, their impact on critical infrastructure (transport
infrastructure), and allows for the formation of queries to study
the subject area. The ontology of cascading effects in critical
infrastructure provides an understanding of the creation and propa-
gation of cascading effects that can be analysed to minimise their
impact on critical infrastructure [26].

Since there is a limited number of ontology-based studies
of cascading effects in critical infrastructure, describing possible
scenarios of their development and impact, there is a need
to develop an ontological model of critical infrastructure,
cascading effects and form a knowledge base for describing
scenarios with the possibility of further analysis to reduce
the impact of disruptions on the operation of facilities and increase
their resilience.

ontology: describes infrastructure

2. Purpose and objectives of the study

The purpose of the study is to develop a semantic ontological
model for building a knowledge graph and scenarios of critical
infrastructure (power grid) operation in order to analyse possible
cascading effects in the event of failures.

To achieve the goal, the following tasks were defined:

Develop an ontological model of critical infrastructure.

e Create scenarios for the operation of critical infrastructure
facilities.

e Analyse the characteristics of the knowledge graph of critical
infrastructure scenarios.
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3. Research methods

Ontologies are used to formalise knowledge about a subject
area and help organise information: data properties, relationships
between them, possible applications, which makes it easier
to represent knowledge, find the necessary information and use
it to solve problems. The development of an ontology
is an iterative process consisting of the following steps:

e Research of the subject area.
e Defining classes, properties, relationships between classes,
and creating instances.

Creating a formalised model — an ontology.

o Verification and improvement of the model.

An energy system consists of a set of components,
for example: a source of electricity, transformers (used to increase
or decrease voltage), power lines for transporting electricity
between system components, loads (consuming electricity).
The power transmission system is modelled as a graph to solve
the power flow equations for balancing electricity between
generation and load. The graph consists of the following
components: nodes — buses, which are the places where system
components are connected; edges — branches that connect
the buses. Calculating the power flow in the power grid is one
of the most important approaches to analysing the steady-state
behaviour of the system. The equations for active and reactive
power for each bus i are defined as:

P; = YR lVil Vil (Girecosyy + Byesindy,) (1)

Qi = XR=1lVil Vi (Giresindyye — Byecosdiy) 2
where 6;, = 8; — &y is the difference in phase angles between
node i and k; G is the real component of the total conductivity;
B is the imaginary component of the total conductivity.

For each bus, two of the four values are specified,
and the other two are unknown: real power (injected real power,
P); reactive power (injected reactive power, Q); voltage
magnitude (voltage magnitude, |V]); voltage phase angle (9).

Each bus can be classified into one of three categories [1]:
Slack bus, PQ bus, PV bus (Table 1).

Table 1. Modelling bus bar categories in the power grid

Bus type P Q V]| 3
Slack Not specified | Not specified | Specified Specified

PQ Specified Specified Not specified | Not specified
PV Specified Not specified | Specified Not specified

Table 2. Description of the power flow model of the power grid

Branch £ PowerFlowModelComponent

Branch E V isConnectedTo.BusNode

BusNode £ PowerFlowModelComponent

BusNode £ V hasParameter.(ActivePower M ReactivePower N VoltageAngle M
VVoltageMagnitude)

BusNode E V hasActivePowerValue.decimal

BusNode C V hasReactivePowerValue.decimal

BusNode E V hasVoltageAngleValue.decimal

BusNode E V hasVoltageMagnitudeValue.decimal

PQBus = BusNode

PQBus C V haslnputParameter.(ActivePower 1 ReactivePower)

PQBus C Vv hasOutputParameter.(VoltageAngle 1 VVoltageMagnitude)

PVBus = BusNode

PVBus C V haslnputParameter.(ActivePower 1 VoltageMagnitude)

PVBus C V hasOutputParameter.(ReactivePower 1 VoltageAngle)

PowerFlowModel £ (3 hasComponent.Branch) n (3 hasComponent.BusNode)

PowerGenerator = PowerSystemComponent

PowerGenerator = V hasConnectionTo.BusNode

PowerLine = PowerSystemComponent

PowerLine E V isModeledAs.Branch

PowerLoad = PowerSystemComponent

PowerLoad E V hasConnectionTo.BusNode

PowerTransformer & PowerSystemComponent

PowerTransformer C V isModeledAs.Branch

SlackBus £ BusNode

SlackBus C V hasInputParameter.(VoltageAngle N VVoltageMagnitude)

SlackBus £ V hasOutputParameter.(ActivePower 1 ReactivePower)

Branch £ — BusNode

PQBus C — PVBus, PQBus C — SlackBus, PVBus E — SlackBus

PowerGenerator © — PowerLine, PowerGenerator E — PowerLoad, PowerGenerator
C — PowerTransformer, PowerLine = — PowerLoad, PowerLine £ —
PowerTransformer, PowerLoad E — PowerTransformer
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Building an ontology is an important step in formalising
knowledge about a subject area, which allows to check the logic
and consistency of data during modelling. One of the popular tools
for building ontologies is the Protégé graphical editor [24].
The process of building an ontology consists of defining the basic
concepts and rules of interaction between objects. The description
is given in the description of logics (Table 2).

The description of the system parameters and their units
of measurement is an important aspect for data consistency
and their further use in analysis (Table 3).

Table 3. Description of measurement units for system parameters

ActivePower = PowerSystemVariable
ActivePower C V hasMeasurement. MWatt
MWatt = UnitOfMeasurement
ReactivePower C PowerSystemVariable
ReactivePower E V hasMeasurement. MVAR
MVAR C UnitOfMeasurement
VoltageAngle = PowerSystemVariable
VoltageAngle = Vv hasMeasurement.Radian
Radian £ UnitOfMeasurement
VoltageMagnitude = PowerSystemVariable
VoltageMagnitude = V hasMeasurement.PerUnitVoltage
PerUnitVoltage = UnitOfMeasurement

The scenario consists of external conditions, which
are the conditions for the occurrence of failures, events (initial
and resultant events) and a power flow model that allows
to determine a possible chain of failures — a cascading effect
(Table 4).

Table 4. Description of the event scenario

Scenario = (3 hasPart.Environment) 1 (3 hasPart.Event) 1 (3
hasPart.PowerFlowModel)

Cascade = ResultEvent

Cascade C 3 hasCaused.(Overloading LI Tripping)

Event £ 3 hasNegativelnfluenceOn.PowerSystemComponent
Failure E InitEvent

InitEvent = Event

InitEvent C 3 hasCaused.ResultEvent

Maintenance E InitEvent

Overloading E ResultEvent

ResultEvent £ Event

ResultEvent £ 3 isCausedBy.InitEvent

Season C Environment

Weather = Environment

With the help of the HermiT Reasoner software tool,
it is possible to check for potential errors in the definition
of axioms and identify new logical conclusions (Fig. 1).

hasCaused some
(Overloading or Tripping)
ResultEvent

InitEvent

isCausedBy some InitEvent
hasNextEvent only Event
hasCaused some ResultEvent

Fig. 1. An example of a new axiom for determining the cascading effect

4. Generation of power grid failure scenarios

Various external factors (e.g., weather, seasonality) affect
the occurrence of failures, which cause disruptions, resulting
in the disconnection of power lines due to overload or for preven-
tive purposes to reduce the negative impact on the system
operation. To model the operation of the power grid (IEEE 9-bus
system) and cascading effects scenarios, the GridCal software
is used, which has convenient tools and interface [22]. Loads
(electricity consumers) can be modelled as objects of related
critical infrastructures (Figure 2).
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[ bus 5 n bus 7

Fig. 2. An example of a test network (IEEE 9-bus system)

Starting the
simulation

Calculate power flow for the
etworl

There is a solution fo the equations

Disconnect n power lines

There are altemative settings
for network protection
es
v

Change network settings

Change network configuration

]

T
Lol

Find network islands (new
isolated networks)

Yes
v

(Calculate power flow for a subnell =

Yes No

Mark subnet as inactive

For each subnet

There are overloaded lines

o

Calculate the power flow for the
network

End of simulation

Fig. 3. Algorithm for modelling power grid failure scenarios

The algorithm, shown in Figure 3, is used to model power grid
failures and potential cascading effects.

The ontological model is used to describe the state of network
components at a certain step of the scenario. Based on the
semantic rules of SWRL [12], the model can be supplemented
with metadata, for example: a description of the development of a
cascade effect, the application of a protective mechanism for
certain system parameters.

Definition of a cascading effect that has started but not ended:
Island(?isInd1) ~ hasChild(?isInd1, ?c_isInd) ” hasParent(?isInd1,
?p_isInd) ~ CascadeContinues(?isl) -> hasEvent(?isInd1, ?isl).
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Determination of exceeding indicators in accordance with
established limits:

Generator(?gen) ™ hasReactivePower(?gen, ?value) »
hasLimit(?gen, ?limit) ~ swrlb:greaterThan(?value, ?limit) ->
HighReactivePowerValue (?gen).

If the permissible value of the generator's reactive power
is exceeded, the action to be taken in this case is determined:
HighReactivePowerValue (?gen) ~ Generator(?gen) ->
LimitReactivePowerValueAction(?gen).

5. Knowledge graphs for scenario analysis

Knowledge Graphs are used to represent knowledge
in the form of RDF triples (subject, predicate, object), search
for knowledge, identify hidden patterns and trends using semantic
structure, flexibility and scalability, making them a powerful tool
for data analysis that opens up new possibilities in information
processing — a holistic and multidimensional view of data that
allows for more informed decisions and actions to solve problems.
For example, in the energy sector, knowledge graphs can be used
to manage infrastructure, ensuring sustainability, resource
efficiency, using data on terrain, weather and electricity demand
to optimise energy distribution and forecast demand. Knowledge
graphs can also be used in the provision of utilities, analysing
meter and sensor readings to identify inefficient models and take
appropriate decisions and actions to improve their efficiency.
Knowledge graphs are used in artificial intelligence, which
is used to train machine and deep learning models, allowing
for the development of complex systems and increasing
their efficiency.

The knowledge graph and ontology can be used to describe
the development of failure scenarios and their impact on system
components (Table 5):

e Scenario 1: Network blackout (Blackout).
e Scenario 2: Stabilisation outage (Grid stabilisation).
e Scenario 3: Preventive outage (Grid stabilisation).

Table 5. Description of grid failure scenarios

Step Scenario 1 [ Scenario 2 [ Scenario 3
1 Failure in BranchO and Branch4
. Overloading and Overloading and
2 O_verloadmg and disconnection Branch6; | disconnection Branch?7,
disconnection Branch6 . .
disconnection Branch8 | Branch8
Overloading and The system has The system has
disconnection Branchl, | stabilised stabilised

3 Branch2, Branch3,
Branch5, Branch7,
Branch8.

4 Blackout in the system

Scenarios 2 and 3 are alternatives to scenario 1. The vertices
of the knowledge graph were coloured according to the category
of the element: Bus — blue; Branch — green; Gen — orange; Load —
purple; Failure, Overloading, Tripping, Cascade — red; Scenario —
grey (Figure 4).

Visualisation of knowledge graphs is a useful tool for studying
the development of processes in the system, which allows
identifying potential vulnerable objects and patterns in the event
of failures. Analysts are able to view and analyse processes
and determine the course of action to mitigate the consequences
of failures.

The knowledge graph consists of 33 vertices and 55 arcs.
Metrics, which were used to study the characteristics of events
in the scenarios: Degree Centrality — the number of arcs incident
to a vertex; Betweenness Centrality — the frequency of a node
being on the shortest path between other nodes; Closeness
Centrality — determines the proximity of a node to other nodes
(Table 6). Python [19], the NetworkX [8] and Pyvis [28] libraries
were used to calculate and visualise the results.




60 IAPGOS 1/2026

4
-8
[
°
[ o
PP
-@
R
[
.P
o, ’
L

p-ISSN 2083-0157, e-ISSN 2391-6761

| -
-0 fo
Brard
@
.
o~ @
AR
v A
¢ @
1 L)

Fig. 4. An example of a fragment of the knowledge graph of scenario development in the power grid

Table 6. Characteristics of events in the scenarios

As the number of components in the power grid increases,
the complexity of the knowledge graph increases, so an example
is given using one scenario for each of the casel45 and case300
networks.

Table 7. Characteristics of events in the scenario for case145

Degree Centrality Betweenness Centrality Closeness Centrality
Failurel 0.40625 | Failurel 0.109207 | Failurel 0.222222
Cascadel 0.28125 | Cascadel 0.058804 | Overloadingl | 0.153846
Overloadingl | 0.18750 | Overloadingl | 0.058468 | Tripping3 0.133333
Tripping3 0.15625 | Tripping3 0.011593 | Tripping2 0.133333
Tripping2 0.12500 | Overloading2 | 0.007728 | Overloading2 | 0.133333
Overloading2 | 0.12500 | Tripping2 0.004200 | Cascadel 0.105263

Based on the results of the metrics, conclusions can be drawn:
e The event ‘Failurel’ has the highest Degree Centrality value,

since it is a node that belongs to scenarios 1, 2, 3,

is the beginning for the development of certain events

and has an impact on system components.

e The ‘Failurel’ event has the highest Betweenness Centrality
value, so it is a node with a significant impact in the scenarios,
and solving this problem will potentially help reduce
the impact of failures on the system.

e The ‘Failurel’ event has the highest Closeness Centrality
value and can be interpreted as a node that can quickly interact
with other nodes and be used to propagate failures.

To assess the consequences of the scenario, the number
of failed grid components is used:

e Scenario 1: 9 components.

e Scenario 2: 4 components.

e Scenario 3: 4 components.

Therefore, to reduce the consequences in the power grid
in the event of a Failurel event, it is advisable to use scenarios 2
and 3, another solution is to increase the system's resilience
to prevent the occurrence of a Failurel failure.

When the number of objects in the knowledge graph increases,
it is necessary to generate a clarifying query to form a sample
with the necessary data, since the data is grouped in the scenario
step. The scenario is described using a sequence of steps with
the characteristics of the power grid components. For example,
for the case141 network, the following scenario was generated:
Step 1. Bus failure: 1, 7, 8, 12, 19, 21, 27, 30, 31, 35, 36, 38, 40,
43, 44, 45, 46, 50, 60, 61, 63, 67, 69, 71, 73, 74, 78, 79, 80, 81, 84,
89, 92, 93, 97, 99, 101, 102, 103, 105, 107, 109, 110, 111, 114,
116, 121, 122, 125, 127, 128, 130, 139.
Step 2. Apply Under Voltage
to maintain voltage levels.

Step 3. Apply overload protection (OLP) to lines that

are overloaded.

Step 4. As a result of the scenario, the network is out

of power.

User can query, select specific data and find common patterns
in different steps of scenarios. These metadata can be used
for analysis data before creating dataset for machine learning
model. Neural networks have the ability to: learn complex
patterns, detect cascading effects, approximate N-k analysis,
and the semantic model provides a description of the processes
in the scenario, which improves the interpretation of the results.

Load Shedding (UVLS)

Degree Centrality Betweenness Centrality Closeness Centrality
initial_contin Branch11 0.000017 | Bus73 0.03460
- 0.75249

gencyl

OLA4 (limit 0.75249 | Branch97 0.000017 | Bus142 0.03417
value)

UVLS3 0.75249 | Branch12 0.000017 | Bus69 0.03299
XL2 (limit 0.75249 | Branch96 0.000015 | Bus74 0.03299
value)

Blackout5 0.15614 | Branch87 0.000015 | Bus121 0.03254

Degree Centrality can be interpretated as influence of events
on components in graph. Betweenness Centrality can indicate
on objects that require more detailed analysis to increase network
resilience in the scenario. Closeness Centrality can indicate
on objects that require more detailed analysis of settings
to decrease bad influence of contingency on the network
in the scenario.

Table 8. Characteristics of events in the scenario for case300

Degree Centrality Betweenness Centrality Closeness Centrality
initial_contin | 0.57482 | Branch323 0.000012 | Bus9003 0.017927
gencyl
OLA4 (limit 0.57482 | Branch334 0.000012 | Bus130 0.013923
value)

UVLS3 0.57482 | Branch397 0.000012 | Bus37 0.012605
XL2 (limit 0.57482 | Branch406 0.000012 | Bus211 0.012605
value)

Bus9003 0.06713 | Branch260 0.000012 | Bus140 0.011298

6. Storing knowledge graphs

To store knowledge graphs in a relational database, it is first
needed to define the structure of the tables and determine
the relationships between them, but knowledge graphs can change
over time (new classes, relationships, and attributes are added),
scale in size and data complexity, which necessitates changing
the database structure. There is a need for storage to interact
with heterogeneous and dynamic data. For efficient storage
and work with graphs, it is advisable to use Neo4j, a graph
database management system [15] that is optimised for efficient
storage of graphs and queries. In a relational database, data
is stored in tables, and in a graph database, it is stored using:

o Nodes: representing entities.

o Relationships: links between nodes.

e Properties: attributes or metadata associated with nodes
or relationships.

Neo4j ensures data integrity and reliability by adhering
to ACID (Atomicity, Consistency, Isolation, Durability), includes
a library of algorithms for graph analysis, visualisation tools,
and the Cypher query language, which allows to write queries
to solve various types of problems.
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7. Conclusions

Using ontology to formalize domain knowledge has advan-
tages and disadvantages. The advantages of using ontology

in critical infrastructure, in particular in the power grid,
are the structuring of knowledge, which facilitates
the understanding of complex concepts, the interaction

of components, the ability to integrate data from different sources
using the agreement of terms and structures. Ontologies are also
used to search for new knowledge based on defined rules,
there is the ability to form queries to search for relevant
information, and provide the ability to manage and share
knowledge. The disadvantages of using ontology are the com-
plexity of development and maintenance (can be complex
and  time-consuming,  requiring  significant  experience
and resources), the flexibility of adaptation to changes in domain
knowledge or requirements (may require significant refinement
of the existing model, for example, detailing certain concepts).
This may entail certain costs during implementation: setting
up and maintaining the ontology. The efficiency of the ontological
model depends on the depth of knowledge and understanding
of the domain. Due to limited data for analysis and domain
information, ontologies can be significantly simplified, resulting
in the potential loss of important nuances.

Based on the ontology and data, a knowledge graph was crea-
ted, which is used in a clear form for both humans and machines,
and it is possible to perform tasks to obtain new knowledge about
the subject area (explicit and implicit facts using appropriate
queries and metrics). As a result, an ontological model and know-
ledge graph of the power grid were built for modelling failures,
in particular, cascading failures. Based on the centrality metrics
of the graph, conclusions were drawn about the characteristics
of the "Failurel" vertex and the development of scenarios
in the network. The ontological model and knowledge graph can
be supplemented and expanded to detail the subject area, study
new knowledge, and combine with other domains to study
the connections, development, and impact of scenarios on related
systems.
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