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Abstract. The rapid informatization of public life has resulted in a sharp increase in the number and complexity of cyberattacks, which inflict substantial 

material and reputational losses on both individuals and large organizations. Cybercriminals are progressively sophisticating their attack methods, 

particularly through the application of emergent technologies like artificial intelligence and machine learning. This trend poses a heightened threat 
to the integrity of information systems and the safeguarding of sensitive data. Consequently, there is a critical need to promptly identify the influence 

of dominant factors on the security level of information protection systems. To effectively address this problem, the present study investigates the combined 

effects of key concepts on a fuzzy cognitive map by applying the framework of dynamic causal algebra. The process dynamics in this case are shaped 
by the introduction of a nominal time, which enables the determination of the process stabilization point and the analysis of the effects of controlling 

concepts on the target at specific moments. In addition to the adjacency matrix that defines the cognitive map under consideration, the model includes 

three essential vector parameters: a vertex state vector representing node activity; an input influence vector initiating the activation process; 
and a threshold vector that filters out minor effects and remains invariant over time. Based on all activated paths, the indirect impacts of conceptual 

elements on the system's information security level are computed. The analysis of the obtained results is intended to ensure the reliable and stable 

operation of the security system. Furthermore, it will contribute to developing an effective strategy for preventing cyberattacks. 
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BADANIE DYNAMICZNYCH ZMIAN POZIOMU BEZPIECZEŃSTWA 

SYSTEMU OCHRONY INFORMACJI 

Streszczenie. Szybka informatyzacja życia publicznego spowodowała gwałtowny wzrost liczby i złożoności cyberataków, które powodują znaczne straty 

materialne i reputacyjne zarówno dla osób fizycznych, jak i dużych organizacji. Cyberprzestępcy stopniowo udoskonalają swoje metody ataku, zwłaszcza 
poprzez wykorzystanie nowych technologii, takich jak sztuczna inteligencja i uczenie maszynowe. Tendencja ta stanowi zwiększone zagrożenie 

dla integralności systemów informatycznych i bezpieczeństwa danych wrażliwych. W związku z tym istnieje pilna potrzeba szybkiej identyfikacji wpływu 

dominujących czynników na poziom bezpieczeństwa systemów ochrony informacji. Aby skutecznie rozwiązać ten problem, w niniejszym badaniu analizuje 
się łączny wpływ kluczowych pojęć na rozmywą mapę poznawczą poprzez zastosowanie ram dynamicznej algebry przyczynowej. Dynamika procesu 

w tym przypadku jest kształtowana przez wprowadzenie czasu nominalnego, co umożliwia określenie punktu stabilizacji procesu oraz analizę wpływu pojęć 
kontrolujących na cel w określonych momentach. Oprócz macierzy sąsiedztwa, która definiuje rozpatrywaną mapę poznawczą, model obejmuje 

trzy podstawowe parametry wektorowe: wektor stanu wierzchołka reprezentujący aktywność węzła; wektor wpływu wejściowego inicjujący proces 

aktywacji; oraz wektor progowy, który odfiltrowuje nieistotne efekty i pozostaje niezmienny w czasie. Na podstawie wszystkich aktywowanych ścieżek 
obliczane są pośrednie oddziaływania elementów koncepcyjnych na poziom bezpieczeństwa informacji systemu. Analiza uzyskanych wyników ma na celu 

zapewnienie niezawodnego i stabilnego działania systemu bezpieczeństwa. Ponadto przyczyni się ona do opracowania skutecznej strategii zapobiegania 

cyberatakom. 

Słowa kluczowe: bezpieczeństwo informacji, zagrożenie, cyberatak, rozmyta mapa poznawcza, dynamiczna algebra przyczynowa 

Introduction 

With the rapid expansion of digital services and electronic 

transactions, the volume of confidential information stored 

in digital form is increasing significantly. Consequently, ensuring 

robust data protection becomes more complex, which, in turn, 

elevates the probability of data compromise or modification 

as a result of cyberattacks. As a result, research in the field 

of information security is becoming increasingly important, 

serving as a key factor in ensuring the stability and safety 

of the digital environment. Researchers worldwide are striving 

to improve the reliability and resilience of information protection 

systems (IPS) by analysing their security levels. For instance, 

the authors of [12] proposed a novel structural model 

for analysing information security requirements, the fulfilment 

of which contributes to maintaining the confidentiality, integrity, 

and availability of information systems and their components. 

To enhance security, two modelling frameworks have been 

developed: one aimed at defining security requirements, 

and another designed to detect insider misuse through the auditing 

of access logs. Study [5] provides an analysis of various 

information security challenges encountered by organizations 

in the course of digital transformation. Emphasis is placed 

on the critical role of organizational and managerial measures 

in safeguarding information. In [6], a method for automated 

forecasting of information security vulnerabilities was proposed, 

based on a business process model. At the foundational modelling 

level, the process is represented as a sequence of tasks, 

and potential vulnerabilities are identified through the analysis 

of each task’s type and label. Based on the TOE (Technology–

Organization–Environment) framework, the authors of [8]

analysed the interrelationship between technical, organizational, 

and environmental aspects affecting the continuity of corporate 

information security management. In scientific study [4], 

a comprehensive review was conducted based on the PRISMA 

methodology to examine the current state of information security 

in the modern information society. Special emphasis was placed 

on common threats, mitigation strategies, and optimal approaches 

to the protection of digital data. Scientific work [15] introduced 

a comprehensive security architecture, identifying eight principal 

knowledge domains: intrusion detection, privacy preservation, 

secure machine learning, cryptographic systems, data transmission 

service security, malware analysis, decision-making, and security 

governance. The study [13] involves an analysis of impulse 

processes on a cognitive map that reflects the dynamics of changes 

in the security level of a computer network. However, it would 

be reasonable to expand the scope of the research beyond network 

security to encompass the overall IPS, which would also include 

organizational, technical, and software aspects. In academic study 

[14], a cognitive model was developed and thoroughly examined 

to assess the level of protection provided by an IPS. The most 

influential system concepts were identified, and scenario-based 

modelling was performed to evaluate their impact on the security 

level of the IPS. However, the scenario analysis did not enable 

the representation of temporal dynamics in the system’s security 

level. In this context, the application of dynamic causal algebra 

[9, 16] appears promising, as it facilitates the forecasting 

of system behaviour at specific points in time. Consequently, 

studying the impact of the key factors identified by the cognitive 

approach on the dynamic variation in the security level 

of the protection system remains a relevant research task. 
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1. Topological analysis of the cognitive map 

for assessing the security of an IPS 

In paper [14], using expert assessment, a fuzzy cognitive map 

(FCM) was proposed that reflects changes in the security level 

of the IPS. Based on the topological analysis of this FCM, which 

is presented in Figure 1, we will examine the structure 

of the interrelationships between its concepts and identify 

the governing ones among them. 

The apparatus of algebraic topology operates with such 

concepts as: a simplex 𝜎𝑞
𝜈𝑖 – representing a set of elements 

associated with a particular element 𝜈𝑖 through a 𝜆-relation 

of dimension 𝜌; a simplicial complex 𝐾, defined as a set 

of vertices and their corresponding simplices; and q-connectivity, 

which characterizes the degree of interrelation among simplices 

within a single complex [1–3, 7, 10, 11]. 

To perform the topological analysis of the structure 

of the studied fuzzy cognitive map (FCM), it is necessary 

to convert the fuzzy values of the elements in the adjacency matrix 

𝑊 = [𝑤(𝐾𝑖 , 𝐾𝑗]
𝑛×𝑛

 (Table 1) into crisp values from the set 

(«-1», «0», «1»). 

This transformation will be performed in accordance with 

the conditions specified in Table 2, while the discretization 

of the adjacency matrix weights will be carried out using smooth 

transition zones near the threshold values, which will ensure 

the preservation of the relative significance of the connections 

and increase the stability of the FCM structure to minor variations 

in fuzzy weights.  

As a result, the transition matrix is obtained (Table 3). 

 
Fig. 1. Fuzzy cognitive map for assessing the security of the IPS 

Table 1. Adjacency matrix (W) of the fuzzy cognitive map for the subject area 

 𝐾1 𝐾2 𝐾3 𝐾4 𝐾5 𝐾6 𝐾7 𝐾8 𝐾9 𝐾10 𝐾11 

𝐾1 0 0 0 0 0 0 0 0 0 0 0.9 

𝐾2 0 0 0 0 0 0 0 0 0 0 0.85 

𝐾3 0 0 0 0 0 0 0 0 0 0 -0.75 

𝐾4 0 0 0 0 0 0 0 0.5 0 0 0.7 

𝐾5 -0.55 -0.7 0.82 -0.75 0 0 0 -0.55 0 0 0 

𝐾6 0.7 0.65 -0.9 0.8 0 0 -0.3 0.7 0 0 0 

𝐾7 -0.45 -0.3 0.58 -0.42 0 0 0 -0.55 0 0 0 

𝐾8 0 0.25 0 0 0 0 0 0 0 0 0.55 

𝐾9 0 0 0 0 0 0.55 0 0 0 0 0 

𝐾10 -0.35 0 0 -0.5 0 0 0 -0.82 0 0 0 

𝐾11 0 0 0 0 0 0 0 0 0 0 0 

Table 2. Conditions for converting fuzzy values of matrix W elements to crisp values «-1», «0», «1» 

Interval representing the strength of the connection 

between concepts in the adjacency matrix 
Assigned new value 

[-1; 0) -1 

[0; 0,5) 0 

[0,5; 1] 1 

Table 3. Transition matrix 

 𝐾1 𝐾2 𝐾3 𝐾4 𝐾5 𝐾6 𝐾7 𝐾8 𝐾9 𝐾10 𝐾11 

𝐾1 0 0 0 0 0 0 0 0 0 0 1 

𝐾2 0 0 0 0 0 0 0 0 0 0 1 

𝐾3 0 0 0 0 0 0 0 0 0 0 -1 

𝐾4 0 0 0 0 0 0 0 1 0 0 1 

𝐾5 -1 -1 1 -1 0 0 0 -1 0 0 0 

𝐾6 1 1 -1 1 0 0 -1 1 0 0 0 

𝐾7 -1 -1 1 -1 0 0 0 -1 0 0 0 

𝐾8 0 0 0 0 0 0 0 0 0 0 1 

𝐾9 0 0 0 0 0 1 0 0 0 0 0 

𝐾10 -1 0 0 -1 0 0 0 -1 0 0 0 

𝐾11 0 0 0 0 0 0 0 0 0 0 0 
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Table 4. Row-ordered transition matrix 

 𝐾1 𝐾2 𝐾3 𝐾4 𝐾5 𝐾6 𝐾7 𝐾8 𝐾9 𝐾10 𝐾11 𝒒(𝒊) 

𝐾6 1 1 1 1 0 0 1 1 0 0 0 5 

𝐾5 1 1 1 1 0 0 0 1 0 0 0 4 

𝐾7 1 1 1 1 0 0 0 1 0 0 0 4 

𝐾10 1 0 0 1 0 0 0 1 0 0 0 2 

𝐾4 0 0 0 0 0 0 0 1 0 0 1 1 

𝐾1 0 0 0 0 0 0 0 0 0 0 1 0 

𝐾2 0 0 0 0 0 0 0 0 0 0 1 0 

𝐾3 0 0 0 0 0 0 0 0 0 0 1 0 

𝐾8 0 0 0 0 0 0 0 0 0 0 1 0 

𝐾9 0 0 0 0 0 1 0 0 0 0 0 0 

𝐾11 0 0 0 0 0 0 0 0 0 0 0 -1 

 

To determine the dimension of the simplices 

in the complex 𝐾𝑥(𝑌;  𝜆) the following formula is applied:  

𝑞 = ∑ |𝜆𝑖𝑗|

𝑚

𝑖,𝑗=1

− 1 

Subsequently, the 𝑖-th rows of the transition matrix are sorted 

according to the rule: 𝑞1
(𝜈𝑖)

> 𝑞2
(𝜈𝑖)

> ⋯ > 0 > −1. 

After completing the above steps, the ordered transition matrix 

is obtained (Table 4). 

Thus, the simplicial complex 𝐾𝑋(𝑌;  𝜆) will take the following 

form: 

𝐾𝑋(𝑌;  𝜆) = {𝜎𝑞
(𝜈𝑖)

} = 

= {𝜎5
(6)

, 𝜎4
(5)

, 𝜎4
(7)

, 𝜎2
(10)

, 𝜎1
(4)

, 𝜎0
(1)

, 𝜎0
(2)

, 𝜎0
(3)

, 𝜎0
(8)

, 𝜎0
(9)

} 

Since 𝑞 – connectivity induces an equivalence relation 

on the simplices of the complex 𝐾𝑋(𝑌;  𝜆), the problem 

of analysing the connectivity structure of the complex reduces 

to the study of q-equivalence classes. Accordingly, for each value 

of the dimension 𝑞 = 0, 1, 2, … , 𝑑𝑖𝑚𝐾, the number of distinct 

equivalence classes 𝑄𝑞 is determined as follows: 

𝑞 = 5,    𝑄5 = 1,   {𝐾6} 

𝑞 = 4,    𝑄4 = 1,   {𝐾6, 𝐾5, 𝐾7} 

𝑞 = 2,    𝑄2 = 1,   {𝐾6, 𝐾5, 𝐾7, 𝐾10} 

q = 1,    Q1 = 2,   {K6, K5, K7, K10}, {K4} 

𝑞 = 0,    𝑄0 = 1,   {𝑎𝑙𝑙 𝐾𝑖  (𝑖 = 1, … ,11), 𝑒𝑥𝑐𝑒𝑝𝑡 𝐾11} 

Therefore, the first structural vector, which reflects the global 

structure of the complex 𝐾𝑋(𝑌;  𝜆), is as follows: 

𝑄𝑥 = {1  1  1  2  1} 

Analysing the concepts of the studied FCM reveals that 

at levels 𝑞 = 2 and 𝑞 = 1 the connected components 
{𝐾6, 𝐾5, 𝐾7, 𝐾10} emerged. This indicates that introducing a control 

influence on 𝐾6, is sufficient to elicit a response from 𝐾5, 𝐾7, 𝐾10. 

Accordingly, the concepts 𝐾6 𝑎𝑛𝑑 𝐾4, which correspond 

to the simplices of the highest dimensionality, may be selected 

as control elements for the entire IPS. 

2. Analysis of the temporal dynamics of the IPS 

security level 

To ensure the reliability and resilience of an IPS, a proactive 

approach is often employed, enabling the prediction of potential 

risks and vulnerabilities of the studied object. Specifically, 

employing dynamic analysis facilitates tracking changes 

in the system’s security level over time, as well as identifying key 

trends and functional patterns. For this purpose, an analysis 

is conducted to determine how the most significant control 

concepts, identified through topological analysis, influence 

the subsequent development of the studied system. To represent 

the system's dynamics, the concept of conditional time is used, 

according to which the wave of influence propagates through 

the paths up to the moment t – the influence propagation time. 

In addition to the adjacency matrix 𝑊, the following vector 

parameters are considered: the state vector of vertices 

Ψ(𝑡) = (Ψ1(𝑡),  Ψ2(𝑡), … , Ψ𝑛(𝑡), where Ψ𝑖(𝑡) is the state

of vertex 𝑖 (for 𝑖 = 1, … , 𝑛) at time 𝑡; the input influence vector 

(𝜇1(𝑡),  μ2(𝑡), … , μ𝑛(𝑡), where 𝜇𝑖(𝑡) = ∑ 𝑤𝑘𝑖 ∙ Ψ𝑘(𝑡)𝑛
𝑘=1 ; 

the threshold vector of vertices 𝑄 = (𝑞1, … , 𝑞𝑛) , which is time-

independent. It should be noted that the threshold values 

of the vertices are set taking into account the structural analysis 

of the adjacency matrix and the functional purpose of concepts 

in the FCM, which allows filtering out zero and mutually 

compensated influences. In turn, the activity of a vertex is defined 

by its state, which can take only two values: 0 or 1. The input 

influence from vertex 𝑘 is considered in the calculation for vertex 

𝑖, only if vertex 𝑘 is active, that is Ψ𝑘(𝑡) = 1 [9, 16]. 

Thus, the vector of input influences along all activated paths 

through all active vertices is determined by the following 

convolution expression: 

 (𝜇1, … , 𝜇𝑛) = Ψ(𝑡) × 𝑊 (1) 

Considering equation (1) the state vector at time 𝑡 + 1 

can be calculated as: 

 Ψ(𝑡 + 1) = 𝑓𝑄(Ψ(t) × 𝑊) = (𝑓𝑞1(𝜇1), … , 𝑓𝑞𝑛(𝜇𝑛)) (2) 

where 𝑓𝑞𝑖(𝜇𝑖) is the threshold function at vertex 𝑖, which filters 

out insignificant influences: 

 𝑓𝑞𝑖(𝜇𝑖) = {
1, if |𝜇𝑖| ≥ 𝑞𝑖

0, if |𝜇𝑖| < 𝑞𝑖
 (3) 

At time 𝑡 the indirect influence along the path 𝑃 from vertex 𝑖 
to vertex 𝑗 is determined by the formula: 

 𝐼𝑝(𝑡) = ∏ Ψ𝑘(𝑡) × 𝑤𝑘𝑙(𝑘,𝑙)∈𝐸(𝑃)  (4) 

where 𝐸(𝑃) is the set of edges of path 𝑃, Ψ𝑘(𝑡) is the state 

of vertex 𝑘 at time 𝑡, and 𝑤𝑘𝑙  is the weight of edge (𝑘, 𝑙). 

Taking into account the impact of all possible pathways from 

vertex 𝑖 to vertex 𝑗, the total influence 𝑇(𝑖,𝑗)is defined as: 

 𝑇(𝑖,𝑗)(𝑡) = ∑ max𝑃∈𝑃(𝑖,𝑘,𝑗) 𝐼𝑃(𝑡)𝑘∈𝑁−(𝑗)  (5) 

where 𝑁−(𝑗) = {𝑘|(𝑘, 𝑗) ∈ 𝐸} is the set of vertices directly 

connected to vertex 𝑗, and 𝑃(𝑖, 𝑘, 𝑗) is the set of paths from vertex 

𝑖 to vertex 𝑗 through vertex 𝑘. 
Thus, the influence computation consists of two parallel 

«waves»: the 𝜇 – waves, which activates the necessary paths, 

and the 𝐼 – T wave, which determines the influence along 

the activated paths. 

Analysis of the adjacency matrix shown in Table 1 shows that 

for most concepts, the algebraic sum of the input weights is less 

than one in magnitude, resulting in corresponding threshold values 

equal to zero. At the same time, for vertex 𝐾11, the total input 

influence exceeds one, which leads to the establishment 

of an increased threshold value 𝑞𝑛 = 2. Thus, the vector of vertex 

thresholds will look like this: 𝑄 = (0; 0; 0; 0; 0; 0; 0; 0; 0; 0; 2). 
At the initial step of the influence analysis, vertex 

𝐾6 – representing the organizational support of information 

protection – exerts an external influence on 𝐾11, the security 

of the IPS. It is assumed that vertex 𝐾6 is externally activated 

and remains active throughout the process, i.e., Ψ6(𝑡) = 1 

for any time 𝑡. Accordingly, the initial state vector of the vertices 

is given by:  

ΨΩ(0) = (0; 0; 0; 0; 0; 1; 0; 0; 0; 0; 0) 
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Using equations (1)–(3), we compute the μ-wave, which 

initiates the activation process of the vertices and corresponding 

paths: 

ΨΩ(0) × WΩ = (0.7; 0.65; −0.9; 0.8; 0; 0; −0.3; 0.7; 0; 0; 0) 

ΨΩ(1) = fT(ΨΩ(0) × WΩ) = (1; 1; 1; 1; 1; 1; 1; 1; 1; 1; 0) 

ΨΩ(1) × WΩ =
= (−0.65; −0.1; 0.5; −0.87; 0; 0.55; −0.3; −0.72; 0; 0; 2.25) 

ΨΩ(2) = fT(ΨΩ(1) × WΩ) = (1; 1; 1; 1; 1; 1; 1; 1; 1; 1; 1) 

ΨΩ(2) × WΩ =
= (−0.65; −0.1; 0.5; −0.87; 0; 0.55; −0.3; −0.72; 0; 0; 2.25) 

ΨΩ(3) = fT(ΨΩ(2) × WΩ) = (1; 1; 1; 1; 1; 1; 1; 1; 1; 1; 1) 

Thus, at time t = 2, the process stabilizes, because at this step 

all vertices of the cognitive map become active, as a result 

of which further multiplication of the state vector by the adjacency 

matrix does not change the total weighted influences. In addition, 

applying the activation threshold function to the resulting vector 

reproduces the same state vector that corresponds to the fixed 

point of the iterative process. Thus, at t = 2, the system reaches 

a stable equilibrium state, and further iterations do not lead 

to a change in the structure of active vertices. 

According to formulas (4) and (5), the influence along 

the activated paths is computed. Since there are six paths from 

𝐾6 to 𝐾11: one path through 𝐾2, one through 𝐾4, four through 𝐾8 

and two paths each through 𝐾1 and 𝐾3, the set 𝑁− is defined as: 

𝑁− = {𝐾1, 𝐾2, 𝐾3, 𝐾4, 𝐾8} 

The indirect influences along specific paths at various time 

moments are calculated, and the results are presented in Table 5. 

Table 5. Indirect influence values of vertex 𝐾6 on vertex 𝐾11 

𝑃(𝐾6, 𝐾11) 𝐼𝑃(0) 𝐼𝑃(1) 𝐼𝑃(2) 

(𝐾6, 𝐾1, 𝐾11) 0 0.630 0.630 

(𝐾6, 𝐾7, 𝐾1, 𝐾11) 0 0.122 0.122 

(𝐾6, 𝐾2, 𝐾11) 0 0.553 0.553 

(𝐾6, 𝐾7, 𝐾2, 𝐾11) 0 0.077 0.077 

(𝐾6, 𝐾8, 𝐾2, 𝐾11) 0 0.149 0.149 

(𝐾6, 𝐾7, 𝐾8, 𝐾2, 𝐾11) 0 0.035 0.035 

(𝐾6, 𝐾4, 𝐾8, 𝐾2, 𝐾11) 0 0.085 0.085 

(𝐾6, 𝐾7, 𝐾4, 𝐾8, 𝐾2, 𝐾11) 0 0.013 0.013 

(𝐾6, 𝐾3, 𝐾11) 0 0.675 0.675 

(𝐾6, 𝐾7, 𝐾3, 𝐾11) 0 0.131 0.131 

(𝐾6, 𝐾7, 𝐾4, 𝐾11) 0 0.088 0.088 

(𝐾6, 𝐾8, 𝐾11) 0 0.385 0.385 

(𝐾6, 𝐾4, 𝐾8, 𝐾11) 0 0.220 0.220 

(𝐾6, 𝐾7, 𝐾8, 𝐾11) 0 0.091 0.091 

(𝐾6, 𝐾7, 𝐾4, 𝐾8, 𝐾11) 0 0.035 0.035 

    

From Table 5, for time moments 𝑡 = 1, 2 the following results 

are obtained: 

max
𝑃∈𝑃(𝐾6,𝐾1,𝐾11)

𝐼𝑝(𝑡) = (0; 0.630; 0.630) 

max
𝑃∈𝑃(𝐾6,𝐾2,𝐾11)

𝐼𝑝(𝑡) = (0; 0.553; 0.553) 

max
𝑃∈𝑃(𝐾6,𝐾3,𝐾11)

𝐼𝑝(𝑡) = (0; 0.675; 0.675) 

max
𝑃∈𝑃(𝐾6,𝐾4,𝐾11)

𝐼𝑝(𝑡) = (0; 0.088; 0.088) 

max
𝑃∈𝑃(𝐾6,𝐾8,𝐾11)

𝐼𝑝(𝑡) = (0; 0.385; 0.385) 

Thus, taking into account the influences along all paths, 

the total indirect influence of vertex 𝐾6 on vertex 𝐾11 is 

determined as: 

𝑇(𝐾6,𝐾11) = max
𝑃∈𝑃(𝐾6,𝐾1,𝐾11)

𝐼𝑝(𝑡) + max
𝑃∈𝑃(𝐾6,𝐾2,𝐾11)

𝐼𝑝(𝑡) + 

+ max
𝑃∈𝑃(𝐾6,𝐾3,𝐾11)

𝐼𝑝(𝑡) + max
𝑃∈𝑃(𝐾6,𝐾4,𝐾11)

𝐼𝑝(𝑡) + max
𝑃∈𝑃(𝐾6,𝐾8,𝐾11)

𝐼𝑝(𝑡) = 

= (0; 2.331; 2.331) 

Similarly, the influence of concept 𝐾4 – physical security – 

affects the target concept 𝐾11, representing the security of the IPS. 

The initial state vector is set by assuming vertex 𝐾4 remains active 

throughout the process, i.e., Ψ4(𝑡) = 1 for any 𝑡. Thus, the initial 

vector is: 

ΨΩ(0) = (0; 0; 0; 1; 0; 0; 0; 0; 0; 0; 0) 

According to formulas (1)–(3), the resulting process is: 

ΨΩ(0) × 𝑊Ω = (0; 0; 0; 0; 0; 0; 0; 0.5; 0; 0; 0.7) 

ΨΩ(1) = 𝑓𝑇(ΨΩ(0) × 𝑊Ω) = (1; 1; 1; 1; 1; 1; 1; 1; 1; 1; 0) 

ΨΩ(1) × 𝑊Ω

= (−0.65; −0.1; 0.5; −0.87; 0; 0.55; −0.3; −0.72; 0; 0; 2.25) 

ΨΩ(2) = 𝑓𝑇(ΨΩ(1) × 𝑊Ω) = (1; 1; 1; 1; 1; 1; 1; 1; 1; 1; 1) 

ΨΩ(2) × 𝑊Ω

= (−0.65; −0.1; 0.5; −0.87; 0; 0.55; −0.3; −0.72; 0; 0; 2.25) 

ΨΩ(3) = 𝑓𝑇(ΨΩ(2) × 𝑊Ω) = (1; 1; 1; 1; 1; 1; 1; 1; 1; 1; 1) 

Thus, the process stabilizes at 𝑡 = 2. 

Using formulas (4)–(5), the influence of concept 𝐾4 on 𝐾11 

through all indirectly activated paths is computed.  

It is assumed that from 𝐾4 to 𝐾11 there exists one indirect path 

through each of 𝐾2 and 𝐾8, i.e., 𝑁− = {𝐾2, 𝐾8}. 

The values of indirect influences through activated paths 

at different time moments are presented in Table 6. 

Table 6. Indirect influence values of vertex 𝐾4 on vertex 𝐾11 

𝑃(𝐾4, 𝐾11) 𝐼𝑃(0) 𝐼𝑃(1) 𝐼𝑃(2) 

(𝐾4, 𝐾8, 𝐾11) 0 0.275 0.275 

(𝐾4, 𝐾8, 𝐾2, 𝐾11) 0 0.106 0.106 

 

Based on the data presented in Table 6, the total indirect 

influence of vertex 𝐾4 on 𝐾11is determined as: 

𝑇(𝐾4,𝐾11)= 

= max
𝑃∈𝑃(𝐾4,𝐾2,𝐾11)

𝐼𝑝(𝑡) + max
𝑃∈𝑃(𝐾4,𝐾8,𝐾11)

𝐼𝑝(𝑡) = (0; 0.381; 0.381) 

The results of the conducted study clearly demonstrate how 

the security level of the IPS evolves over time under the influence 

of the most critical concepts, such as: 𝐾6 – organizational support 

for information protection, and 𝐾4 – physical security. It was 

found that in both cases, the process stabilizes at time 𝑡 = 2. 

Moreover, the total influence of concept 𝐾6 on 𝐾11 exceeds that 

of 𝐾4 indicating a stronger contribution to overall system security. 

Therefore, it is recommended to strengthen organizational 

information protection measures by developing clear security 

policies, defining responsibility zones, implementing access 

control procedures, and conducting regular audits and training 

sessions on information security. 

3. Conclusions 

This study is devoted to examining the dynamics of changes 

in the security level of an IPS under the influence of key gover-

ning concepts derived from a topological analysis of the deve-

loped cognitive map structure. For this purpose, a simplicial 

complex was constructed, representing a sequence of simplices 

ordered by decreasing dimensionality. The first structural vector 

of the complex was determined, which enabled the identification 

of controlling and connected concepts within the fuzzy cognitive 

model. 

Additionally, conditional time and vector parameters were 

introduced, including vertex state, input influence, and threshold 

vectors. It was established that the process stabilizes at time 𝑡 = 2. 

All possible activation paths from the key concepts 

K6 – organizational support for information protection, 

an K4 – physical security, to the target concept 𝐾11 – system 

security, were analyzed. The indirect influence values of these 

concepts on system security were calculated. Based 

on the obtained results, it was found that the total influences 

from K6 and 𝐾4 to K11 at time moments 𝑡 = 0, 1, 2 

are: 𝑇(𝐾6,𝐾11) = (0; 2.331; 2.331), 𝑇(𝐾4,𝐾11) = (0; 0.381; 0.381).
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In other words, beginning from t = 1, both processes reach a stable 

state; however, the influence of K6 on system security remains 

approximately six times greater than that of K4. This highlights 

the critical role of organizational measures in shaping 

an effective IPS and underscores the importance of focusing 

efforts on improving managerial and regulatory mechanisms 

of cybersecurity. 
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