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A MODULAR MONOLITH ARCHITECTURE FOR HIGH-AVAILABILITY
ELECTRIC VEHICLE CHARGING STATION MANAGEMENT SOFTWARE
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Abstract. The article presents the results of research and development of a highly available, fault-tolerant software system for managing electric vehicle
charging stations. The proposed solution is based on a modular monolith architecture, which combines ease of implementation and maintenance with
the ability to scale under increasing load. An analysis of the current state of charging infrastructure, architectural approaches, communication protocols
(in particular, OCPP with WebSocket), and reliability-enhancing technologies such as containerization and message brokers is provided. The implemented
functional modules of the system are described. The results of the experimental study confirm the system’s stability and efficiency under high load
conditions and demonstrate its readiness for deployment in a real-world environment.
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MODULOWA ARCHITEKTURA MONOLITYCZNA DLA OPROGRAMOWANIA
ZARZADZAJACEGO STACJAMI LADOWANIA POJAZDOW ELEKTRYCZNYCH
O WYSOKIEJ DOSTEPNOSCI

Streszczenie. W artykule przedstawiono wyniki badan oraz opracowanie wysokodostgpnego, odpornego na awarie oprogramowania do zarzqdzania
stacjami tadowania pojazdow elektrycznych. Zaproponowane rozwiqzanie opiera si¢ na architekturze modulowego monolitu, ktora tqczy prostote
wdrozenia i utrzymania z mozliwosciq skalowania systemu w warunkach rosngcego obcigzenia. Przeprowadzono analize aktualnego stanu infrastruktury
stacji tadowania, podejs¢ architektonicznych, protokotow komunikacyjnych (w szczegolnosci OCPP z wykorzystaniem WebSocket) oraz Srodkow
zwigkszajgcych niezawodnosé, takich jak konteneryzacja i brokery komunikatow. Opisano zaimplementowane moduly funkcjonalne systemu. Wyniki badan
eksperymentalnych potwierdzajq stabilno$¢ i efektywnosé systemu w warunkach wysokiego obcigzenia oraz wykazujg jego gotowosé do wdrozenia

w rzeczywistym srodowisku.

Stowa kluczowe: pojazdy elektryczne, stacje fadowania, architektura oprogramowania, niezawodnosé¢

Introduction

The growth in the number of electric vehicles requires
the expansion of charging networks and the development
of reliable software systems for their management. Stability,
high availability, and fault tolerance of the infrastructure
are key conditions for the advancement of electromobility, which
imposes increased demands on the scalability and performance
of solutions [11].

Most existing systems are based on either monolithic
or microservice architectures. Monolithic solutions are simpler
to develop but scale poorly [15], while microservices provide
flexibility yet require significant resources to maintain inter-
service communication [14]. An alternative is the modular
monolith  architecture, which combines the simplicity
of a monolith with the separation of responsibilities and flexibility
typical of microservices. This approach enables scalability
without substantial system redesign, making it an optimal solution
for managing charging stations under high-load conditions [6].

The aim of this study is the experimental evaluation
of a developed highly available, fault-tolerant software system
for managing charging stations based on a modular monolith
architecture. The objectives include:

e Analyzing existing approaches and technologies;

e Implementing a system that ensures key parameters of high
availability, scalability, and reliability;

e Evaluating the effectiveness of the proposed solution under
real-world load conditions.

The approach involves the use of modern communication
protocols (OCPP with WebSocket) [7], asynchronous interaction
between components via message brokers (e.g., Apache Kafka
or RabbitMQ), and containerization to enhance fault
tolerance [22].

The results of the study have practical significance for deve-
lopers and operators of charging infrastructure, contributing
to the further adoption and improvement of electric vehicle
technologies.

1. Current state of the problem

Recent research on electric vehicle charging station
management focuses on architectures that ensure high availability,
scalability, and fault tolerance. The main approaches
are monolithic, microservice, and modular monolith architectures.

Monolithic systems are simple and suitable for early
development but have scalability limitations, as higher loads
demand significant hardware resources [15].

Microservice architecture enables flexible scaling, parallel
development, and easier maintenance but complicates commu-
nication and data consistency [14].

The modular monolith, actively studied in recent years,
combines the advantages of both previous approaches.
It is a single deployable application internally divided into
independent modules, each encapsulating its own business logic.
This ensures separation of concerns, better maintainability,
and flexibility while simplifying development and deployment
compared to microservices, without sacrificing scalability
or reliability [1, 6].

Among modern platforms, OpenEMS stands out as an open-
source modular system for energy microgrids, integrating charging
stations via protocols such as OCPP, Modbus, and MQTT.
Implemented in Java, it operates on both edge devices
and in the cloud [8, 16].

Other notable solutions include ChargeLab, an open platform
(cloud and on-premises) supporting OCPP, REST API,
WebSocket, analytics, and billing [2], and eMobility Cloud,
a microservice-based system integrating OCPP and OPC UA
with APIs for payment service interaction [5].

Virta is one of Europe’s leading EV charging platforms,
supporting OCPP and OCPI while providing billing, analytics,
and mobile applications [21]. Greenlots (now Shell Recharge)
specializes in cloud-based fast-charging solutions with a focus
on analytics, cybersecurity, energy management, and 1SO 15118
compliance [20]. EVBox targets large charging networks, supports
OCPP and OCPI, integrates with ERP systems and mobile apps,
and is built on a microservice, cloud-based architecture [4].
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Modern charging platforms rely on key technologies
and standards such as OCPP for station communication,
OCPI for roaming, and I1SO 15118 for automatic identification
and charging [12, 17]. Open APIs, particularly REST
and WebSocket, enable real-time interaction and integration
with payment and external systems [13, 19].

Scalability is achieved through cloud infrastructure, containe-
rization (Docker, Kubernetes), and microservice architectures.
Cybersecurity remains critical, encompassing authentication,
authorization, encryption, key management, and activity auditing.
Analytics and big data processing are essential for optimizing
energy consumption and forecasting load demand. Systems
must also support flexible integration with diverse hardware
and seamless scaling as the number of users and devices
grows [9, 10].

In academic literature, significant attention is given to commu-
nication protocols and fault-tolerance mechanisms. The OCPP
standard combined with WebSocket remains the most widely
adopted solution for stable, bidirectional communication [18].
Asynchronous interaction using message brokers such
as RabbitMQ or Apache Kafka, along with containerization
and orchestration technologies, further enhances the resilience
of distributed systems [3, 22].

Overall, these findings underscore the importance of integra-
ting modern architectural solutions and technologies to develop
highly available and fault-tolerant EV charging infrastructure
management systems.

2. Problem statement

The main objective of this study is the development
of a highly available and fault-tolerant software system
for managing electric vehicle charging stations that meets
the requirements of modern e-mobility infrastructure.

The object of the study is a software system for managing
the infrastructure of electric vehicle charging stations. This system
includes the Central System Management System (CSMS),
charging stations (Charge Points), and the mechanisms of their
interaction.

The subject of the study is the design and analysis
of a modular monolith architecture, its implementation,
and experimental evaluation in the context of developing
highly available and fault-tolerant software for charging station
management.

2.1. System requirements

To ensure effective management of charging infrastructure
and meet end-user needs, the system must fulfill both functional
and non-functional requirements (Figure 1).

Charging Stations Management Software

Functional Requirements Non-Functional Requirements

Charging Station Management 24/7 Operation
Transaction Management Fault Tolerance
Usage Statistics Collection Scalability

Aulhenticgtiop and Security
Authorization
Hemmiﬁ‘:i‘?o”r:’rf;"s and Flexibility and Extensibility

Fig. 1. Requirements for the developed charging station management system
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The charging station management system must provide
station registration, status monitoring, charging session control
(start/stop), software updates, as well as tools for authentication,
authorization, remote diagnostics, and monitoring. A critical
requirement is the support of internal transactions between
components to ensure reliability, fault tolerance, and business
process consistency, along with the collection of statistical data
for analytics.

The non-functional requirements include uninterrupted
operation 24/7, resilience to individual component failures,
and horizontal scalability to support a growing number of users
and stations. The system must also guarantee data protection
through encrypted communication and remain adaptable
for integrating new equipment and extending functionality
in compliance with industry standards.

2.2. Performance evaluation criteria

The effectiveness of the developed system will be evaluated
according to the following criteria:

e Performance: system response time to key requests under
varying load levels.

o Fault tolerance: the system’s ability to recover after simulated
failures in key components and the duration of downtime.

e Scalability: system behavior and performance when increasing
the number of parallel sessions, including analysis of perfor-
mance changes, resource utilization, and service response
stability.

e Resource efficiency: assessment of computational resource
consumption (CPU, RAM) depending on the load.

e Auvailability:  maintaining  system  operability  during
degradation, analyzed on the basis of continuous request
execution during failure simulation, with logging of service
recovery time and API responses.

3. Architectural approach and system design

3.1. Justification for the choice of architecture

The choice of architecture is a critical factor in developing
a reliable and scalable charging station management system.
While monolithic systems are simple to implement, they quickly
lose flexibility and efficiency as the system scales [15].
Microservice architecture, on the other hand, offers high
scalability and performance but increases system complexity
and demand greater management resources [14].

Given these trade-offs, the modular monolith was selected
as the optimal approach. It combines the strengths of both
architectures by maintaining a single deployable application
divided into independent modules with clear responsibilities [6].

This structure simplifies development and deployment while
enabling flexible modification and gradual scaling of components.
Moreover, it provides a stable foundation for future evolution into
a full microservice architecture if system growth requires it [1].

As a result, the modular monolith ensures high availability
and fault tolerance without unnecessary architectural complexity
in the early development stages.

In contrast to fully distributed microservice-based EV
charging platforms, which introduce additional operational over-
head due to inter-service communication, latency, and complex
DevOps management, the modular monolith reduces architectural
complexity while maintaining clear separation of concerns.
For medium-scale and rapidly growing charging networks,
this trade-off ensures operational reliability and simplified
deployment without the immediate need for distributed transaction
management or multi-service orchestration. Therefore, the propo-
sed architecture supports controlled scalability with lower infra-
structure complexity.
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3.2. Structural model of the system

The proposed modular monolith architecture for the charging
station management system is based on the principle of separation
of concerns, where each component is responsible for a specific
business function. This ensures high cohesion within modules
and minimal coupling between them. The structural model
of the system includes the following key modules:

e Authorization Module ensures secure access for users
and devices by implementing authentication through
identifiers or RFID tags.

e User Management Module is responsible for processing
and storing user data as well as managing profiles.

e Configuration Module stores the parameters of charging
stations and ports, enabling flexible configuration.

e Station Management Module processes information about
stations, ports, and their associations with users.

e Transaction Module manages charging processes, including
port reservations, deferred operations, and standard sessions.

e Diagnostics Module collects data on port status and key
metrics during charging.

e Statistics Module gathers and analyzes information on energy
consumption, costs, and tariff plans (Figure 2).
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Fig. 2. Modules of the charging station management system under development

Such a modular structure ensures logical separation
of the system into independent components, making it easier
to develop, maintain, and scale further.

3.3. Modeling constrained data contexts

Modeling bounded contexts is a key principle in modular
monolith architecture that helps to avoid the "Big Ball of Mud"
and maintain clear separation of concerns. In the context
of a charging station management system, each module is treated
as a distinct bounded context with its own data model
and business rules relevant only within that module.

Each module owns its data and is responsible for maintaining
its consistency. For example, in a charging station management
system, the Station Management module operates with
the ChargePoint and Connector entities, while the Authorization
module deals with User and Token data.

This approach guarantees module independence, allowing
them to evolve without affecting other parts of the system, since
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communication occurs through stable, well-defined interfaces.
It simplifies maintenance, scaling, and the overall evolution
of the system.

3.4. Communication between components

A key element in ensuring fault tolerance and high availability
is communication with charging stations, which requires
processing large volumes of messages in real-time. To address
this, a dedicated Communication Service was introduced,
functioning as a WebSocket server and supporting interaction
via the OCPP protocol [18]. This approach increases system
availability and simplifies the scaling of individual modules.

Interaction between components is coordinated using
the Advanced Message Queuing Protocol (AMQP) implemented
through a message broker. This enables asynchronous
data exchange, reduces the load on individual subsystems,
and improves the overall efficiency of the system.

3.5. Ensuring fault tolerance and scalability

Fault tolerance is a critical non-functional requirement,
implemented through containerization (Docker, Kubernetes).
This ensures automatic scaling, module recovery without
system downtime, and simplified updates. The modular structure
with orchestration support also provides a foundation for potential
migration to a microservice architecture.

Asynchronous interaction via message brokers enhances
resilience, prevents cascading failures, and guarantees operation
execution even during temporary unavailability of individual
components.

Data security is ensured through centralized secret
management in Kubernetes, which protects passwords, tokens,
and access keys at the infrastructure level and allows their updates
without interrupting service operation.

Security mechanisms also contribute to system availability.
Token-based authentication and certificate management reduce
the risk of unauthorized access and resource exhaustion,
while centralized secret management in Kubernetes enables
credential rotation without service interruption. Thus, security
controls function not only as protective measures but also
as components supporting operational reliability.

3.6. Technological implementation
and infrastructure

A modern technology stack was applied for the development
of the software system, focusing on flexibility, scalability,
and high availability. The server side was implemented in C#
using ASP.NET, which enables the creation of secure REST APIs
with asynchronous processing. For storing structured data
(transactions, users, charging station status), Microsoft SQL
Server was chosen as a reliable relational DBMS.

Communication with charging stations is implemented
through OCPP 1.6 over WebhSocket, providing real-time bidirec-
tional data exchange. Asynchronous interaction between modules
and fault tolerance are supported by the RabbitMQ message
broker, which allows components to operate independently.

The system is deployed in a containerized environment
(Docker, Kubernetes) (Figure 3), enabling automatic scaling
of key components according to the load.

The use of Kubernetes ensures automatic module restarts
in case of failures, load balancing, and updates without system
downtime. Data security is guaranteed through centralized
secret management, which protects keys and access tokens
at the infrastructure level. User and service authorization
is implemented through tokens with automatic renewal, ensuring
continuous and secure data exchange. Thanks to the modular
architecture, the system remains flexible and can be gradually
migrated to a microservice architecture if required.
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Fig. 3. Schematic representation of server infrastructure
3.7. Client-side implementation

The client application, developed with .NET MAUI (.NET 8),
is a cross-platform solution for both mobile and desktop devices.
Its architecture follows the MVVM pattern using the Prism
framework, which ensures clear separation of concerns.

For server communication, the application employs Refit
(declarative REST requests) and SignalR (real-time data
exchange).  Additional features include local caching
(MonkeyCache),  charting  (SkiaSharp,  LiveChartsCore),
and logging (Serilog).

Authentication and authorization are implemented via
HttpClientFactory with token handlers, simplifying access
management. The application includes pages for authorization,
registration, station overview, statistics, and settings. The inter-
action scheme of the application’s pages and services is shown
in Figure 4.
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Fig. 4. Schematic representation of application pages and navigation
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4. Experimental study

4.1. Experimental testing methodology
and criteria

To assess the reliability and performance of the charging
station management software system, a methodology was
developed that takes into account its operational characteristics
and allows testing the system under realistic load conditions.
It includes a description of the test environment, tools for load
simulation, methods for measuring key performance indicators
(response time, throughput), analysis of behavior during failures,
and verification of service availability in the event of partial
disruptions. The tests involved all critical components:
the Management Service, Communication Service, database,
mobile client, and charging station simulator. The main focus
was placed on load generation, system monitoring, and subsequent
analysis of logs and metrics.

Preparation for experimental testing began with the deploy-
ment of the server infrastructure in a local isolated environment
based on Docker Desktop with Kubernetes enabled, ensuring
independent and scalable execution of each component. Docker
images were built for all key services (including the Management
Service and Communication Service) using configured
Dockerfiles, while recommended public images were used
for SQL Server and RabbitMQ. The resulting images were
uploaded to registries for further use in the cluster.

Subsequently, Kubernetes objects were created via kubectl:
Deployments for managing the number of replicas (supporting
horizontal scaling) and Services for routing and load balancing.
The architecture provided internal access to the database via
ClusterIP, while the management and communication services
were exposed externally through NodePort, offering flexibility
for testing and simulating client requests. This configuration
ensured a controlled and reproducible environment for further
load testing, failure analysis, and system stability evaluation.

To ensure resilience and high availability, the services were
configured for automatic restarts, and Kubernetes employed
Liveness and Readiness Probes to detect and replace faulty
instances. Special attention was paid to data persistence
during restarts, particularly for SQL Server: a PersistentVolume
was configured on the host along with a corresponding
PersistentVolumeClaim in the Deployment configuration,
ensuring state preservation and enabling future data migration
between nodes or to backup storage.

Infrastructure monitoring was performed using Docker
Desktop tools, allowing evaluation of CPU, memory,
and disk usage for performance analysis under load. To emulate
public deployment, the NGINX IP address was locally bound
to the domain chargingexample.com via the hosts file
modification; NGINX acted as a reverse proxy, routing requests
to the appropriate services in the Kubernetes cluster, thus making
test requests as close to real client scenarios as possible.

The test environment was complemented by emulated clients:
a mobile application running in iOS and Android emulators based
on .NET MAUI, with various device characteristics configured
(resolution, network conditions, etc.), and a charging station
simulator. The latter used the domain ws://chargingexample.com
as the WebSocket server address and transmitted basic OCPP
information to establish a connection, enabling the reproduction
of client-server interaction scenarios and validation of message
exchange correctness.

Component interaction followed predefined architectural
principles and was verified through key scenarios. Initially,
a user registered via the mobile app, with authentication handled
by the Management Service through its REST API. After
registration, the user received a unique access token
for subsequent requests. This process (Figure 5) confirms correct
authorization, user management, and integration between
the service and client side.
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Fig. 5. Schematic representation of the interaction between the application
and the central charging station management system

Next, a test charging station was added to the system via
the Swagger interface of the Management Service: at the endpoint
http://chargingexample.com/api/ChargePoint/insert_or_update,
data for the station EVB-P10001797 with a single port was
submitted. The Management Service verified and stored this infor-
mation in the SQL Server database and ensured its synchro-
nization with other system components.

After that, the charging station simulator was connected,
which established a WebSocket connection with the Communi-
cation Service, transmitting the identifier EVB-P10001797.
The Communication Service checked the station’s existence
by interacting with the Management Service, and after confirming
its registration, initiated communication.

The connection process and the message exchange between
the charging station and the central system are shown in Figure 6,
followed by a basic validation of functionality in accordance
with the OCPP specification.

Central system

Management

Sorvice < - » AMQP Service
A
| :
SQL Server Communication
Service Service

Fig. 6. Interaction of the charging station with the central control system
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The next step in comprehensive testing involved linking
the charging station to a test user via the client interface. The user
entered the station identifier in a form, which triggered a request
to the Management Service. The service searched for the station,
established a link between it and the user in the database,
and, after successful association, made the station available
in the user interface.

This made it possible to verify the functionality of managing
a charging station directly from the mobile application.
The process is illustrated in Figure 7.
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Fig. 7. Charging station management

For the performance evaluation, a set of tools was prepared,
with the Postman Collection Runner serving as the core
component, enabling the automation of HTTP requests that
simulate real-world system usage scenarios. A Postman
environment was configured with request parameters — URLS,
authorization tokens, and specific data — as well as load metrics
such as the number of parallel virtual sessions and test duration.
Each request included checks for HTTP status compliance
and validation of key fields in response bodies to monitor
response time and correctness of system behavior.

Initially, a collection of requests was created for isolated
backend testing without involving the Communication Service
or charging stations. It consisted of a sequence of nine GET
requests targeting different modules of the Management Service,
allowing verification of database interactions and assessment
of load distribution under conditions without external influences
(Figure 8). This approach made it possible to isolate internal
service performance from the behavior of integrated components.

Management Service (API) tests
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Fig. 8. Schematic representation of REST API load scenario
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The second collection of requests simulated interaction with
charging stations through the Communication Service, specifically
the transmission of commands from the Management Service
to the station using the OCPP TriggerMessage. Through GET
requests to the Management Service, different variations
of the parameter triggerMessageType (for example, status update
or diagnostic data request) were initiated, transmitted to the Com-
munication Service, and subsequently delivered to the charging
station; in response, the station generated the expected messages.

Each parallel virtual session executed a sequence of four such
requests with different message types, allowing the simulation
and loading of the communication channel through the server.
The interaction scheme is shown in Figure 9.
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Fig. 9. Schematic representation of the load scenario of the central charging station
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Fig. 10. Example of a load testing report in postman

During the experiments, Docker Desktop tools were used
to monitor the state of the server infrastructure in real time. These
tools displayed the status of containers, their CPU, memory,
and disk usage, as well as logs, providing the necessary visibility
for diagnostics under load and during anomalies.
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Fault tolerance assessment was carried out by simulating
infrastructure-level failures. Forced restarts of deployments were
performed using the command kubectl rollout restart deployment,
while critical failure simulation was achieved by deleting pods
(kubectl delete pod). Recovery was tracked via Kubernetes
monitoring tools (including kubectl get pods) and Docker Desktop
/ Kubernetes Dashboard, recording the time to create a new
instance, the availability of APIs during and after recovery,
and the correctness of request handling.

Particular attention was paid to data preservation:
the SQL Server container had a bound storage (Persistent VVolume

| Persistent Volume Claim), ensuring database integrity
and availability after failures.
The high availability evaluation methodology included

measuring the interval from failure occurrence to service
readiness, analyzing the number of successful requests during
recovery, and assessing system throughput during degradation.
For this purpose, continuous requests were executed through
Postman, recording response statuses and times (Figure 10).

The obtained metrics made it possible to quantitatively
characterize the system’s resilience, performance, and readiness
to serve clients under unpredictable failure conditions.

4.2. Experimental study results

The evaluation presented in this study examines the perfor-
mance characteristics of the proposed modular monolith
architecture under realistic workload conditions. The experimental
design was focused on assessing the feasibility, stability,
and scalability of the developed solution within a production-
oriented environment. Comparative benchmarking against
alternative architectural implementations was considered beyond
the scope of this work.

In the process of analyzing the experimental study results,
attention was focused on three key aspects: performance under
load, fault tolerance, and recovery time after failures.

At the initial stage, the basic functionality of the system
was verified through the interaction between the client application
and the charging station simulator, including station control, real-
time port status updates via SignalR, modification of configuration
parameters, and correct generation and display of statistical
data. This ensured the verification of core operational scenarios
and confirmed the functional integrity of the system prior
to subsequent load and stress testing.

The analysis of availability testing results for the central
charging station management system demonstrated high efficiency
under moderate load and an approach toward the throughput limit
as the load increased (Table 1).

Table 1. Result of REST API load tests

Parallel Average Average API Error Processor
" number of response Capacity
sessions H rate usage
requests/sec time
not o
20 162.99 6 ms stable detected | YP to 70%
not
50 415.85 4ms stable ~83%
detected
100 797.99 8 ms decrease 0.03% ~180%

The system operates efficiently under a load of up to 50
concurrent sessions, maintaining a low response time (4-6 ms)
and stable throughput without errors. At 100 parallel sessions,
an increase in response time, a decrease in throughput,
and the occurrence of a small error rate (0.03%) were observed,
indicating proximity to the performance limit.

Resource utilization analysis revealed that the CPU
is the system’s bottleneck. At 50 sessions, CPU usage reached
approximately 83%, and at 100 sessions — around 180%
(across cores). This indicates the need for optimization
or horizontal scaling to handle higher loads.
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From a practical perspective, further scalability improvements
may be achieved through horizontal pod autoscaling in Kubernetes
based on CPU and request metrics, optimization of asynchronous
processing pipelines, request batching strategies, and fine-tuning
of thread pool configurations. Additionally, selective scaling
of the Communication Service independently from the Manage-
ment Service may reduce contention under high message
throughput. These measures would allow extending the operatio-
nal limits without fundamental architectural redesign.

Meanwhile, memory, disk, and internal network usage
remained stable. This confirms that at such load levels, the CPU
is the primary limiting factor, and further scaling should focus
on horizontal expansion or request processing optimization.

During comprehensive testing of the central management
system together with the charging station simulator, a slight
decrease in throughput was observed compared to the previous
scenario. However, overall performance remained acceptable,
ensuring stable system operation (Table 2).

Table 2. Results of comprehensive testing with a simulator
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Average Processor Processor
Parallel Average API Error usage usage
; number of (manage- (commu-
sessions response rate L
requests/sec : ment nication
time . :
service) service)
20 77.45 ~6 ms not 25-40% 12-20%
detected
not
50 194.54 ~5ms 42-50% 25-28%
detected
not
100 390.36 ~4 ms 60-70% 35-36%
detected

Under this scenario, the system demonstrated high stability
and performance even as the load increased. Across all tested
scenarios (from 20 to 100 sessions), the system maintained
a consistently low response time (4-6 ms) and a zero error rate,
indicating efficient scalability and the absence of bottlenecks
in the operation of key services.

Increasing the number of parallel sessions to 100 led
to a moderate increase in CPU load for both the Management
Service and Communication Service, yet both services success-
fully handled the workload. The results confirm that the system’s
architecture is reliable and fault-tolerant, capable of processing
large volumes of requests without data loss or functional
degradation.

The fault tolerance analysis included forced container restarts,
service outages, and infrastructure overloads, followed by obser-
vation of automatic recovery. Sudden restarts of the Management
Service, Communication Service, and SQL Server containers
resulted in their restoration within 5-10 seconds on average,
thanks to Kubernetes mechanisms, while data remained accessible
through external storage.

Disabling individual services showed partial availability
of other components, and after automatic relaunch, functionality
was restored within a few seconds. Full recovery, including
reconnection to dependent resources, did not exceed 15 seconds,
and the system remained accessible to users even during
the recovery process, meeting high availability criteria.

Table 3. Fault tolerance and recovery time

Failure type
Forced container restart
Complete system recovery after failure

Recovery time
5-10 seconds
No more than 15 seconds

The system demonstrates high fault tolerance thanks
to Kubernetes mechanisms, ensuring user accessibility even
during the recovery process.

Although the experiments were conducted in a controlled
local Kubernetes environment, the architectural decisions remain
portable to public cloud infrastructures such as AWS, Microsoft
Azure, or Google Cloud Platform.
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Kubernetes provides an abstraction layer that enables seamless
migration from local clusters to managed cloud services, where
NodePort exposure can be replaced with LoadBalancer or Ingress
controllers, and PersistentVolumes can be mapped to cloud
storage solutions.

Therefore, the obtained performance and resilience
characteristics are expected to generalize to production-grade
distributed deployments, subject to appropriate infrastructure
provisioning.

5. Conclusions

This article has examined an approach to building highly
available software for managing electric vehicle charging stations
based on a modular monolith architecture. The proposed solution
combines the advantages of the classical monolith — simplified
deployment and management — with modularity, which ensures
development flexibility, scalability, and functional isolation
of system components.

The implementation of the system using this architectural
approach has made it possible to achieve:

e high performance, due to efficient interaction of modules
within a single process;

e increased fault tolerance, through monitoring mechanisms,
self-recovery, and control of charging station status;

e simplified maintenance and testing, enabled by clear
functional separation across modules;

e the potential for migration to a microservice architecture,
if higher loads or scalability requirements arise.

Thus, the modular monolith architecture is a well-founded
choice for developing mission-critical software that must ensure
continuous availability and control over charging infrastructure.

Future research will address the integration of additional
automatic scaling mechanisms and interoperability with power
grids and intelligent load distribution systems. Particular attention
will be devoted to conducting a structured comparative analysis
between modular monolith and microservice-based implemen-
tations in terms of performance, development complexity,
and operational costs. Further investigation of advanced scaling
strategies, including Kubernetes Horizontal Pod Autoscaling
and cloud-level autoscaling groups, is also planned. Additionally,
integration with smart grid interaction standards such
as OpenADR and demand-response mechanisms represents
a promising direction for extending system interoperability
with power distribution infrastructures and intelligent load
management platforms.
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