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Abstract

In the digitalized era of the information technology the expansion of the data usage is very high accounting for about
enormous data transaction in day to day life. Data from different sources like sensors, mobile phones, satellite, social
media and networks, logical transaction and ventures, etc add an gigantic pile to the existing stack of data. One of the
best way to handle this exponential data production is the Hadoop network. Thus in the current scenario big industries
and organizations rely on the Hadoop network for the production of their essential data. Focusing on the data generation
and organization, data security one of the most primary important consideration was left unnoticed making data vulner-
able to cyber attacks and hacking. Hence this article proposes an effective mixed algorithm concept with the Salsa20
and AES algorithm to enhance the security of the transaction against unauthorised access and validates the quick data
transaction with minimal encryption and decryption time. High throughput obtained in this hybrid framework demon-
strates the effectiveness of the proposed algorithmic structure over the existing systems.
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developed gadget usage and the production the amount

1. Introduction of storage space in the mobile phones are increased to

In this digital era the data generated every day for mul- bigger levels. With high storage device there comes
tiple purpose accounts for a very large pile. Data may be issues with the performance and heat dissipation factors.
of any time from either sensors or devices, Public me- To avoid such issues and to centralize the storage Big
dia or concerns, Cognitive data or transaction data, etc data in cloud storage was introduced to the mobile
are getting added to the cascading data forming a big users. Hence we consider the analysis of the big data
torrent called big data. This avalanche of data are the stored in the Hadoop Distributed File System (HDFS)
data expansion in the last decade from little to huge [1]. The users of the big data are concerned in gaining
volume. As there are enormous amount of data in every more knowledge about the data structure to earn a good
information Big data receives its limelight and demon- profit but fail to consider the security of the data which
strated outstanding performance in the field of Digital is the most important attribute of the cognitive commu-
information technology. These large volume of data can nication.

be either in an organized or unorganized format. Uncer- Big data market size revenue forecast worldwide from 2011 to 2027 (in billion U.S.
tainty of the big data is estimated by the organized for- dollars)

mat of the digital data that is generated in current sce-

nario with the advancement of the novel and modern

communication techniques. This is just an initial phase

there is a bright future of expansion for the big data in
the upcoming decades. The estimated revenue forecast » g

of the big data in US has been illustrated in the Figure 1.

This shows the relevance of the big data investement

and its progressive expansion.

Big Data is delivered in correspondence with the 2 08 gy 2
transmission of data in a broader spectrum accumulated =
from different sources.Thus Big Data is obligated to set
up the data mining computations. The primary require-
ment of this framework is to assure the security of the

Figure 1: Revenue forecast of Big Data (Satsita, 2021 ).

data along with its structural analysis. The Information Security is an primary factor to be assured in every
engineering has developed its analysis in an advanced storage system to save the data from the unfortunate
way migrating from the centralized framework to the attacks and known hackers: Upon investing it is known
distributed framework. In this corresponding study that HDFS has no organized security framework to
mobile data is taken for the consideration. With the secure the data. Hence the current study intends to pro-
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pose a inconsequential encryption algorithm to assure
the security of the data. HDFS is an distributed network
which is built at less expenses with high tolerant against
the faults [2]. When enormous data is being used in the
HDFS, high throughput is achieved making it qualified
to handle the Big Data. The size of the HDFS varies
from Giga bytes to Tera Bytes which is facilitated to
support the larger files [3]. Thus in a single instance
larger data files.

Hadoop is anticipated to handle large amount of data
, irrespective of its structure. Hadoop works on the Ma-
pReduce structure to handle the index of the web se-
arch[4,5]. Hadoop has an inbuilt security framework
that makes use of cryptographic technique to mix the
data and save it in the cloud. The sensitive data is en-
crypted to enhance the security where the raw data is
transferred in to the cipher text and transformed in to
arbitrary data.

The essential intension of this article is to design a
technique through which the secure transformation of
the data can be done with easy recovery of lost data
without increasing the overhead in the computation,
communication and storage. Hence in this study an
hybrid algorithm mixing AES and Salsa20 algorithm
was proposed. In this hybrid algorithm the size of the
key is developed up to 256 bits. Apache ranger is used
to achieve the cross control over the security of the data.
In the proposed work Salsa20 encryption algorithm is
executed before moving the HDFS and the data mining
computation is done using the mapper class.

2. State of Art

Big Data is a messy, Jumbled and large which has an
uncontrollable approach. The accumulated information
is segregated and classified to identify the data type in
an organized form to be used by a business or an organ-
ization[6,7]. Several studies and researches were done
to enhance the security of the data stored in the cloud.
There are broadly two types of encryption system which
was commonly in practise known as symmetric and
asymmetric key encryptions[8,9]. Lin.H.Y et al attempt-
ed to propose an hybrid encryption system mixing AES
and pairing of the HDFS system to improve the securi-
ty[10]. An novel encryption technique based on the
new instruction encryption was proposed by Acharya et
al [11] to upright the use of a trusted environment.

Privacy is the term which is used to denote the
protected handling and storage of data in the cloud net-
work [12]. Cloud computing has occupied the digital
market due to the specialized features like consistency,
less expensiveness, rigid against faults and scalability
[13,14]. With the suggested usage of symmetric encryp-
tion , blowfish encryption algorithm was used in the
IOT clod controlling FPGA based devices [15]. Data
masking technique was identified as the simple and
efficient security enhancing technique [16]. Hamid et al
in his paper highlighted three important key points like
security in Big Data, retrieval of information using
context aware concepts and ontology integrated big data
[17].

Sachin et al had made an conceptual study on the
big data security and supported the arguments uplifting
the use of high volume data and RDBMS [18]. Bhargavi
et al proposed that the original DS is used for the effec-
tive use of Big data [19]. The biggest challenge in the
Big Data security is the information security , where the
data is vulnerable to data leaks, Unauthorized access,
DoS attacks, etc. The impression of handling the un-
structured enormous data was changed by the Hadoop.

Aditham et al [20] developed an algorithm to detect
the attack on the network in two steps. Initially the
control of the algorithm was framed in the first step and
the process to merge the replicating nodes was devel-
oped in the second step. Reddy et al [21] specifically
developed detection algorithm for the cloud environ-
ment where the access control was the main objective.
But this method failed to assure security to the data
when providing restricted control over the access. In the
proposed framework four stages of the security was
ensured. In the initial stage the security for the access
control was ensured with the existing technology. In the
second or registration process both the receiver and the
transmitter were registered to the trust center and ser-
vice provider to obtain the secret key. In the third stage
authentication of the user is validated against the entry
of the user with the service provider so as to ensure the
access control over the data. In the last phase the secret
key of the user is updated or revoked upon the detection
of the leakage or misusage.

3. Challenges in the Cloud Storage Security

The data in the cloud is stored in a remote location
where the attack or hacking of the cloud environment
without proper security features happen, there may be
collateral loss of the data assets and information. The
physical damage to the cloud server machines may
result in unrecoverable data loss. In order to assure the
data security the information is replicated and stored in
different location where it should be managed effective-
ly to avoid the confusion and data replication issues to
the end users. Though the cloud servers are handled by
the third entity the service provider themselves should
have restricted access to the data to ensure the privacy
of the data stored. Hence in order to assure the data
privacy through limiting the data access to the service
providers, all the data hiding and recovery process of
encryption, decryption and scrambling are given to the
user side. The security and privacy of the data in big
data are considered to be the two giant attributes of its
performance analysis

4. Research Methods

The architecture for storing data in cloud has several
framework. The proposed framework has four parame-
ters named as trust center, data transmitter, receiver and
server in cloud environment. Trust center is an sturdy,
vigorous, and enormous entity that is framed for the
assurance of security of data in the cloud environment.
The relation between the receiver, transmitter and the
server was effectively and efficiently managed by this
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entity. This entity is also responsible for tracking the
secret key in all the transaction and has powers to re-
voke the key when misused. Each transmitter should
register themselves in this trust center to obtain the
benefits of secure communication. Similarly each re-
ceiver should register in to the trust center to obtain
authenticated access to the data.

Processes like slicing, transformation of data, en-
cryption, decryption, scrambling and unscrambling,
consolidation, and recovery are the basic processes
involved in any data transfer. Using an effective secret
key the transmitter uploads or stores data in the cloud.
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Figure 2: Proposed framework for the inconsequential encryption

algorithm in Big Data.

When transferring the data raw information is
scrambled and converted in to cipher text. Then the
cipher text is decrypted and unscrambled at the other
end using the secret key provided by the owner to re-
cover the original data at the receiver end.

The process flowchart is illustrated in the Figure 3.
Salsa20 algorithm is an efficient stream cipher which
can effective transform key bits from 256 to 264
streams with occasionally susceptible 64 byte blocks per
stream. This 64 byte block was represented in 16 word
format which is obtained as a result of 320 reversible
alterations, one word for each modification [22,23]. The
corresponding output was amended to the producing 64
byte output. In each change, two words, one original
word and the rotated version of the other was xor-ed

twice. Thus each round is performed as 4 parallel quar-
ter rounds.

There is separate function for each quarter round.
There is row round function for each quarter which
modifies the rows. Then column round function is pro-
cessed changing the column. Then a double round func-
tion is performed for the specified number [24,25]. In
this article 20 rounds of Salsa 20 algorithm was pro-
posed. Then the resulting 64byte is transformed in to 16
word format using little endian method.

Thus a 64byte output is obtained. Encryption tools
along with the authentication and platform manager was
used to improvise the Hadoop security. In this proposed
module 10 rounds of Hadoop clustering with specified
configuration was done. Deployment validation is high-
ly prioritized based on the running concerns and the
Apache ranger is given steady administration platform
to configure and strategize the secured data in each
cluster [26,27]. The ranger key management service is
used for the implementation of HDFS encryption.
Apache officer is used for the authenticated data access
through the centralized fine grain approval system [28].

Senver 1 Request for Data Retneving

Figure 3: Proposed framework flowchart.

5. Results and Discussion

For the experimental procedure 10 cluster was created
where the first 8 nodes serve as MapReduce clients and
as Data Node servers. The last two nodes function as
MapReduce scheduler and Name Node manager. The
first eight nodes are a 8V processor operating with 8GB
random access memory with Ethernet NIC. The last two
nodes are 16 V processor with 32GB memory. Hadoop
replica was not allowed in this system. The sequenced
process of encryption and decryption of enormous data
pushes and stacks them into a HDFS.

The encryption time was calculated in milli seconds.
To make the system more responsive and more dynamic
the execution period should be small enough. Similarly,
decryption time should be less enough to accelerate the
system. The third important parameter for consideration
is Avalanche effect where a small change in the input
has big and drastic effect at the output. The encryption
time analysis of the proposed system with other encryp-
tion and decryption techniques was shown in the Fig-
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ure 4. This illustrates that the proposed methodology is
more suitable for the foresaid applications.

From the Figure 4, it is evident that the encryption
and decryption time of the proposed model is short
enough to support the processing of big data files quick-
ly and actively. The throughput of the decryption pro-
cess is observed to higher than that of the encryption
process. The throughput is calculated as the ratio of
plain text to the encryption time in milli seconds.

Performance analysis was done with the other en-
cryption algorithms like AES and blowfish algorithm.
From the result it is evident that the proposed technique
has higher encryption than that of the other prevailing
techniques.
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Figure 4: Comparison of encryption and decryption time for different

algorithms.

Due to the smaller key size the throughput of the
blowfish algorithm was very less. The security of the
data in the proposed model is measured with the param-
eter called avalanche effect. A small change in the input
stream causing a big impact on the output stream is
called avalanche effect. This method allows the data
scrambling in a reversible format to enhance the securi-
ty of the data. Thus the overall performance of the pro-
posed Salsa20 hybrid algorithm is found to have mini-
mal running time, increased throughput, with the aug-
mented avalanche effect guarantying the security of the
stacked data in HDFS.

6. Conclusion

The overall concept of the proposed framework is to
secure the data transaction in the cloud system through
an effective encryption algorithm in the Hadoop net-
work. In this proposed model Salsa20 hybrid algorithm
was used for effective encryption and efficient key
management. The overall performance efficiency of the
proposed hybrid algorithm is accessed based on the
speed of transmission and the less computational time
for multiple nodes in a cluster. Thus the proposed
framework is guaranteed for the authenticated data
access, confidential data storage and controlled access
of the Hadoop network. The low computational time
and the improvised throughput facilitated the immediate
transaction of the data with utmost security. This study
is majorly focused on the mobile data transaction to the

cloud storage. The future work may include designing
framework for the most complicated IoT transaction
like defence data storage in the cognitive cloud, Big
Data accessing in the educational domain and the large
database secured in the healthcare sector.
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