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Abstract

Proctored computer-based examinations present challenges that are associated with high operational costs, logistical dif-
ficulties, and scalability limitations. While mobile phone applications have emerged as a solution for overcoming the
challenges posed with maintaining extensive computer laboratories for assessments, persistent security concerns and fraud
in non-proctored examinations remain. In this work, a specialized fraud-resistant mobile phone application is developed
for conducting tests and examinations. It leverages on the Flutter framework in order to ensure compatibility with both
i0S and Android devices. By disabling screenshots, activating a lockdown mode and using a random user authentication
prompt, the developed software can be used to combat cheating and impersonation during an examination. The results
indicate that the mobile application can effectively detect and prevent cheating attempts, employing a lockdown mode
that automatically submits examination upon detection of irregularities.
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Streszczenie

Nadzorowane egzaminy komputerowe stwarzaja wyzwania zwigzane z wysokimi kosztami operacyjnymi, trudno$ciami
logistycznymi i ograniczeniami skalowalno$ci. W tej pracy opracowano specjalistyczng, odporng na oszustwa aplikacje
na telefon komérkowy do przeprowadzania testow i egzaminéw. Wykorzystuje ona framework Flutter, aby zapewni¢
zgodno$¢ zardwno z urzadzeniami i0S, jak i Android. Poprzez wytaczenie zrzutow ekranu, aktywowanie trybu blokady
iuzycie losowego monitu uwierzytelnienia uzytkownika, opracowane oprogramowanie moze by¢ uzywane do zwalczania
oszustw 1 podszywania si¢ podczas egzaminu. Wyniki wskazuja, ze aplikacja mobilna moze skutecznie wykrywacé i zapo-
biega¢ probom oszustw, wykorzystujac tryb blokady, ktory automatycznie przesyla egzamin po wykryciu
nieprawidtowosci.
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1. Introduction physical infrastructure installation costs, capacity limita-
tions, security and connectivity issues, all of which can
be significant factors in resource-scarce environments.
The ubiquity of smartphones and tablets has led to the
development of mobile-based applications for assess-
ments, offering flexibility and accessibility to learners.
These applications leverage the power of mobile devices
to deliver interactive learning experiences and streamline
the assessment process [4]. Due to the prevalence of
smart phone technology with current estimates at nearly
4.5 billion users in 2024 [5] and the increasing demand
for flexible assessment methods, there is a need for the
development of a mobile phone application specifically
tailored to computer-based tests and examinations. While
some of the earlier mobile learning systems have been
designed to improve the learning experience of students,
others were incapable of providing adequate proctoring
and therefore were unsuitable for online examinations.

The increased popularity, processing power and en-
hanced storage in smart mobile phones have enabled the
development of mobile phone software for diverse appli-
cations such as in health, education, environment moni-
toring and agriculture [1-3]. In today’s rapidly evolving
educational landscape, mobile phone applications have
proven to be effective as a learning and evaluation aid as
well as a tool for assessments, thus, overcoming the
scalability and efficiency challenges of the traditional
computer-based assessments [4]. Computer-based as-
sessments offer several advantages over traditional pa-
per-based testing methods that include an improved effi-
ciency and convenience for the administrators and test-
takers, a capability to administer examinations remotely
and in real time, and increased options for examination
design among others. However, it is limited by a high
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Online examinations could be classified into (i) non-
proctored examinations where a number of control
measures are put in place to thwart examination cheating
in the absence of a proctor (ii) remotely proctored exam-
inations which include recorded examinations using elec-
tronic devices, and (iii) proctored examinations which are
conducted in the presence of a proctor and can be expen-
sive [6-8]. This study falls under the category of non-hu-
man proctored online examination. The developed sys-
tem combines authentication and a real-time supervision
by using a facial scan in the case of an IOS device and a
password in the case of an android device, disabling
screenshots and activating a lockdown mode during the
examination. The developed mobile application (MA) is
compatible with both Android and I0S devices and in-
cludes security features to guarantee the integrity of the
assessment.

This paper is organized into five sections. Section 1
introduces the study. Section 2 reviews related literature
while section 3 shows the system methodology. Section
4 presents the results and discussion and section 5 con-
cludes the paper.

2. Related Works

Recent studies have shown that based on self-reported
experiences, students consider mobile-based assessments
to be a more attractive and novel approach compared to
computer-based assessments [9]. Also, incorporating
mobile phone applications as a teaching/learning aid has
been found to improve the learning outcomes [10, 11]. It
was identified in [12] that perceived ease of use, per-
ceived usefulness and behavioural intention to use are
major predictors of the longer use of mobile-based form-
ative assessment systems. When utilized for examina-
tions, mobile based applications require more stringent
functional requirements. Vulnerabilities that may under-
mine the security of a mobile online examination include
inadequate authentication which can lead to impersona-
tion, unattended exam for proctored examination, ex-
change of mobile devices during the examination, infor-
mation sharing over the network, and network failure
[13]. The SAFE system developed by [14] which has
been deployed in large scale competitive examinations,
offers a range of options for managing different exami-
nation question types, achieving simplicity in setup,
fraud-free examinations, robustness, and scalability.
However, the developed system is suitable for use only
in a proctored classroom environment. A continuous au-
thentication system for android mobile application was
developed in [15] by continuously taking random photos
of the students during the examination. The developed
system uses a biometric authentication method since bi-
ometric authentication provides more security against
impersonation than knowledge-based and possession-
based authentication methods. In [7], a video recording-
based proctoring mobile application was developed for
post-COVID-19 online examinations and utilized a user
experience questionnaire plus to evaluate the user expe-
rience when users are recorded during examinations. Alt-
hough their findings show that the users generally have a

positive experience with their developed mobile applica-
tion, this system can incur additional cost due to the per-
sonnel employed to review the recordings and the cost
due to the bandwidth requirement. In the developed mo-
bile application for online assessments, anti-cheating fea-
tures such as anti-screenshot and randomized question
sequence were included [16]. However, the application
was not designed for remote proctoring and does not dis-
able other actions such as copy and paste.

In the proposed system, a random authentication
scheme is used during the examination requiring a pass-
word access for android users and a fingerprint for iOS
users. Also, the application disables screenshots, imple-
ments a lockdown mode when the examination com-
mences and flags application minimization as a cheating
attempt. These security features are implemented in ad-
dition to the restricted access control that is embedded in
firebase to prevent fraud and access to the software by
unauthorized users.

3. Methodology

Based on the user requirements, functional specifica-
tions, and technical constraints, the conceptual vision for
the mobile application is translated into tangible user in-
terface designs, wireframes, and prototypes. User inter-
face designs are created with intuitive and user-friendly
interfaces that prioritize ease of navigation, accessibility,
and visual appeal. The Agile software Development Life
Cycle mode was selected as the most suitable approach
for the mobile development. Fig. 1 shows the activity
chart which illustrates the sequences of activities a user
undergoes when using the application.
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Figure 1: An activity diagram for the mobile application.
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Fig. 2 is the use case diagram which shows in detail the
application’s users and their interactions with the appli-
cation. It illustrates the access that students and admin
have on the application. The student can login, view
scheduled exams as well as take an exam or test. On the
other hand, the admin has higher access control than the
student which includes privileges such as view of results,
checking students information, manage database etc.

Create

/ Account

View and Write
Scheduled

Figure 2: A use case diagram showing the student (left) and admin
(right) access privileges.

The mobile application was built using Flutter (dart
programming language); the backend was built using
firebase services while Getx was implemented to serve as
a state manager in the mobile application. The develop-
ment tools encompassed a wide array of software appli-
cations, platforms and utilities throughout the software
development lifecycle. These tools assist in coding, test-
ing, debugging, and optimizing the application. Figs. 3
and 4 show the home screen and examination screen user
interfaces of the developed mobile application.

A variety of testing techniques, including unit testing,
integration testing, regression testing, and user ac-
ceptance testing were employed to identify and address
software defects, functional inconsistencies, and usabil-
ity issues. Automated testing frameworks and tools were
utilized to streamline the testing process and improve test
coverage. Test results and feedback were meticulously
documented and tracked using issue tracking systems,
such as Jira or Trello.
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Figure 3: An image displaying the home screen user interface display-
ing the user’s progress.
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Figure 4: An image showing the exam screen user interface as well as
a timer for the exam.
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4. Results and Discussion

The mobile application installation package size and the
installed application size on both Android and iOS are
large. The file size of the mobile CBT application, after
downloading the .aab file from vscode to an Android de-
vice, is reported to be 51.46 megabytes (MB), while for
the IOS ipa file for app is 60.4 megabytes (MB). This is
shown in Table 1. The application size could be reduced
by a further optimization of the code, removing redun-
dancies and unused functions.

Table 1: Application package sizes for different operating systems

Operating App size Size on
System (installer) | disk (MB)
(MB)

Android 51.46 61.72
108 60.40 N/A

The start-up time, obtained from the firebase perfor-
mance application dashboard, on both Android and 10S
devices took about 11.14 seconds to load up to the splash
screen. One of the major contributors to start-up time is
the initialization of the Flutter engine. This process in-
volves loading the Dart runtime, Flutter framework, and
essential components, influencing the time taken for the
application to become fully operational. Asset loading,
another factor influencing start-up time, plays a signifi-
cant role in applications that involve the retrieval and ren-
dering of assets such as images and fonts. The time taken
to load and display these assets contributes to the overall
perception of the app's responsiveness during start-up.
The recorded application response time at the time of
testing was 1.42 seconds. This is variable and depends on
the network connectivity of the user. According to
google firebase firestore documentations, a free quota ac-
count has limits to the requests, document write and read
access along with their usages [17]. There are rate limits
placed on the total amount of functions an app using fire-
base can consume.

The capacity of a mobile application is pivotal, and it
depicts its ability to handle diverse usage scenarios rang-
ing from individual user interactions to concurrent en-
gagements with multiple users. According to google fire-
base integrating an application with their backend ser-
vices accounts can either be created as anonymous or reg-
istered [18]. The number of anonymous users account has
a limit of 100 million while that of registered users is un-
limited. For the mobile CBT application, each account is
created as a registered user which gives the app an unlim-
ited capacity in terms of users’ registration. The integra-
tion of Firebase allowed for real-time updates, providing
users with dynamic content and ensuring data con-
sistency between the app and the backend.

Beside the embedded access restrictions in Firebase
to secure the data and application from malicious users,
the implemented security features include screenshot pre-
vention, lockdown mode, submit mode and random au-
thentication requests. Using the Flutter framework, the
developed application disables screenshot during the

examination thereby curtailing unauthorized distribution
of the content of the examination and uphold the confi-
dentiality of the assessment. The lockdown mode feature
ensures that the app is entirely on lockdown mode as soon
as the exam begins. In order to prevent cheating, a submit
mode is triggered whenever the user minimizes the app,
the application flags this as cheating and automatically
submits the user's work on return to the app. In order to
prevent impersonation, the CBT mobile application has
facial recognition integrated for IOS users and passwords
for Android users. To begin the exam, a facial scan is re-
quired in the case of an IOS device while that of an An-
droid requires a password. A continuous authentication is
performed at random intervals during the course of the
exam in order to prevent impersonation.

A user feedback was achieved by means of an online
survey that used a 5-point Likert scale to respond to five
questions provided in Table 2. The survey was conducted
without a prior training on the use of the mobile applica-
tion and users were allowed to download and give their
assessments. 17 students participated in the survey and
the evaluation results are given in Fig. 5. The results in-
dicate that about 50% of the students would prefer using
the developed mobile application for examinations to
computer based examinations (Q1) with only about 30%
disagreeing. This result is consistent with the findings in
[9, 10] which suggests an enhanced user experience with
mobile phone application based assessments. While
nearly 60% of the students agree that using the applica-
tion could potentially improve the evaluation process
(Q3) which agrees with the results in [13] following a
similar survey, only 40% of the students think that the
security features are adequate for examination (Q5). The
developed mobile-based examination application gener-
ally received positive opinions and suggest that the use
of the application would be favourably received if widely
deployed for examinations.

Table 2: User Survey

Question No. Question text

1 I would prefer using the MA
for conducting an examina-
tion over a computer-based
examination.

2 Using the MA would be help-
ful in conducting exams.

3 Using the MA would greatly
improve the evaluation pro-
cess

4 The MA’s user interface is
friendly and easy to use.

5 The MA’s security features
are active and sufficient for
an examination.
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Figure 5: Students’ evaluation of the developed application.
5. Conclusions

This study has presented the development of a non-hu-
man remote proctoring and authentication system for
mobile-phone-based online examination. The software
integrates Flutter, Firebase, and GetX which improves its
responsiveness and real-time capabilities. The measured
response time is 1.42 seconds, which can be influenced
by network connectivity. The application is designed to
be scalable and its security features include facial recog-
nition, password authentication, and restricted applica-
tion access, enabling a secure assessment environment.
The evaluation of the developed application was carried
out by means of a survey and the results indicate that it is
easy to use even without a prior training and provides a
secure tool for remote mobile phone-based examinations.
Future work will focus on iterative improvements based
on user feedback and emerging technologies to further
enhance its functionality and user experience.
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