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Abstract

Software security is a challenge posed to modern programming developers it is important not only to protect data and
resources, but also to ensure stability, reliability and confidence in the systems used. The C++ language, due to its lack
of memory control and high flexibility, is particularly prone to security vulnerabilities. The aim of this paper is to review
the literature to evaluate the effectiveness of existing methods to detect and prevent security vulnerabilities in programmes
written in C++. The literature analysis showed that static analysis tools are effective in detecting most common vulnera-
bilities. However, they need to be combined with other methods to eliminate most security vulnerabilities.
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Streszczenie

Bezpieczenstwo oprogramowania jest wyzwaniem postawionym wspolczesnym twdrcom programowania ma ono wazne
znaczenie nie tylko dla ochrony danych i zasobow, ale takze dla zapewnienia stabilno$ci, niezawodnosci i zaufania do
uzywanych systemow. Jezyk C++ ze wzgledu na brak kontroli pamigci oraz wysoka elastyczno$¢ jest szczeg6lnie nara-
zony na wystepowanie luk bezpieczenstwa. Celem niniejszego artykutu jest przeglad literatury w celu oceny skutecznosci
istniejacych metod do wykrywania oraz zapobiegania lukom bezpieczenstwa w programach napisanych w jezyku C++.
Analiza literatury wykazata, ze narzedzia do analizy statycznej sa skuteczne w wykrywaniu wiekszos$ci typowych podat-
nosci. Jednak, aby wyeliminowa¢ wigckszo$¢ luk bezpieczenstwa nalezy je potaczy¢ z innymi metodami.
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1. Introduction and practical aspects related to security in C++ program-
ming.

The main objective is to evaluate the effectiveness of
existing methods and tools used in security analysis, with
a particular focus on their ability to detect vulnerabilities
such as buffer overflow, null pointer dereferences or use-
after-free. As part of this evaluation, an important ele-
ment of the work will be to answer the research question:
Are static code analysis tools more effective than others
in detecting security vulnerabilities in programs written
in C++ compared to other methods such as dynamic anal-
ysis or security testing?

The article also aims to make recommendations for
selecting the best tools and techniques to support the pro-
cess of ensuring software security in C++. These recom-
mendations, based on the results of the literature review,
will be aimed at programmers and development teams
and are intended to facilitate informed decisions on tools
to support the development of secure code in C++.

The review work is limited to the analysis of available
research and literature and does not include conducting
experiments or testing practical tools. Its results are in-
2. Purpose and scope of work tended to provide a structured overview of the current
state of knowledge in the area of software security in
C++.

The purpose of this article is to conduct a systematic lit-
erature review to systematize the current state of
knowledge about the effectiveness of existing methods
and tools used to detect and prevent security vulnerabili-
ties in programs written in C++.

The C++ language is characterized by high complex-
ity and rich functionality, which makes programmers of-
ten make mistakes. Code complexity increases as new
features are added, increasing the risk of errors and secu-
rity vulnerabilities [1].

C++ gives programmers a great deal of control over
memory management, which can lead to errors such as
memory leaks, invalid memory access (Invalid Memory
Access), and buffer overflow (Buffer Overflow) errors.
Improper use of pointers is particularly problematic and
often leads to serious security vulnerabilities [2].

Many security vulnerabilities result from a lack of
proper validation of input data. Unverified data can lead
to attacks such as buffer overflows which allows attack-
ers to execute arbitrary code on the attacked system [3].

The purpose of this paper is to conduct a systematic lit-
erature review of methods and tools used to identify and
prevent security vulnerabilities in software developed in 3. Literature review
C++. The paper focuses on an analysis of the current

i . .
state of the art, covering both the theoretical foundations C++ is a programming language developed by Danish

computer scientist Bjarne Stroustrup. It was designed as
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an improvement of the C language with object-oriented

programming, better type checking and data abstractions

[4]. The first version was 1985 but is still being devel-

oped today by the organisation ‘Standard C++ Founda-

tion’, which is currently working on the next version of

the language, designated C++26 [5,6].

C++ is known for certain types of security vulnerabil-
ities due to its low-level capabilities and manual memory
management. The most common security vulnerability in
C++ is Buffer Overflow [7]. The main categories of these
vulnerabilities are described below:

1. Buffer Overflow - a buffer overflow occurs when
more data is written to a buffer than it can hold, lead-
ing to the overwriting of adjacent memory cells. This
can lead to unpredictable behaviour, crashing or be-
ing used by attackers to execute arbitrary code. Buffer
overflows are a critical security vulnerability, espe-
cially in programs written in C++ due to the lack of a
built-in function to check the boundaries of buffer op-
erations [2,8].

2. Memory Leaks - a memory leak occurs when a com-
puter program mismanages memory allocation, lead-
ing to a situation where memory that is no longer
needed is not released. This can result in a gradual de-
crease in available memory, which can reduce system
performance or cause the program to crash [9].

3. Invalid Memory Access - invalid memory access oc-
curs when a program attempts to read from or write
to a memory cell for which it has no authorization.
This often causes crashes or unpredictable behaviour,
such as segmentation errors on Unix or Linux sys-
tems. This is a common bug for C++ programs that
manage memory manually without built-in security
controls [10].

4. Unvalidated Input - unvalidated input refers to sce-
narios where an application receives data from an ex-
ternal source (user, network, file, etc.) and does not
properly check or sanitize that data before using it.
This can lead to numerous security vulnerabilities, as
the application may inadvertently run malicious data
or allow it to affect its operation [3].

5. Integer Overflow - integer overflow occurs when an
arithmetic operation attempts to create a numeric
value that exceeds the range represented by the num-
ber's data type. This can happen during addition, sub-
traction, multiplication, or casting between different
integer types (e.g., from an integer with sign to an in-
teger without sign) [11].

Vulnerability prevention techniques - preventing vulner-

abilities in code written in C++ is a key aspect of secure

programming. There are many methods and tools that can
help minimize the risk of vulnerabilities:

1. Static analysis - this involves reviewing source code
without running it to detect potential bugs and secu-
rity vulnerabilities. Static tools analyse code for
known error patterns, such as unprotected pointers,
buffer overflows and memory management errors
[12].

2. Dynamic analysis - this involves running a program
and observing its behaviour under real-world

conditions. This allows detection of errors that only
occur in real time, such as memory leaks or invalid
memory accesses. Dynamic tools monitor resource
usage and program behaviour to identify anomalies
[13].

3. Validation and sanitization of input data - a funda-
mental technique for preventing gaps. Any data that
comes in from the user must be carefully checked to
ensure that it conforms to expected formats and value
ranges. Techniques such as regular expressions, input
length checking and format checking can prevent
Buffer Overflow attacks [14].

4. Proper memory management is crucial in C++ to
avoid memory leaks and corruption. It is advisable to
use smart pointers and the RAII (Resource Acquisi-
tion Is Initialization) technique which automates re-
source management and minimizes the risk of
memory leaks [14].

5. Code testing - automated code testing tools, and man-
ual code reviews can help detect potential security
vulnerabilities prior to application deployment. Ap-
plication testing, including penetration testing, also
plays a key role in identifying and fixing vulnerabili-
ties [15].

6. Fuzzing - this is a technique for testing software, de-
tecting bugs, unexpected behaviour and security vul-
nerabilities. It works by continuously generating test
cases and verifying the state of the program [16].

4. Research methods

The methodology used in this study is based on the ap-

proach presented in the work of Skublewska-Paszkowska

et al. [17] and includes three main stages: Preparation,

Implementation of the search process, and Data Synthe-

sis. This process provides a systematic and reliable ap-

proach to the analysis of scientific literature, enabling the
evaluation of the effectiveness of methods and tools re-
lated to the detection and prevention of security vulnera-
bilities in C++. A diagram of this methodology is shown

in Figure 1.

e Stage 1: Preparation - provides the foundation for the
entire research process. Its purpose is to lay a solid
foundation that enables a systematic and focused ap-
proach to the literature review. The stage consists of
three steps: formulating research questions, develop-
ing search queries, and selecting bibliographic data-
bases.

o Formulating research questions - involves defin-
ing questions that address issues related to the re-
search objectives. Thanks to these questions, the
study gains an orderly structure of the scope of the
collected, which makes it possible to systemati-
cally analyse the literature.

o Developing search queries - is the identification
of key phrases or terms that best reflect the subject
matter of the study. Queries should be constructed
using logical operators (e.g., AND, OR) to pre-
cisely narrow down the search results. This en-
sured that the process of searching the selected da-
tabases was systematic and repeatable.
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Figure 1: Study methodology [17].

o Selection of bibliographic databases - the selec-
tion of appropriate bibliographic databases allows
access to high-quality scientific literature and to
reach up-to-date and reliable materials, corre-
sponding to the topic of the work.

Stage 2: Implementing the search process - the goal
of'this stage is to collect relevant source materials that
corresponded to the topic of the study, and to prelim-
inarily analyse them to eliminate redundant or inade-
quate content. The stage includes three steps: publi-
cation search, removal of duplicates, and application
of inclusion and exclusion criteria.

o Publication search - involves searching selected
bibliographic databases using previously devel-
oped search queries.

o Removal of duplicates - the elimination of dupli-
cate results obtained from different databases en-
sures that the same publications are not viewed
multiple times, which improves further analysis
and organization of results.

o Application of inclusion and exclusion criteria -
publications should be evaluated for their compat-
ibility with the topic of the paper, whether they
contain research relevant to the topic, or other cri-
teria established in advance.

Stage 3: Data synthesis - involves detailed analysis
and extraction of key information from the retrieved
publications, organizing them, and formulating con-
clusions corresponding to the research questions. The
stage is divided into survey execution and data extrac-
tion.

o Execution of the survey - conducting a detailed
analysis of the content of each selected publica-
tion and giving them classifiers corresponding to
the content of the research questions.

o Data extraction - analysing the collected data after

performing the survey.

Search query - the query “security vulnerabilities”
AND “C++ programs” was constructed to search for pub-
lications on security vulnerabilities in programs written
in C++.

The keyword “security vulnerabilities” focuses on the
general concept of security vulnerabilities, which in-
cludes all vulnerabilities, bugs and problems related to
software security and “C++ programs” narrows the re-
sults to publications that directly relate to programs writ-
ten in C++, allowing the search to focus on C++ specific
issues. Using the logical operator AND means that the
searched publications must contain both phrases at the
same time. This will ensure that the results specifically
address security vulnerabilities in the context of pro-
grams in C++.

Bibliographic databases - the authors were able to use
the following bibliographic databases: AccessEngineer-
ing, AIP, APS, BIBLIO Ebookpoint, Building Types
Online, EBSCO eBook, Emerald, EMIS Intelligence,
IBUK Libra, IEEE Xplore, JCR, JSTOR, MathSciNet,
Medline, Nature, Science, ScienceDirect, Scopus,
SpringerLink, TotalMateria, Trans Tech Publications,
Web of Science, Wiley Online Library. From the above-
mentioned databases, the most reputable in the field of
technology were selected: Scopus, SpringerLink, Web of
Science and IEEE Xplorer.

Selection of classifiers - the study uses three classifi-
ers to systematize and analyse the selected publications.
1. Year - allows identifying trends in C++ security re-

search and the evolution of tools and methods for de-

tecting security vulnerabilities.
2. Research type - publications were divided based on
their type: Conference Proceedings, Journal Article,

Book.
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3. Category - depending on the methods and tools de- 5. Study results
scribed in the publication, they were assigned to cat-
egories: Fuzzing, Static analysis, Dynamic analysis,
Hardware support, Tests. This classifier allowed to
evaluate the effectiveness of a specific category in
solving security problems.

The results of the literature review are presented in Table
1. It shows the breakdown of the analysed publications
[18-55] by year of publication, type of study and cate-

gory.

Table 1: Results from the review

# Author(s) Year Research type Fuzzing Static | Dynamic | Hardware Tests
1 Blackwell et al. 2025 Journal Article X

2 Song et al. 2024 Conference Proceedings X

3 Seas et al. 2024 Conference Proceedings X

4 Alshmrany et al. 2024 Journal Article X X

5 Kasten et al. 2024 Conference Proceedings X

6 Kaivo et al. 2023 Conference Proceedings X

7 Liu et al. 2023 Conference Proceedings X

8 Park et al. 2023 Conference Proceedings X

9 Shen et al. 2023 Journal Article X

10 Hohentanner et al. 2023 Conference Proceedings X X

11 Alshmrany et al. 2022 Journal Article X X

12 Godboley et al. 2022 Conference Proceedings X X

13 Monteiro et al. 2022 Journal Article X

14 Lietal. 2022 Journal Article X

15 Machiry et al. 2022 Journal Article X

16 Alshmrany et al. 2021 Journal Article X X

17 Zaharia et al. 2021 Conference Proceedings X

18 Alshmrany et al. 2021 Conference Proceedings X X

19 Igbal et al. 2021 Conference Proceedings X
20 Gao et al. 2020 Journal Article X X
21 Rong et al. 2020 Conference Proceedings X
22 Giet et al. 2019 Journal Article X
23 Zou et al. 2019 Conference Proceedings X
24 Liu et al. 2019 Conference Proceedings X
25 Gu et al. 2019 Conference Proceedings X
26 Luetal. 2018 Journal Article X
27 Hermeling 2018 Journal Article X
28 Leetal 2018 Journal Article X
29 Gerasimov et al. 2018 Journal Article X X
30 Biondi et al. 2018 Journal Article X
31 Dimjasevi¢ et al. 2018 Journal Article X X X
32 Maurica et al. 2018 Conference Proceedings X X X
33 Gerasimov 2018 Journal Article X X
34 Yeetal. 2018 Conference Proceedings X X
35 Bican et al. 2018 Conference Proceedings X
36 Vorobyov et al. 2018 Conference Proceedings X
37 Cook et al. 2018 Journal Article X
38 Chen et al. 2018 Journal Article X X X
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The results of the number of publications collected
from various databases are presented in Table 2, which
shows the number of articles obtained from Scopus,
SpringerLink, Web of Science and IEEE Xplorer
sources.

Table 2: Analysed papers in the following databases

Searched Excluded pa- Included pa-
papers pers pers
Scopus 65 50 15
SpringerLink 201 181 20
Web of Science 36 25 11
IEEE Xplorer 31 20 11

Figure 2 presents an overview of categories assigned
to publications: Fuzzing, Static analysis, Dynamic analy-
sis, Static and dynamic analysis, Hardware support and
Tests. The analysis showed that most studies focus on
static analysis and fuzzing tools. Categories such as
Hardware support and Dynamic Analysis were less rep-
resented.

Figure 3, 4, 5, 6, 7 provides a detailed overview of
publications in each category (fuzzing, static analysis,
dynamic analysis, hardware support and tests) by year.
These results show trends in research.

B Fuzzing

B Static analysis

B Dynamic analysis

" Hardware support
Tests

Figure 2: Overview of categories assigned to publications.
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6. Conclusions

A systematic review of the literature has shown that static
analysis is the most studied and used approach to detect
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security vulnerabilities in C++. This is due to its effec-
tiveness in identifying vulnerabilities, such as buffer
overflow or null pointer dereference, while still at the
source code stage. As many as 32 publications were iden-
tified in this category, indicating its dominant role in en-
suring software security. Dynamic analysis, fuzzing or
hardware support, are less represented, which may sug-
gest that their effectiveness is limited to specific scenar-
ios or that they require further development and integra-
tion with modern tools. An analysis of the literature
showed that publications related to the testing category
were present only in the early years of the research period
in question. This lack of new research in testing may in-
dicate a declining interest in the subject or that testing as
a method of ensuring security has been replaced by more
advanced techniques.

The review data confirms that static analysis tools are
now more popular and considered more effective in iden-
tifying security vulnerabilities in programs written in
C++, which answers the research question. Static code
analysis tools are more effective than others in detecting
security vulnerabilities in programs written in C++.

However, dynamic analysis plays an important role in
detecting bugs that only become apparent while the pro-
gram is running. It is worth noting that methods combin-
ing static and dynamic analysis (6 publications) may of-
fer a more comprehensive approach, indicating the need
for further research into hybrid solutions.

Based on the literature review, it can be concluded
that static analysis should be a cornerstone in the C++
software security process. Its ability to identify vulnera-
bilities at an early stage of software development makes
it a key tool in the hands of developers. However, it is
worth noting the potential of hybrid approaches that com-
bine static and dynamic analysis. Such solutions can sig-
nificantly increase the effectiveness of security vulnera-
bility detection by combining the advantages of both
techniques and eliminating their limitations. Fuzzing also
plays an important role as a complementary method, es-
pecially in the context of unusual vulnerabilities that are
difficult to predict with traditional code analysis tech-
niques. The development of tools using fuzzing in com-
bination with static and dynamic analysis can bring tan-
gible benefits in ensuring comprehensive software secu-
rity.

The results of the review also point to the need to re-
visit the study of testing as an integral part of the security
assurance process. Although testing appears to have be-
come a less popular area of research in recent years, its
role in verifying the correctness of systems in conjunc-
tion with other analysis techniques remains important. It
is worth considering their use in environments where
there are limitations to implementing advanced analysis
tools.

The small number of publications on hardware sup-
port suggests that this area may require more attention in
future research. The use of dedicated hardware support,
combined with modern development tools, may open
new possibilities for improving the efficiency and effec-
tiveness of security features in programs written in C++.
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