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Abstract

In today’s virtualized world, ransomware threats to ESXi hypervisor are a significant and growing concern. Factors in-
clude lack of dedicated security tools, an expanding attack surface targeting virtualization infrastructure, the use of data
encryption by attackers, and exploitation of known vulnerabilities. Evaluating the ESXi hypervisor is critical for security,
performance, and cost efficiency. This paper leverages application of artificial intelligence, specifically machine learning,
to assess ransomware threats. The experimental methodology applied in this paper leverages ESXi logs to construct a
sample dataset containing5,000 labeled instances of observed attack outcomes across seven features, including vin_shut-
downs, snapshot_deletions, high _entropy _files, shell command count, failed login attempts, suspicious_port access,
and data_exfil volume. These features are used to train a model to enhance operational efficiency and maintain a robust

virtualized environment.
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1. Introduction

With the rise of ransomware attacks specifically targeting
ESXi environments, the cybersecurity landscape has
been significantly transformed. These ransomware at-
tacks allow attacker to gain full access to an ESXi hyper-
visor, enabling them to encrypt the file system and poten-
tially disrupt hosted server functionality. In 2024,
VMware ESXi servers targeted by ransomware attacks
exposed 8,000 ESXi hosts directly to the internet [1].

As core infrastructure of organization’s IT depart-
ment, ESXi hypervisors have become a key target for at-
tackers, and their targeting has increased over the years.
This allows attackers to gain full administrative permis-
sion on an ESXi servers and exfiltrate sensitive data. The
rise of ransomware attacks exploiting ESXi hypervisor
vulnerabilities represents a growing crisis in today’s vir-
tualized world.

A growing number of ransomware actors targeting
ESXi hypervisors are constantly innovating their attack
techniques [2]. This research study explores machine
learning techniques to assess the ransomware threats to
ESXi environments, enabling organizations to secure
their virtualized infrastructure. This study examines
ESXi logs to construct a sample dataset with features
such as failed login attempts, data exfiltration volume,
suspicious ports, snapshots deletion, etc. These features
are used to train a model that helps organizations main-
tain a secure virtualized environment.

2. Pre-requisite knowledge
2.1. Cloud computing

Cloud computing is the technology that connects virtual
resources, such as computing power, storage, network-
ing, and databases, over the internet to facilitate data
sharing. Cloud technology is one of the fastest growing
technologies relying on virtualization platforms like

ESXi. Since ESXi plays a critical role in virtualization,
securing it is essential to ensure a secure cloud environ-
ment. Protecting the virtualization infrastructure in a
cloud environment requires comprehensive ESXi hard-
ening measures, such as enabling TPM and secure boot,
implementing memory protection, and using virtual ma-
chine encryption [3].

Cloud adoption includes service models such as In-
frastructure as a Service (IaaS), Platform as a Service
(PaaS), and Software as a Service (SaaS). It also involves
deployment models such as public, private, community,
and hybrid clouds, each designed to meet specific organ-
izational requirements and preferences [4]. The cloud
computing services that the most organizations leverag-
ing today are:

Infrastructure as a Service (IaaS): Provides highest
level of flexibility and management control over the in-
frastructure compared to other services. In this service
model, ESXi plays a crucial role in virtualizing physical
hardware resources such as memory, CPU, network, and
storage.

Platform as a Service (PaaS): Provides customer with
an underlying infrastructure to deploy their own code. In
this service model, ESXi delivers a scalable virtual infra-
structure on which application can be deployed.

Software as a Service (SaaS): Offers complete soft-
ware packages over the internet on a subscription basis.
These services typically run on the virtual machines man-
aged by ESXi.

2.2. Big data analytics

Big data analytics enables the preprocessing and anal-
ysis of ESXi log data. It involves examining large da-
tasets generated by ESXi hypervisors, allowing machine
learning developers to clean, transform, and normalize
raw log information. Big data analytics deals with mas-
sive volumes of data that originative from divers sources.
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For instance, the average mobile traffic was 6.2 Exabyte
per month, and Netflix has over 86 million members
globally [5]. By leveraging big data analytics, which en-
compasses data velocity, data variety, and data volume,
organizations can uncover hidden patterns and insights.
Companies can apply advanced analytical tools and tech-
nologies to study big data in depth and extract valuable
business insights [6]. Without the implementation of big
data analytics, machine learning-based predictive model
would not be effective in predicting ransomware threats
to ESXi hypervisors.

2.3. Machine Learning

Machine learning is a mathematical technique that uses
algorithm to analyze the behavior of ESXi to identify ran-
somware threats. It enables systems to make predictions
by analyzing hidden patterns in datasets. Machine learn-
ing introduces a new approach for training algorithms
with real-time datasets to identify specific patterns an-
danomalies in network traffic [7]. There are three main
categories of machine learning: supervised learning, un-
supervised learning, and reinforcement learning.

Supervised learning can be beneficial to predicting
viruses on ESXi by training on labeled datasets. This ap-
proach is further divided into Classification and Regres-
sion [8]. In classification tasks, the output is a category,
whereas in regression tasks, the goal is to predict a con-
tinuous value.

In unsupervised learning, the algorithm is trained on
unlabeled data to detect ransomware attacks in ESXi en-
vironments. Since unsupervised learning techniques do
not require pre-labeled data, they are beneficial for de-
tecting unknown threats, although the learning process is
complex. Due to its complexity, unsupervised learning is
used less frequently than supervised learning [9].

In reinforcement learning, an Al agent is trained
based on trial and error, receiving feedback in the form
of rewards and punishments. The algorithm learns se-
quence of normal and malicious events, such as ransom-
ware attacks on the hypervisor, over time. Through this
process, the algorithm determines which steps yield the
highest rewards [10].

3. Literature Review

Ransomware has emerged as an evolving threat in virtu-
alized environments, such as VMware ESXi. Traditional
signature-based mechanisms are not sufficient to prevent
these threats. Recent research studies have explored ma-
chine learning (ML) approach to detect ransomware. Ma-
chine learning technique have been applied to identify
complex pattern without reliance on static rules [11]. Un-
supervised learning approaches have been applied to
identify unique ransomware families based on shared be-
havioral characteristics [12]. While machine learning ap-
proaches have advanced detection capabilities, signifi-
cant gaps persist in ransomware detection. The deploy-
ment of generative adversarial networks (GANSs) has
been purposed to introduce resilience against ransom-
ware evasion tactics by generating synthetic ransomware
samples [13]. However, deep learning models require

substantial computational resources. Machine learning
models also depend on a substantial training datasets to
accurately predict ransomware behaviors. This research
aims to address these gaps by applying experimental
methodology that leverage supervised machine learning
algorithms to assess Ransomware Threats to ESXi Hy-
pervisors.

4. Methodology

In this paper, machine learning techniques are explored
to analyze ransomware threats to ESXi Hypervisors. The
study demonstrated various machine learning algorithms
to assess ransomware threats to ESXi Hypervisors. The
experimental methodology employed in this research in-
cludes the following steps:

Acquiring ESXi logs to construct a sample dataset,
data Preprocessing, Exploratory Data Analysis (EDA),
splitting the dataset into training and testing segments,
applying SMOTE, selecting machine learning models,
trainin the models, predicting the output, measuring the
accuracy, and evaluating the models.

Acquiring Dataset: ESXi logs were used to construct
a sample datasetconsisting of 5000 records.

Feature selection: A total of 7 features were included.
The key features are vm_shutdowns, snapshot_deletions,
data_exfil volume, high entropy files, shell com-
mand count, failed login attempts, and  suspi-
cious_port_access.

Data preprocessing: Data cleaning, encoding, and
normalization were performed.

Exploratory Data Analysis (EDA): To visualize pat-
terns and identify relationship within the dataset, correla-
tion heatmap was utilized to detect outliers, observe fea-
ture distributions, and identify relations between features.

Split the dataset: The dataset was divided into training
(80%) and testing (20%) sets.

SMOTE: SMOTE was applied to address the class
imbalance in the dataset.

Model selection: Appropriate algorithms were se-
lected to train the machine learning models.

Model training: Five machine learning models were
trained. Hyperparameter tuning and cross-validation
were employed to optimize model performance and en-
sure robustness.

Model Accuracy and evaluation: Machine learning
models were evaluated based on their accuracy.

5. Data Analysis

The sample dataset used in this research include numeri-
cal features, such as vim_shutdowns, snapshot deletions,
failed login attempts, and suspicious port access.

The exploratory data analysis methods applied in this
research include:

Correlation Heatmap: It visualizes the numerical fea-
tures and helps identify redundant ones. Weakly corre-
lated features which provides independent information,
or moderate correlated features, which provide fairly in-
dependent information, such as failed login attempts, sus-
picious port, and snapshot deletions, are ideal for training
the ML models.
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Figure 1: Correlation heatmap.
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Figure 2: Boxplot failed login attempts by class.

Boxplot: The above boxplot shows the distribution of
failed login attempts by target class either 0 or 1. The tar-
get on X _axis labeled 0 represent normal users, while 1
represents compromised users. Failed login attempts on
Y-axis represents the total number of failed login at-
tempts. Target class 1 shows users with the highest num-
ber of failed logging attempts.
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Figure 3: Histograms of various features.

Histogram: The above diagram shows multiple histo-
grams of various features extracted from ESXi log data,
analyzing whether the data is normal or anomalous. The
histogram of vm_shutdowns shows that most VMs were
shut down 0-2 times, indicating most systems are operat-
ing normally. The histogram of snapshot deletions shows

that most snapshots were not deleted, as most entries are
0. The histogram of high entropy files indicates abnormal
activities, representing suspicious behavior. The histo-
gram of failed login attempts shows the number of failed
logins, with most systems having 0-2 failed login at-
tempts. The histogram of suspicious port access indicated
a small number of systems accessed suspicious ports.

Synthetic ~ Minority =~ Over-Sampling Tech-
nique(SMOTE): SMOTE technique has been applied to
address class imbalance issues. It helps machine learning
models avoid bias toward the majority class and improve
overall performance.
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Figure 4: Class distribution before SMOTE.
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Figure 5: Class distribution after SMOTE.

6. Results

This paper leverages a sample ESXi logs to construct a
sample dataset, containing5,000 labeled instances of ob-
served attacks outcomes across seven features, including
such as vin_shutdowns, snapshot deletions, high entropy
files, data exfil volume, failed login, shell command
count, suspicious port access, and data exfil volume.
These features are used to train a model that helps organ-
izations enhance their operational efficiency. The ma-
chine learning model demonstrated strong performance,
achieving an accuracy of 100% in assessing ransomware
threats to ESXi hypervisor.
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Figure 6: Confusion Matrix Random Forest.
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Figure 7: Confusion Matrix SVM.
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Figure 8: Confusion Matrix KNN.
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Figure 9: Confusion Matrix Gradient Boosting.

Confusion Matrix: Logistic Regression
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Figure 10: Confusion Matrix Logistic Regression.
Table 1: Model metrics
Random KNN Gradient Logistic
forest SVM boosting regression
TP=40 TP=40 TP=40 TP=40 TP=40
TN=160 TN=160 TN=160 TN=160 TN= 160
FP=0 FP=0 FP=0 FP=0 FP=0
FN=0 FN=0 FN=0 FN=0 FN=0
A=1.0 A=1.0 A=1.0 A=1.0 A=1.0
P=1.0 P=1.0 P=1.0 P=1.0 P=1.0
R=1.0 R=1.0 R=1.0 R=1.0 R=1.0
F1-Score= FI1-Score= FI1-Score= FI1-Score= FI1-Score=
1.0 1.0 1.0 1.0 1.0
TP+TN
Accuracy (A) = m (1)
P TP
Precision (P) = — 2)
TP
Recall (R) = e 3)
F1 — Score = 20 (4)

where TP is true positive, TN is true negative, FP is false

positive, and FN is false negative.
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Figure 11: Model accuracy comparison.
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Based on the confusion matrix metrics, the machine
learning model perfectly predicted all the samples. The
model accuracy 100% because ESXi logs were generated
using an algorithm to mimic the pattern of real logs for
machine learning testing. The synthetic dataset was cre-
ated from ESXi log with features such as vm_shutdowns,
snapshot_deletions, high entropy files, shell com-
mand_count, failed login_attempts, suspicious_port_ac-
cess, and data_exfil volume. This experimental research
evaluated the model using a single train-test split and
SMOTE (Synthetic Minority Over-Sampling Tech-
nique), which was applied to address class imbalance is-
sues. To evaluate the model performance, the study em-
ployed confusion matrix along with other key metrics
such as precision, recall, and F1 score. The results indi-
cated that the model perfectly predicted all the samples.

7. Discussion results

Precision (0.1): An ML model produced no false positive
and is correct 100% of the time. Recall (0.1): An ML
model correctly identified all actual positive instances.
F1 Score (0.1): The F1 score indicated that the model ac-
curately detected the positive class.

Justification: Random Forest was chosen for as-
sessing ransomware threats to ESXi hypervisors in this
research paper for following reasons:

Random forest is known for its high accuracy and
works well with the network feature.

Random Forest ensemble learning method is benefi-
cial for this research as it improves performance com-
pared to other model in detecting anomalies effectively.

Compare to other models, Random Forest can handle
both numerical and categorical features without any ex-
tensive preprocessing, making it ideal for analyzing the
diverse datasets used in this research.

8. Conclusions

In modern virtualized world, evaluating the ESXi hyper-
visor is critical for ensuring security, performance, and
costs efficiency. The experimental method applied in this
paper leverages machine learning to assess ransomware
threats to ESXi hypervisors. It leverages a sample ESXi
logs to construct a dataset, containing 5,000 labeled in-
stances of observed attacks outcomes across seven fea-
tures, including vm_shutdowns, snapshot deletions,
high_entropy files, data exfil volume, failed login,
shell command count,  suspicious_port access, and
data exfil volume to train a model that helps organiza-
tions enhance its operational efficiency and maintain a
robust virtualized environment. With an accuracy of 100
percent, this paper highlights how effective ML tech-
nique can be in assessing ransomware threats to ESXi hy-
pervisor and ensuring security in a virtualized environ-
ment.
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