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Abstract

Web applications are among the most frequently targeted systems in today’s cyber-threat landscape, and vulnerabilities
such as SQL injection, cross-site scripting and various configuration errors have dominated the OWASP Top 10 list for
years. This article examines the security of a web application using modern vulnerability scanning tools and penetration
testing. The study was conducted in two stages: in the first stage, the deliberately vulnerable OWASP Juice Shop appli-
cation was used, with three scanners: OWASP ZAP, Burp Suite Community Edition and Nuclei applied to it. In the
second stage, the tools were used to assess the security of a proprietary web application. All tests were conducted in
a local, controlled environment and utilised Docker containerisation for the deliberately vulnerable application. The
results of the proprietary application assessment revealed no logical vulnerabilities from the OWASP Top 10 category.
The tools did not confirm the presence of SQL Injection, XSS or Broken Access Control. The identified issues related
solely to the configuration of HTTP security headers. The study confirms that none of the scanners used can detect the
full spectrum of vulnerabilities on their own, and that a combination of automated, semi-automated and template-based
scanning provides the most comprehensive assessment of web application security.
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1. Introduction cally testing applications from the outside, without
access to their source code. Each of these tools uses
a different scanning methodology, which results in
differences in the effectiveness of vulnerability detec-
tion.

Web application security is one of the key challenges
facing modern IT, as evidenced by the fact that attacks
on web applications widespread availability and the
processing of sensitive account for nearly 40% of all
data breaches, and the number of reported security inci- 2. Related work
dents is constantly rising [1]. Due to their user data, web
applications remain the primary target of attackers, who
exploit well-known classes of vulnerabilities such as
SQL Injection, Cross-Site Scripting (XSS), Broken
Access Control and Security Misconfiguration, as de-
fined in the OWASP Top 10 [2].

This article discusses the issue of web application
security testing using DAST (Dynamic Application
Security Testing) tools with different scanning method-
ologies. The study was conducted in two stages. In the
first stage, three tools with different scanning methodol-
ogies: OWASP ZAP, Burp Suite Community Edition
and Nuclei were applied to the deliberately vulnerable
OWASP Juice Shop application, an environment de-
signed to test the effectiveness and performance of secu-
rity testing tools. In the second stage, all three tools
were used to assess the security of a proprietary web
application, utilising the distinct methodological ap-
proaches of each. The results obtained were compared
with statistics on the prevalence of vulnerabilities de-
scribed in the existing scientific literature, enabling
a comprehensive assessment of the security level of the
tested application.

DAST (Dynamic Application Security Testing) tools
represent one of the fundamental approaches to the
automated security verification of live applications.
Vulnerability scanners detect vulnerabilities by dynami-

The topic of application security testing has become
quite popular in the scientific literature, a trend driven
by the rapidly evolving landscape of cyber threats and
the development of tools and solutions specifically
designed for the cybersecurity industry.

Article [3] presents a systematic literature review
covering ninety scientific papers and identifying thirty
different WVS (Web Application Vulnerability Scan-
ners) tools. It was shown that only twelve of these had
any quantitative assessment of effectiveness, and the
research focused almost exclusively on two types of
vulnerabilities from the OWASP Top 10 list: SQL In-
jection and XSS. The authors explicitly identified this
narrow scope of testing as a key limitation of the current
state of research.

Another important point regarding research was pre-
sented in [4]. Twelve tools were compared in the con-
text of assessing web applications for vulnerabilities,
highlighting the problem of false positives, which re-
quires significant involvement on the part of the tester
and constitutes one of the limitations of automated
tools. A conclusion widely accepted in application test-
ing is that no single scanner is capable of detecting the
full spectrum of vulnerabilities and should therefore be
used in combination with other scanners and manual
verification of results.
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During the analysis, a study was identified that ex-
amined a slightly different segment of applications but
employed a similar methodology [5]. The analysis fo-
cused on popular CMS platforms and utilised automated
scanners to identify vulnerabilities and flaws requiring
a more in-depth analysis of system behaviour and busi-
ness logic.

Another comprehensive analysis of a real-world web
application was published by a Thai university [6] and
provides a wealth of quantitative and qualitative data for
research purposes. It was noted that both tools detect
partially different vulnerabilities and classify them dif-
ferently within the OWASP Top 10, which confirms the
need to use them in combination, as in the case of study
[3]. A limitation of this study, however, is the lack of a
third tool employing a different scanning method.

Similar conclusions emerge from a comparative
analysis of tools in [7], which demonstrated clear differ-
ences in the number of vulnerabilities detected between
tools. However, this study was limited exclusively to
test environments based on deliberately vulnerable la-
boratory applications, and did not include applications
written under real production conditions.

According to the Edgescan report [8], which anal-
yses real-world web applications, over 33% of the vul-
nerabilities detected were classified as critical or high.
SQL injection has remained the most common critical
vulnerability in web applications since 2022, accounting
for 19.47% of all high- and critical-severity vulnerabili-
ties. These figures serve as a benchmark for assessing
the security level of a proprietary application against
real-world production applications.

All the studies analysed point to the necessity of us-
ing a combination of different scanners, despite research
into various types of web applications with differing
levels of security, as well as variations in the selection
of scanning tools.

The literature review provided an insight into the
subject under investigation and helped to understand
how to conduct an analysis in accordance with best
practice, as well as the key aspects of the process of
researching web application vulnerabilities. Conclusions
were drawn which shaped the approach to conducting
the research through the use of three scanners and the
analysis of two different applications.

3. Materials and methods

3.1. Tested applications

The research was conducted using a proprietary web
application developed for the purposes of an engineer-
ing thesis entitled ,,The System Supporting the Organi-
zation of Skydiving”. The server-side of the application
was built using the Xampp package, a MySQL database,
the Express application framework and the Node.js
runtime environment. The user interface and the graph-
ical part of the application were created using the React
framework.

The application includes the basic features typical
of web-based systems: login, registration and data entry
forms, an administration panel, and authentication and
authorisation mechanisms. It also includes the modules
and features necessary for use by customers, employees
and administrators.

The security analysis of this application serves as
an example of testing software developed under real-
world conditions, without any particular focus on secu-
rity and without the introduction of any deliberate vul-
nerabilities. Its vulnerabilities are not known in ad-
vance, which makes it a highly reliable subject for test-
ing.

The second subject of the research is the OWASP
Juice Shop - a deliberately vulnerable application de-
veloped by the OWASP organisation, which serves as
a learning environment for ethical hacking and security
tool testing. The application simulates an online shop
containing a multitude of vulnerabilities corresponding
to the OWASP Top 10 categories, including SQL Injec-
tion, Cross-Site Scripting, Broken Access Control and
many others. Some of its functionality is hidden from
testers and requires deeper exploration and testing of its
capabilities. It has been specifically chosen as a control
application to verify the capabilities of the tools used
and to investigate what types of vulnerabilities it pos-
sesses in relation to the proprietary application. The
OWASP Juice Shop application is available as a Docker
image on Docker Hub at bkimminich/juice-shop and in
the project’s official repository on GitHub [9].

3.2 Tools and configuration

The selection of the scanners listed below was not ran-
dom but was based directly on a review of the literature.
Each tool represents a slightly different approach to
application testing, and their combination was intended
to ensure a comprehensive assessment from various
angles.

OWASP ZAP

OWASP Zed Attack Proxy, also known as OWASP
ZAP for short, is one of the most popular vulnerability
scanners used during penetration testing of web applica-
tions. It is an open-source tool available on Windows,
Linux and macOS. The scanner’s core functionalities
include, amongst others, a local proxy for intercepting
and modifying HTTP requests, a website exploration
tool, and an automated vulnerability scanner. In the
research conducted, ZAP was run in active scanning
mode, performing a full audit of both applications. The
tool was selected due to its widespread use, open licence
and proven effectiveness. It enables the automatic detec-
tion of various types of vulnerabilities, making it one of
the key tools in application security testing [10].
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Burp Suite Community Edition

Burp Suite is one of the leading tools for penetration
testing of web applications, developed by PortSwigger.
The research utilised the free Community Edition,
which does not include a built-in automated scanner.
The tool was used as an HTTP proxy, enabling the in-
terception and modification of communication between
the browser and the server. Semi-automated tests were
carried out using the Repeater module, which allows for
the manual preparation and repetition of HTTP requests
with modified parameters set according to the applica-
tion endpoint under test. The tool was selected to com-
plement automated scanners with the capability for
precise manual analysis, which is also the scanner’s
greatest limitation. The Community Edition does not
include the automatic scanning option available in the
Professional version.

Nuclei

Nuclei is a modern scanner based on YAML templates,
which is run from the operating system’s command line.
It utilises a database of over ten thousand templates
covering vulnerabilities from the OWASP Top 10 and
the CVE database. Unlike ZAP and Burp Suite, it oper-
ates using templates, which allows it to target specific
classes of vulnerabilities. Its limitation is that it detects
only vulnerabilities included in the available templates,
and unique or non-standard vulnerabilities may be over-
looked. The tool was selected due to its modern ap-
proach to analysis and its distinct operational architec-
ture compared to the other scanners used.

3.3 Experimental Setup

All tests were carried out on a local workstation running
the Windows operating system. The OWASP Juice
Shop application was run in a Docker container, whilst
the proprietary application ran on a local development
server using the XAMPP package. The test subjects
were launched in separate test sessions.

The study was conducted in two stages. In the first
stage, all three tools were applied to the OWASP Juice
Shop application, an environment designed to verify the
effectiveness of security tools in the presence of real-
world vulnerability classes. OWASP ZAP stood out for
its effectiveness and automatic detection of configura-
tion issues, Burp Suite CE enabled the confirmation of
logical vulnerabilities through semi-automated testing,
and Nuclei effectively identified known CVE patterns
based on templates. In the second stage, all three tools
were used to assess the security of a proprietary web
application, utilising the distinct methodological ap-
proaches of each.

The scanners were launched using the default set-
tings, with the exception of Nuclei, for which a specific
range of templates was specified for the application
under test. The scanners were installed locally on the
hard drive and launched as executable applications, with

the exception of Nuclei, which could only be used via
the Windows Command Prompt.

In order to ensure comparable testing conditions for
both applications, all external factors that could interfere
with the results were eliminated: Windows Defender
and the system firewall were disabled (it was found that
their activation prevented the Nuclei tool from function-
ing correctly).

The automated scan was performed using the ‘At-
tack’ function in OWASP ZAP, which automatically
indexes application endpoints and runs tests. Burp Suite
CE was configured to operate as a proxy and was used
exclusively for manual testing on selected entry points.
Nuclei, on the other hand, was run with the default set
of templates covering the OWASP Top 10 categories
and the CVE database, and the results were saved in text
files. The reliability of the results was ensured by com-
paring the results obtained for the author’s application
with those for the Juice Shop application.

Network traffic during the tests varied depending on
the tool used. In the case of OWASP ZAP and Burp
Suite CE, the browser was configured to route all HTTP
traffic through a local proxy listening on port 8080. The
proxy acted as an intermediary for every request sent by
the browser to the application, enabling the interception
and modification of HTTP communication in real time.
In active scanning mode, OWASP ZAP automatically
generated and sent requests to the application based on
automatically indexed resources. Burp Suite CE, using
the Repeater module, allowed the tester to manually
craft individual requests and observe the server’s re-
sponses, enabling analysis of the endpoints they had
selected. Nuclei, on the other hand, sent requests direct-
ly to the application according to patterns from tem-
plates, bypassing the proxy layer. A common feature of
all the tools was that they operated without access to the
database layer or the application’s source code.

3.4 Evaluation Criteria

The security assessment of the tested applications is
based on the following criteria:

o The number of alerts detected by each tool

e Types of vulnerabilities detected, classified by cate-
gory

e Inclusion in the OWASP Top 10

e (Classification of detected vulnerabilities by severity
level (high, medium, low, informational)

e Ability to manually verify selected vulnerabilities

e Comparison of results between tools

4. Results
4.1. Results of the audit of the OWASP Juice Shop

4.1.1. OWASP ZAP scan

Scanning the OWASP Juice Shop application using the
OWASP ZAP tool recorded a total of 431 vulnerability
alerts. The vulnerabilities detected spanned all levels of
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the application architecture, from the code itself,
through configuration, to the management of external
dependencies. The most frequently detected alerts were:
Timestamp Disclosure — Unix, Cross-Domain JavaS-
cript Source File Inclusion, Cross-Domain Misconfigu-
ration, Content Security Policy (CSP) Header Not Set,
and Modern Web Application. Table 1 presents
a summary of the number of vulnerabilities detected by
severity level.

Table 1: Summary of the number of vulnerabilities
detected in the OWASP Juice Shop application, by
severity level

Risk level Number of Percentage

alerts (percentage of

a given type of

vulnerability)

High 0 0%

Medium 129 29,9%
Low 251 58,2%
Informational 51 11,8%
Total 431 100%

The most commonly detected types of alerts are:

e Timestamp Disclosure — 155 occurrences

e Cross-Domain JavaScript Source File Inclusion — 96
occurrences

e Cross-Domain Misconfiguration — 72 occurrences

e Content Security Policy (CSP) Header Not Set — 57
occurrences

e Modern Web Application (information alert) — 49
occurrences

4.1.2. Burp Suite Community Edition scan

Burp Suite CE was used to perform semi-automated
testing of the Juice Shop application. Using the Repeat-
er module, SQL injection vulnerabilities were identified
in the login forms, resulting in access to the administra-
tion panel without knowledge of the actual credentials.
A vulnerability to Reflected XSS was also confirmed by
injecting a payload into the search fields. The tests fur-
ther demonstrated that the combination of SQL injection
and the subsequent exploitation of administrator privi-
leges allows for the modification of other users’ data,
and such a chain of vulnerabilities poses a critical threat
to data integrity.

4.1.3. Nuclei scan

A scan of Juice Shop using the Nuclei tool with
OWASP Top 10 templates detected vulnerabilities re-
lated to application configuration and exposed re-

sources: publicly accessible API documentation and a
lack of integrity verification for resources loaded from
the CDN. The scanner successfully identified security
headers and known CVE vulnerability patterns con-
tained in the template database. The results supplement-
ed the picture of the application’s security with vulnera-
bilities not detected by ZAP.

4.2. Results of the audit of the proprietary applica-
tion

All three security assessment tools were used to scan the
in-house application, in line with their established spe-
cialisations: OWASP ZAP for automated scanning,
Burp Suite CE for verifying application logic through
semi-automated testing, and Nuclei for detecting known
CVE vulnerability patterns.

4.2.1. OWASP ZAP scan

Scanning the in-house application using the OWASP
ZAP tool recorded a total of 9 alerts. All medium-
severity alerts concerned security configurations on the
browser and HTTP layer: deficiencies in Content Secu-
rity Policy (CSP) headers, lack of protection against
clickjacking, and incorrect configuration of CORS
(Cross-Origin Resource Sharing). Low-severity and
informational alerts indicated potential disclosure of
information regarding the technologies used and defi-
ciencies in security headers. No high-severity alerts
were recorded. However, the absence of serious vulner-
abilities such as SQL injection or XSS indicates that the
main entry points of the applications are properly se-
cured. Table 2 presents a summary of the number of
detected vulnerabilities by threat level.

Table 2: Summary of the number of vulnerabilities
detected in proprietary applications by threat level

Risk level Number of Percentage
alerts (percentage of
a given level of
vulnerability)
High 0 0%
Medium 4 44,4%
Low 3 33,3%
Informational 2 22.2%
Total 9 100%
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4.2.2. Burp Suite Community Edition scan

Burp Suite CE was used in semi-automated mode as an
HTTP proxy. The testing involved intercepting requests
sent by the browser to the server and modifying them
using the Repeater module. The main entry points of the
application were tested: the login form, the registration
form and the data entry forms. In all cases, attempts to
inject SQL commands failed, and the application re-
turned validation errors without revealing the structure
of the database queries. The tests confirmed the absence
of direct logical vulnerabilities such as SQL injection or
XSS at the application’s main entry points.

4.2.3. Nuclei scan

Scanning the proprietary application using the Nuclei
tool with OWASP Top 10 templates did not reveal any
vulnerabilities. The absence of detected vulnerabilities
confirms that the in-house application meets basic secu-
rity standards regarding the most well-known and com-
mon classes of vulnerabilities, as defined by the tem-
plates used for the scan.

This is due to the nature of the application under
test, which does not resemble typical products and soft-
ware that usually contain some of the most common
vulnerabilities. However, this lack of alignment with
standard patterns does not imply the absence of any
security vulnerabilities, which necessitates the use of
a different type of scanner.

4.2.4. Summary results of tests on the proprietary
application

A comparison of the testing process and the results of
the three tools shows that each emphasises a slightly
different aspect of security: OWASP ZAP focuses
mainly on header configuration issues, Burp Suite CE
did not detect any errors in the application’s logic, and
Nuclei did not find any known vulnerabilities from its
template database. Scanning of the proprietary applica-
tion did not register any high-risk alerts and did not
reveal any logical vulnerabilities known as the OWASP
Top 10. All identified issues relate solely to configura-
tion and can be rectified by correctly setting HTTP
security headers and CORS policies.

4.3. Comparison of the results from the tools for
both applications

A comparison of the scan results from both applications
allows us to assess the scope and specialisation of the
tools used in relation to different types of vulnerabili-
ties. The OWASP Juice Shop application, as a deliber-
ately vulnerable environment, enabled us to verify the
detection capabilities of each scanner in conditions
where real security vulnerabilities were present. The
proprietary application, on the other hand, was used to
assess the behaviour of the tools in an environment
similar to a production environment. Table 3 presents

a summary of the types of vulnerabilities detected, de-
pending on the tool used.

Table 3: A comparison of the tools used in relations to the appli-
cation under investigation

Scanning | Vulnerability Juice Proprietary
tool type Shop application
OWASP HTTP layer Detected Detected
ZAP configuration
Burp Suite | Sql Injection | Detected | Not detect-
CE ed
Burp Suite XSS Detected | Not detect-
CE ed
Burp Suite | Attack chains | Detected | Not detect-
CE / application ed
logic
Nuclei CVE and Detected | Not detect-
configuration ed
vulnerabilities

An analysis of the scan results showed that none of
the tools used detected all vulnerabilities on their own.
OWASP ZAP was the most effective at automatically
detecting a wide range of alerts, Burp Suite CE enabled
the confirmation of critical logical vulnerabilities and
attack chains through testing of specific endpoints, and
Nuclei supplemented the results with vulnerabilities
based on CVE templates. The complementary nature of
the results from the individual tools confirms the need
to use a combination of automated scanners and manual
techniques in a comprehensive security assessment.

Furthermore, a comparison of the scan results for
both applications reveals a clear difference in both the
number and severity of the vulnerabilities detected,
reflecting a fundamental difference in the intended pur-
pose and security characteristics of the two systems.
The in-house application was developed in accordance
with the basic principles of secure software develop-
ment, where OWASP Juice Shop was deliberately de-
signed to replicate a multitude of real-world vulnerabili-
ties corresponding to all categories of the OWASP Top
10.

5. Discussion

The studies conducted yielded mixed results, both in
terms of the effectiveness of the individual tools and the
safety of the two test sites. Analysis of the data obtained
requires interpretation in terms of the differences be-
tween the tools used and the differences between the
applications themselves.

Discrepancies in the results of individual scanners
stem directly from differences in their types and the
distinct behaviour of each. OWASP ZAP, operating in
active scanning mode, automatically performs tests on
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all detected resources, making it the most effective at
detecting configuration vulnerabilities. Nuclei relies on
predefined YAML templates tailored to known vulnera-
bility patterns, meaning its effectiveness is strictly de-
pendent on the up-to-date status of the template data-
base. The greatest strength of this scanner is the detec-
tion of known configuration errors and publicly docu-
mented vulnerabilities, whilst it is practically useless
against logical vulnerabilities. Burp Suite CE, used in
semi-automatic mode with the Repeater module, was
the only tool that required the active participation of the
tester when handling requests. This is both its greatest
limitation and its greatest advantage, as it allows for the
detection of vulnerabilities that no automated scanner is
capable of detecting, thanks to the deliberate selection
of payloads and the examination of specific endpoints.

The nature of OWASP Juice Shop as a deliberately
vulnerable platform explains the broad range of vulner-
abilities detected in the first phase of the study. The
vulnerabilities present in it are the result of deliberate
design choices rather than implementation errors, mak-
ing it an appropriate environment for verifying the de-
tection capabilities of the scanners used.

The security level of the application supporting the
organisation of skydiving is acceptable in relation to
publicly known vulnerability classes and given that the
application was not specifically hardened for cybersecu-
rity during its development; however, it cannot be une-
quivocally stated that the application is secure. Never-
theless, the identified security issues can be addressed
through server configuration adjustments without the
need to overhaul the application’s architecture. The
identified flaws in the security headers still constitute a
real attack vector that could be skilfully exploited.

OWASP ZAP generates a large number of alerts
(9 for the skydiving application and 431 for Juice Shop),
a significant proportion of which relate to issues of low
or informational severity, such as timestamp disclosure,
missing headers or warnings concerning static re-
sources. These results are useful but require filtering
and manual verification to account for false positives.
Burp Suite CE returns few results, but these are of high
value to the overall assessment due to manual testing
and verification of the vulnerabilities found, which
reduces the risk of false positives. Nuclei returns a mod-
erate number of results focused on template patterns,
where, in the case of Juice Shop, it detected the public
availability of API documentation and the absence of
integrity verification attributes (SRI). For the proprie-
tary application, Nuclei returned no results; however,
this does not indicate the absence of vulnerabilities, but
merely a lack of match with the available templates.

Comparing the results obtained with industry data,
according to report [8], over 33% of vulnerabilities
detected in typical production applications fall into the
high or critical-risk categories, and SQL injection re-
mains the most common critical vulnerability. No high-
risk vulnerabilities or any of the key logical classes
included in the OWASP Top 10 were found in the pro-
prietary application under investigation, which allows

its security level to be assessed as clearly above the
average for production applications described in the
literature. The identified issues relate solely to the con-
figuration of HTTP headers, which constitute a category
of configuration vulnerabilities commonly found even
in well-secured production applications.

The research conducted has several significant limi-
tations. The tests were carried out in a local, isolated
environment, which eliminated factors typically found
in production environments, such as Web Application
Firewall mechanisms. Furthermore, the scope of the
manual tests was limited exclusively to endpoints se-
lected by the author, meaning that certain elements of
the application were not examined, and the version of
Burp Suite used did not have a built-in automated scan-
ner. Nuclei, on the other hand, severely limits compre-
hensive vulnerability testing by using strictly defined
templates, which necessitates the use of a combination
of different scanners.

None of the tools used had access to the source code
of the tested applications, which ruled out the detection
of vulnerabilities present solely at the implementation
level. Neither ZAP nor Nuclei required authentication to
perform a scan, meaning that some resources accessible
only after logging in remained out of reach of these
tools. Burp Suite CE tested both public resources and
those requiring authorisation, but only at manually se-
lected endpoints, where, prior to testing a given end-
point, a login to a specific account type was performed.
Furthermore, ZAP’s results are heavily dependent on
the crawler’s default configuration and the scanning
settings applied, as different scanning aggressiveness
settings would potentially yield different results. Nuclei
is directly dependent on the up-to-date status of the
template database and the application of a given tem-
plate to the application. Vulnerabilities discovered after
the date of the last template update will not be detected.

6. Conclusions

The proprietary web application demonstrated an ac-
ceptable level of security with regard to publicly known
vulnerabilities and logical errors. No logical vulnerabili-
ties such as SQL injection, XSS or broken access con-
trol were found. None of the three tools used confirmed
the presence of such vulnerabilities in the tested end-
points. The only issues detected were deficiencies in the
configuration of HTTP headers. The absence of high-
risk alerts and a zero score in the OWASP Top 10 scan
indicate that the application’s main entry points are
properly secured.

As a dedicated educational tool, OWASP Juice Shop
has proven its worth as a testing and validation envi-
ronment for the scanning tools used. Vulnerabilities
deliberately implemented to correspond to the OWASP
Top 10 categories have enabled the detection capabili-
ties of each scanner to be assessed under controlled
conditions simulating the presence of real security vul-
nerabilities.

In addition to the application testing itself, the study
confirmed that none of the scanners used was capable of
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detecting all types of wvulnerabilities on its own.
OWASP ZAP stood out for its superior universal auto-
mated scanning, Burp Suite CE performed best in veri-
fying logical vulnerabilities and in semi-automated tests
dedicated to selected endpoints, whilst Nuclei effective-
ly supplemented the results with template-based vulner-
abilities. This study confirms the usefulness of combin-
ing automated and manual vulnerability scanners in the
context of a comprehensive security assessment of the
applications under test.

Further research into application security analysis
should include extending manual testing to all endpoints
of the proprietary application and repeating the tests
using Burp Suite, but in the Professional version with
the automatic scanner. This would allow for a compari-
son of the effectiveness of both versions of the scanner
and a comparison of the scan results with those from the
ZAP tool. A broader range of results for analysis could
also be obtained by extending the methodology to in-
clude static application security testing (SAST), which
enables the detection of vulnerabilities in the source
code.
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